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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.i|[SYNHood full table drop 910
213. 244. 65. 90 Pal estinian Territory, Qcupi ed|147.237.77.216 dover . i df . i || TGP handshake vi ol ation, first packet not syn |drop 474
185. 32. 179. 88 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 467
2.54. 158. 240 | srael 147.237.77.216 dover.idf.il]SYN H ood unverified cooki e drop 222
85. 65. 197. 159 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 36
212.76.113. 234 | srael 147.237.77.216 dover.idf.i|]SINHood full table dr op 36
83. 244. 55. 42 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.i|[SYNHood full table drop 30
62. 19. 27. 59 Italy 147.237.77. 216 dover.idf.il|]SINHood full table drop 21
46. 121. 247. 68 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 21
84. 228. 232. 50 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 19
2.54.152. 165 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 16
109. 65.28. 1 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 16
109. 65. 20. 155 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 15
31.168. 13. 78 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 15
2.54.182.236 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 15
37.26. 147. 151 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 15
2.54.151. 38 | srael 147.237.77. 216 dover.idf.il]SINHood full table drop 12
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 12
2.54.129.9 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 11
192. 114. 23. 209 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 11
91.231.192. 149 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 11
77.126.235.143 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 10
213.8.118. 14 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 10
212.150. 214. 130 | srael 147.237.77.216 dover.idf.i|]SINHood full table dr op 10
46.121. 79. 190 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 10
2.54.31.189 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 10
149. 78. 37. 178 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 10
37.26. 147. 238 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 9
37.26. 147. 138 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 9
185. 33.114. 11 Lebanon 147.237.77. 216 dover.idf.i|[SYNHood full table drop 8
37.26.147. 151 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 8
176. 13. 10. 233 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 8
46. 120. 230. 223 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 7
93. 173. 239. 37 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 7
84.94.73. 234 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 7
2.54.41.16 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 7
109. 67. 196. 25 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 6
212.235.98. 139 | srael 147.237.77. 216 dover.idf.il]SYN H ood unverified cooki e drop 6
2.54.152. 165 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 6
70. 208. 67. 13 Lhited Sates 147.237.77. 216 dover.idf.il]SINHood full table drop 6
37. 26. 148. 136 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
176.13.4.97 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 6
176. 106. 226. 7 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 6
199. 203. 196. 185 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 6
0.0.0.0 147.237.77.216 dover.idf.il|SYN H ood unverified cooki e drop 6
192. 114. 23. 209 | srael 147.237.77. 216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 6
2.52.24.85 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 6
79.183. 196. 213 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
176. 106. 226. 97 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
46. 19. 85. 229 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 5




11-01-2015-10:04:09 to 11-01-2015-11:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
212.143. 54. 217 I srael 147. 237. 72. 166 aka.idf.il C1000004: HTTP. options nethod (M crosoft) ock 7
91.231.192. 149 I srael 147.237.76. 31 nakchal .idf.il |Cl000004: HTTP. options nethod (M crosoft) B ock 4
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

2.52.190. 229 147.237.72. 166 I srael aka.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 17
192. 198. 151. 36 [147.237. 72. 167 |Eur ope ishurimaka.idf.i|ET SCAN NVAP -sA (2) 2
82. 166. 3. 82 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.182.179.58 |147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.179.11. 34 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
213.57.178.171 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
77.127.206.56 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
194. 114, 146. 227|147. 237. 72. 167 |I srael shuri maka i o i [0 VY APACHE Apache od sl non-SSL connection to SS. port 1

deni al of service attenpt

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
176.13.8.78 147.237.77. 216 [I srael dover.idf.il | NDI CATOR- SCAN nyscan 1
176.12. 145. 102 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 160.236.1  [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
85.250. 119. 46  [147.237.77. 216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
81.218. 136. 214 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.180. 13. 22 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
217.147.86.8 147.237.77. 170 E;ir:;cci]om naarachot.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
79.178.170.54  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
199.203.215.1  [147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
62.19.27. 59 147.237.77.216|Itay dover.idf.il portscan; TCP Distributed Portscan 1
37.26.147.186  [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
176.13.8.78 147.237.77. 216 |I srael dover.idf.il GPL SCAN nyscan 1
149, 78.237. 201 |147.237.72. 166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
87.68.151.230 [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1




11-01-2015-10:04:09 to 11-01-2015-11:04:09

|Top Attackers In FW |

‘Attacker Qount ry Target Address |Ste Signature

185. 99. 16. 228 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1203
213. 244. 65. 90 Zi‘c‘ff;iigém Territony. 147 237.77. 216 |dover. i o . i1 dr op First packet isn't SN drop 588
192.114. 23. 209 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 395
205.203.135.1 |[lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 209
212.179. 21. 194 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 177
23.27.245.95 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 123
82. 166. 3. 82 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 87
84.94.32.197 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 81
176.13. 11. 245 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 76
100. 100. 59. 35 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 72
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 68
77.127.14.93 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 68
68.180.228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 63
79.179. 141. 146 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 59
2.54.152. 165 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 58
46.19. 86. 110 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 58
2.54.187.108 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 52
199. 203. 53. 3 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 51
2.52.3.105 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 50
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
46.19. 85.206  |Israel 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 48
66.249.81.218 |[lLhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 45
46. 19. 86. 40 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 44
62.219.230.90 |[lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
212.143.57. 184 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 43
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
46.19.85.194  |[Israel 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber noni t or 42
91. 231. 192. 149 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 42
79.178. 141. 253 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
173.56.28.176 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41
83. 244. 55. 42 ?Cisgiigéa” Territory. 147 237.77. 216 |dover. i o . i1 drop First packet ismt SWN drop 41
37.76.198. 126 Za:lcis,;iigéan Territory. 1147, 237. 77. 176 |natpash.iof.il - |drop First packet isn't SN drop 2
176. 13.19. 135 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 41
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
68.196. 94. 231 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 39
37.26.146. 177 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 38
5.102.254. 7 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
54.244.22.103 |lhited Sates 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 38
62.0.102.6 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 37
79. 176. 28. 95 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
37.26. 146. 158 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 37
66. 249. 81. 215 |Russi an Federation 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 37
212.25.102.57 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 36
37.26.146.221 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 36
5.29. 205. 122 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
178.135.109.9 [Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
2.54.41.16 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 33
79.178. 126. 200 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
66.249. 78. 166 |Wiited Sates 147.237. 77. 216 |dover . i df . i | Streamng Engine: TCP Invalid |invalid segnent retransnission drop 30

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.12.142. 44  |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 176. 12. 142. 44 B ock 465
212.76.118.105 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthorized URL Access from 212, 76. 118. 105 Bl ock 255
84.109.32.240 [israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 84.109. 32. 240 Bl ock 120
37.26.146.184 |lsrael 147.237.77.243|mobi l e. i df . i | D stributed Whaut hori zed LRL Access on nobil e.idf.il/sachar/index B ock 90
176.13.5.153  [Israel 147.237.77. 243 |nobi | e. i df . i | Es[fr:t o T?'F/esgcﬁgf‘; Lﬁ;gﬁ;ﬁxf{jd in Bl ock 60
46.10.85.218  |israel 147.237.76.42 |refuah.idf.il Paraneter Type Molation o Lgf??g;ﬁ”;;fcem' ger 15t Com ent in Bock |59
Dstributed Paraneter Type Mol ation on
46.121.79.190 |Israel 147.237.76.42 |refuah.idf.il waw refua. atal .idf.il/1518-he/ ref uah. aspx par anet er Bl ock 45
ct | 00$Cont ent A acetbl der 1$t xt Gont ent
176.13. 5. 86 I srael 147.237.77.243|nobi l e.idf . il Paraneter Type M ol ation Password in nobile.idf.il/sachar/login Bl ock 45
40.77.167. 90 Lhited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i [|O stributed Lhauthorized URL Access on www chi nuch. aka. i df . i |/404. ht m |B ock 30
2.54.160. 108 | srael 147.237.77.243|mobi l e. i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index Bl ock 30
62.90.184. 141 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wwy aka. i df . il /sachar B ock 30
80. 246. 136. 144 |l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode Bl ock 30
217.132.50. 2 | srael 147.237.77.216|dover. i df . il D stributed Unhaut hori zed LRL Access on waw i df.il/anan Bl ock 30
79.178.126. 200 |l srael 147.237.77.216|dover. i df . il D stributed Unhaut hori zed LRL Access on waw i df.i|/anan B ock 30
70.39.157.196 |Lhited Sates [147. 237. 76. 200 [ei t an. aka. i df . i | m”;";“an'?aa[(znf;ﬁri ﬁé{e'n;l at o5/ sendtof i encl send of i end. aspx None 30
109. 67. 21. 56 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 30
46.19.85.25 I srael 147.237.72.166 [aka. i df . i | \;Pax;\rwal:(t:ri dealdl /Chnlai/ r?fg;)ilyitjls/o; ylurrlll M yunpr ocessquest i onnai r e. aspx None 30
72.9.148.10  |United States [147.237.76.86 |navy. i df.il m“tngs;' e e e/ navy. aspx. aspx Bock |30
2.54.187. 39 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 25
62.219.175.10 | srael 147. 237. 72. 166 |aka. i df . i | mar:;fi gfﬂ ?‘r:a{n\fsog];f;‘f Oirgot password, aspx None 15
84.228.168.212 | srael 147.237.72. 166 |aka. i df . i | mngkmgiﬁr_?ﬁﬁg mcégﬁijt;aggffgg‘ﬁgfcphsaChar$°t' 67in None 15
80.74.105. 107 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
46.19. 85. 122 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/main/giyus/kio Bl ock 15
192.115.180. 11 [Israel 147.237.77. 176 |nat pash. i df . i | m“égggti_ﬁj_ Hj‘sip‘f_csfsofa;;ﬂ | es/'8/4629. | pq Bl ock 15
176. 12. 150. 251 |Israel 147.237.77.243|nobi l e.idf . i | O stributed Uhaut horized UR. Access on nobi | e. i df . il/sachar/i ndex Bl ock 15
68.64.169.226 |[Wnited Sates |147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 15
151.80.31.112 |italy 147.237.77.216|dover . i df . i O stributed Suspicious Response Gode Bl ock 15
66.249.67.122 |Israel 147.237.72.166|aka. i df . i | Lhknown Paraneter catl.. in ww aka.idf.il/nain/giyus/ general .aspx None 15
212.143.3.44  |israel 147.237.72. 166 |aka. i df . i | m“;grii df_’?#:‘m ﬁf;ie;js/tu%d ot ouser det i | 5, a5p Bl ock 15
84.94.182. 42 I srael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to ww i df. i/ hinush Bl ock 15
46. 19. 85. 67 I srael 147.237.77.216|dover . i df . i Abnormal |y Long Request et hod Bl ock 15
180.76.15. 152 |Chi na 147.237.76. 147 chi nuch. aka. i df . i mmmx?vuzt:rr:iorru:;fikl;.qi_d?ficle/stse;; at es/ shar ed/ user cont r ol s/ header upper / Bl ock 15
74.82.47.3 Lhited Sates [147.237. 72. 167 |i shuri maka. i df . i ||Unaut hori zed URL Access to 147.237.72. 167/ B ock 15
66. 249. 75. 62 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 421- he/ pat zar . aspx Bl ock 15
176.12.142.10 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response GCode_Qust om Tenpor ary Bl ock 15
85. 250. 124. 223 |l srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v idf.il/https:/wanidf.il/ Bl ock 15
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 67. 13 Bl ock 15
80.246.136.41 | srael 147. 237. 72. 166 |aka. i df . i | ma;e:;ri d,f%,aidl ?‘r:aﬁ'n\/”:;f;;:’/”f oir;ot passuor . aspx None 15
194. 114. 146. 227 |1 srael 147.237.72.167|i shuri maka. i df . i ||Untraceabl e SSL Sessions: Protocol violation (SSL_CONN LI ENT_HELLQ None 15
40.77.167.91 Lhited Sates [147. 237. 76. 147 |chi nuch. aka. i df . i ||Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 15
68. 180. 229. 239 |lhited Sates |147.237.72. 166 |aka. i df . i | Uhknown Paraneter catid in ww aka.idf.il/sites/hone/ defaul t.asp None 15
2.54.161. 194 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 15
157. 55. 39. 39 Lhited Sates [147.237. 72. 166 |aka. i df . i | Uhaut hori zed Method GET for waw aka.idf.il/kamar/contact/default.asp [B ock 15
66.249.67.138 |lIsrael 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/ Bl ock 15
213.57.160.27 |Israel 147.237.72. 156 |aman. i df . i | Too Many Qookies in a Request - 106 cooki es Bl ock 15
84.108. 4. 145 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css Bl ock 15
46. 19. 85. 67 I srael 147.237.77.216|dover. i df.i |l Mal formed URL B ock 15
185. 120. 126. 2 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary Bl ock 15
79.177.19. 30 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 15
Uhaut hori zed URL Access to
66. 249. 78. 47 I srael 147.237.0.15 |kosher-kravi . i df . i|kosher-kravi.idf.il/tenpl ates/i magevi deogal | eryl obby/ i magevi deogal | eryl ob |8 ock 15
by. aspx
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