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|Top Attackers | n DDoS- Def ence |

Attacker Target .
Address Attacker Country ‘Address Signature
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 743
66. 249. 65. 26 Wnited States 147.287.77.226 | chanatz.aka. i of i 1 |11 hanashake violation, first packet not g 543
176. 106. 46. 74 Pal est_i nian Territory, 147. 237. 77. 216 dover idf.il TCP handshake viol ation, first packet not drop 352
Qccupi ed syn
176. 13. 22. 159 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 76
109. 65. 42. 79 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 46
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 37
2.54.150. 157 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 27
93.172.179. 4 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
84.228. 113. 60 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
46. 19. 86. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
185. 32.179. 186 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 22
46.116. 98. 77 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 20
109. 66. 38. 108 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
187.171. 39. 55 Mexi co 147.237.72.166  |akaidf.il ;c/]; handshake viol ation, first packet not | 19
37.26. 146. 249 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
176. 13. 1. 153 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 15
31. 154. 92. 123 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 13
46.19. 86. 128 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
81. 218. 48. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
2.52.32.27 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 12
63. 143. 233. 196 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 12
46.19. 86. 208 | srael 147.237.77. 216 dover.idf.il SN Hood full table drop 11
37.26.148. 151 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
79.181. 205. 179 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
79.181.197. 251 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
80. 178. 230. 191 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 10
2.52.162. 13 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 10
62. 219. 166. 49 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 10
46. 19. 85. 146 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 10
93. 173. 140. 233 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46. 19. 85. 2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
62.219. 166. 49 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 10
62.219. 110. 166 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 10
46.116. 98. 77 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
109. 64. 111. 251 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
194. 90. 169. 2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
176.13. 3. 58 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
46.121. 69. 156 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 9
84.111. 78. 159 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 9
176. 106. 46. 74 g‘;’cis;i':;a” ferritory, 147.237.77.216  |dover.idf.il SYNFood full table drop 9
2.54. 26. 68 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
176. 13. 22. 159 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 8
31.154.92.123 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 8
84.228.113. 17 | srael 147.237.77. 216 dover.idf.il SN Hood full table drop 8
2.54.58. 189 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
80. 246. 136. 126 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
213.57.145. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
46. 19. 86. 232 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 7
149. 88. 80. 245 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 7
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
85. 250. 24. 69 I srael 147.237.77. 74 lawidf.il CL000004: HTTP. options nethod (M crosoft) B ock 2
73. 15. 60. 80 Lhited Sates 147.237.77. 216 dover.idf.il |C008: HITP. Xenu User Agent Bl ock 1
52.1.90. 117 Lhited Sates 147.237.77. 216 dover.idf.il |13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

ﬁ‘dt d"’:cekse; Target Address Actotu"’r‘]ctkre; ‘Ste ‘Signature ‘Count‘
176.13.14.92  |147.237.77. 216 |l srael dover.idf.il htt p_i nspect: MJLTI PLE HOBT HEADERS DETECTED 2
84.228. 132, 146 |147. 237. 77. 216 || srael dover . idf.il portscan: TP D stributed Portscan 1
41.33.231.90 |147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
84.111.12. 156 |147.237.77.216(lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.148. 151 |147.237.77.216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
82. 166. 240. 203 |147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
217.147.86.8  |147.237.77.227 ?i;gegom e. hamaz. i df .il ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 136. 69 |147.237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
213.57.89.62 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.181.22. 169 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.177.32.238 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
117.21.174.87 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
66.249. 78. 166 |147.237.77.216|Wited Sates |[dover.idf.il ET SCAN NVAP -sA (2) 1
108. 61.194. 96 |147.237.76.31 |Wited Sates |[nakchal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
46.20.9.25 147. 237. 76. 202 [Tur key e halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
84.228.180.50 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
46.19.85.139  [147.237.77. 216 I srael dover.idf il portscan: TCP D stributed Portscan 1
84.228.43.78 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26.149. 130 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
84.108.49.50 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
2.54.187.233 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 246. 140. 190 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
217.147.86.8 |147.237.76.199 zi;gegom e. nakchal .i df .il ET SCAN Potential VNC Scan 5900- 5920 1
79.182. 197. 208 |147. 237. 77. 216 [l srael dover.idf.il portscan: TCP D stributed Portscan 1
177.43.249. 41 (147.237.76. 147 |Brazil chi nuch. aka. i df .i ET SCAN NVAP -sS w ndow 1024 1
79.180.53. 175 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
176.12.145.51 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
78.188.92.55 |147.237.76.31 |Turkey vekehal i df i1 ET SI)AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
111.93. 198. 54 [147.237.76. 197 |Indi a e. himush.idf.il ET SCAN NVAP -sS w ndow 1024 1
62.219.83.119 [147.237.76.31 |[Israel nakchal . i df i1 ET SCAN NVAP -sS w ndow 1024 1
87.68.145.27  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
46.20.9.25 147. 237. 76. 202 [Tur key e halag.idf.il ET SCAN NVAP -f -sS 1




11-01-2015-09:04:09 to 11-01-2015-10:04:09

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry|Target Address [Ste Signature Acti on ‘Count
82.137. 205. 69 zrpluzﬂ ,Cﬂrab 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 172
109. 67.1. 128 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 152
194. 165. 146. 149|Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 138
84.228.113.60 |l srael 147. 237.72. 167 |t shuri maka. i o || SAM NG ENgine: TCP Inval i invalid segnent retramsmission. | 134
Ret r ansn ssi on Packet dr opped.
87.68. 147. 224 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 97
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 82
41.232.136.30 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 79
46. 19. 86. 213 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 75
149.78.72. 72 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 69
192.117.12.65 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 54
176. 12. 142. 105 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 47
176.13.9. 82 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 46
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 41
62.128.35. 2 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 41
46. 19. 85. 240 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 40
66. 249. 81. 215 g;z::t”ion 147. 237. 77. 216 |dover . i of . ;: ?i:sr;? SES:g(;:e: T Invalid 'Pg‘(’:ak‘;td dsreggsgg retransmssion. g o, 38
164. 138. 116. 118|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
176. 13. 16. 56 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 33
176.13.0.31 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 32
84.228.132.146 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 32
46.19. 86. 189 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
37.26.146.249 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 30
2.54.33. 157 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
66.249.78.166 |Uited Qates  |147.237. 77. 216 |dover. i of . Streaning Bngine: TCP Invalid finvalid segnent retransmssion. | 28
Ret r ansn ssi on Packet dr opped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 28
46. 19. 86. 127 | srael 147.237.72. 167 |ishurimaka.idf . i |Bad TCP sequence Inval id ACK nunber noni t or 28
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 28
37.26. 148. 253 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 27
192.118. 78.198 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 27
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 26
212.179. 155. 129|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 25
95.35.184. 1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
108.59.253.71 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
2.52.32.27 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
213.8.50. 10 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
62.219. 110. 166 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
46. 19. 86. 232 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 21
176.13.1.94 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
66.249.81.212 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
2.52.162.13 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 20
109. 66.19. 198 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransmssion drop 18
Ret r ansni ssi on Packet dr opped.
81.218. 48. 37 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
82.166. 148. 132 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18
193. 169. 70. 108 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
185.32.179. 186 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
212. 143.43. 173 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
84.228.113. 60 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop 16
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|Top Attackers In V\AF|

Attacker Address Atacker Target Address |Site S gnature Devi ce

‘Count

Country Action
213.57.220.33 | srael 147.237.76. 200 |ei tan. aka. i df . i | |10° M of the Sane Response Cbde (404) in Session from B ock 120
213.57.220. 33
37.26.149.255 |[Israel 147.237.77.243|nobi [ e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 120
176.13.18. 52 I srael 147.237.77.243|nobi | e.i df . i | D stributed Uhaut hori zed LRL Access on nobil e.idf.il/sachar/index B ock 105
. ] ] Paraneter Type Mol ati on Qurrent Password in
46. 19. 85. 155 I srael 147.237.77.243|nobi l e. i df . i | mobi | e.i df . i |/ sachar / changepassvor d Bl ock 97
176. 13. 4. 101 I srael 147.237.77.243|nobi le. i df . i | D stributed Uhaut hori zed LRL Access on nobil e.idf.il/sachar/index B ock 45
85. 250. 24. 69 I srael 147.237.77.74 [lawidf.il Unaut hori zed HTTP Met hod Bl ock 45
46.19. 85. 235 | srael 147.237.77.243|nobi l e.i df . i | Dstributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 30
80.246.139.77 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 30
} . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
85. 250. 24. 69 I srael 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 85. 250. 24. 69 B ock 30
176.13.10.201 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Uhaut hori zed LRL Access on nobil e.idf.il/sachar/index B ock 30
2.52.7.217 | srael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed LRL Access on waw i df .i|/anan B ock 30
46.19. 85. 167 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 30
176.12.139. 110 |[lsrael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Qode B ock 30
2.52.9.233 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 30
. . Unaut hori zed Met hod PCST for
109. 186. 154. 22 |l srael 147.237.72. 166 [aka. i df . i | v aka, i df i |/ nai v r abanut/ cont act us. aspx Bl ock 30
84.108.47.121 | srael 147. 237. 72. 166 |aka. i df . i | Paraneter Read Qnly Molation in None 15
wwn aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
37.26.147.173 |[israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 15
. . Uhaut hori zed URL Access to wwn atal . i df.il/webresouri ¢¥x"<—x™xY x>
192.117.12.65 |Israel 147.237.77.233|atal .idf.il X8 xox'xoxa XFxTMXTMXCE X—_xox§x XA B ock 15
79.177.103.103 |[Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 15
66.249.67.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ hone/ pni ot . aspx  |B ock 15
2.54.141. 86 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 15
176.13.2. 87 I srael 147.237.77.243|nobi l e.i df . i | Dstributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 15
. . Unaut hori zed URL Access to
66. 249. 65. 37 | srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st or age/ i | es/ 3/ 2893, pef Bl ock 15
85. 250. 24. 69 I 'srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to vww | awidf.il/sip storagel/files/ 1/ B ock 15
80. 246. 133. 124 |l srael 147.237.77.216|dover. i df . il D stributed Unhaut hori zed URL Access on waw i df.il/anan B ock 15
37.142.242.219 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i/ nai n/ sachar/ undef i ned B ock 15
213.8.129.140 |[lIsrael 147.237.77. 216 |dover.idf . il Dstributed Unaut horized LRL Access on v i df.il/anan Bl ock 15
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin vww i df . i|/1133- he/ dover. aspx B ock 15
5. 158. 236. 27 RJSIS:;ni on 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ gi yus/ f or uni asp/ B ock 15
2.52.163. 189 I srael 147.237.77.243|nobi l e.i df . i | Dstributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 15
149. 88. 75. 68 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 149. 88. 75. 68 B ock 15
. . D stributed Uhaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 15
46.19. 86. 174 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 15
84.108. 166.88 |l srael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Qode B ock 15
. . S Untraceabl e Gonnection - Protocol violation
37.26.149.221 |[Israel 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 15
195. 154. 227. 118|France 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/wp-content/ B ock 15
79.177.107. 149 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
66.249. 67. 251 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/kanar/adv. asp B ock 15
2.54.165. 213 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 15
. . Unaut hori zed URL Access to
66. 249. 65. 40 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ si p_st or age/ i | es/ 1/ 2891, pef Bl ock 15
. . D stributed Unhaut hori zed LRL Access on
85. 250. 124. 223 [l srael 147.237.72. 166 [aka. i df . i | vws aka i o i1/ htt ps: /ww aka. i f i1/ Bl ock 15
46. 19. 85. 95 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 15
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