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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
141. 0. 13. 167 Nor way 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 8381
66. 249. 67. 20 Lhited Sates 147.237.77.170 naar achot . i df . i || TGP handshake vi ol ation, first packet not syn |drop 3890
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . i ||TAP handshake vi ol ation, first packet not syn|drop 328
220.181.108. 113 Chi na 147.237.76. 86 navy.idf.il TCP handshake vi ol ation, first packet not syn |drop 310
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ation-A i dest - r eset 195
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 136
176. 12. 140. 2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 44
185. 32. 179. 33 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 34
79.183. 16. 107 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 34
46. 19. 86. 27 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
2.52.163. 141 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
79.178. 104. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
2.54.2.193 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 11
37.26.147.221 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
46. 19. 86. 6 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
46.19. 85. 111 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
81. 218. 235. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
109. 67. 32. 222 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
5.29.84.79 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 8
89. 138. 84. 109 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
37.46. 39. 92 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
76.173.132. 231 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 6
79.178.162. 221 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
37.26. 149. 166 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
37.26. 149. 166 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 5
66. 249. 67. 65 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 5
46.19. 85. 163 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176.13.8.12 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
2.52.174. 29 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
62.219. 136. 127 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
76.173.132. 231 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 4
176.12. 142. 169 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.148. 163 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
212.33.112. 95 Pal estinian Territory, Qcupi eq147.237.77.216 dover.idf.il SYNHood full table drop 4
46. 19. 86. 6 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
176. 13. 13. 40 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13.2. 93 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 3
46. 19. 86. 14 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
5.22.130. 119 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
176. 13.17. 184 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp All _Nets drop 3
165. 72. 200. 11 Eur ope 147.237.77. 216 dover.idf.il SYNHood full table drop 3
138.134. 192. 10 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 3
176. 13. 14. 228 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 12. 145. 229 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.148. 163 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
46. 19. 86. 229 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
80. 246. 139. 172 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
2.52.39. 68 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Target Address ountry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.69.76 [147.237.77.74 |lhited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
66.249.67.20 [147.237.77.170|lhited Sates |[nmarachot.idf.il|ET SCAN NVAP -sA (2) 2
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
2.54. 40. 185 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 2
66.249. 67. 122 |147.237.72. 166 |nited Sates |akaidf.il VWEB-G3 redirect access 1
46.19.86.250 |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
37.142.204. 211 (147. 237. 72. 166 |1 srael aka.idf.il portscan: TCQP D stributed Portscan 1
5.22.130.119  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
2.52.7.245 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
207.46.13.32 [147.237.77.216|lhited Sates |[dover.idf.il portscan: TCQP D stributed Portscan 1
188. 165. 15. 241 [147. 237. 72. 166 |France akaidf.il portscan: TCP D stributed Portscan 1
93. 173. 252. 181 |147. 237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
3672 195 123|147 237 76. 24 |i ndonesi a o refuahidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 64.58. 160 |[147.237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
84. 228. 226. 246 (147. 237. 72. 166 || srael akaidf.il portscan: TGP D stributed Portscan 1




11-01-2015-07:04:04 to 11-01-2015-08:04:04

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
141. 0. 13. 167 Nor way 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2767
54.187.55.213 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 152
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 100
77.245. 4. 67 Jordan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 68
71.218.164.136 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 65
5.29.84.79 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 64
76.173.132.231 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 40
46.121.18. 69 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 37
79.181.17.176 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 37
80. 178. 204. 40 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 35
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 32
109. 186. 35. 19 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 30
Sreamng Engine: TCP Invalid
62.0.34.177 | srael 147.237.72. 166 |aka. i df . il 9 9 Inval i d checksum Packet dropped. |drop 30
Checksum
81.218.196.36 |lsrael 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 28
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
2.52.163. 141 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
Sreamng Engine: TCP Invalid i i ssi
2.54.26.178 I srael 147. 237, 77. 243 |nobi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 24
Ret ransni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
93.173.183.59 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
82.102. 169. 210 |[Israel 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 21
139. 162. 206. 220|Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
46. 19. 86. 27 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 20
2.54.42.168 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 18
Sreamng Engine: TCP Invalid i i ssi
80. 246. 139. 102 |Israel 147.237. 72. 167 |i shuri maka. i f . i 9 =g Invalid segent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
46.19. 85. 111 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
66.249.81.218 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 17
79.183.16.107 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
185.32.179.33 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
87.69. 94. 186 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
Sreaning Engine: TP Invalid i i Ssi
40.77.167.71  |wited Sates |147.237.77. 216 |dover.idf.il 9 =g Inval i d segnent retransmssi on. drop 16
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16
176. 12. 136. 80 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
2.52.39. 68 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
Sreamng Engine: TCP Invalid i i ssi
66.249. 64. 139 |lnited Sates |147.237.77.234|halag.idf il 9 =g Invalid segent retransmssion. drop 14
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 111 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop drop 14
204.237.0.104 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 14
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 12
131.253. 25. 203 |Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
212.199. 195. 111 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning Engine: TP Invalid i i Ssi
66.249.78.173 |Uited Sates |147.237.77. 216 |dover. i df . 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
87.69.55. 159 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 12
2.54.2.193 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 11
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80.178.157.40 | srael 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation QurrentFassvord in B ock 150
nobi | e. i df . il /sachar/changepassword
Russi an . . ]
5. 158. 239. 67 erati on 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 90
5. 158. 239. 67 R‘SIS:;”i o 147. 237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 5. 158. 239. 67 B ock 75
176.13.17. 158 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 45
2.54.26.178 I srael 147.237.77. 243 |nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index B ock 45
. . Unaut hori zed Met hod HEAD for
2.54.131.3 I srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / nai 1V sachar / vi ewpaysl i p. aspx Bl ock 30
80. 246. 130. 184 |l srael 147.237.77. 216 |dover . i df . i | Distributed Wauthorized URL Access on waw i df .il/aman B ock 30
} . . Lhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 30
176.13.17. 184 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 30
2.54.41.194 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/wwtikshuv.idf.il B ock 30
. . Unknown Paraneter catld in
66.249.67.6 | sr ael 147.237.72. 166 [aka. i df . i wwy aka. i df . i | / chamat z/ sear ch/ sear chresul t s. asp None 15
_ ny- kosher-kravi .i df . i ,

184. 105. 247. 195|Lhited Sates 147.237.0. 16 | Uhaut hori zed URL Access to 147.237.0. 16/ Bl ock 15
176.12. 142. 176 |1 srael 147.237.77. 243 |nobi 1 e. i df .i | Paraneter Type M ol ati on Docunent Nunber in B ock 15

nobi | e.i df .il/sachar/| ogi n

. . Uhaut hori zed URL Access to
66.249.67.122  |Israel 147.237.72. 166 [aka. i df . i | e aka i o i1/ redi rects/ sl -redirect. hn B ock 15

m ny- kosher - kravi . i

176. 13. 12. 105 | srael 147.237.0. 17 df il Mitiple Illegal Parangeter Encodi ng from176.13. 12. 105 None 15

109. 67. 32. 222  |Israel 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 15

66.249. 67. 13 | srael 147.237.72. 166 |aka. i df . i | Di stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 15

. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
185.32.179. 2 I srael 147.237.72.166 |aka. i df . i | v aka, i o i 1/ i 1V gi yus/ | ogi n. aspx None 15
176.12. 151. 187 |l srael 147.237.77.243|nobi l e. i df . i | D stribut ed Suspici ous Response CGode B ock 15
. ; S3. Whtraceabl e Gnnection - Protocol violation

2.54.185.28 I srael 147.237.72. 166 |aka. i df . i | (SSL OONN GLI ENT FELLO) None 15

87.68.77. 144 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwy aka. i df . i |/ x'x™xex; B ock 15
. . Uhaut hori zed URL Access to

66.249. 67.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 1661 ti znor et/ gal | ery/ showpi ct ur e. asp B ock 15

176.13.14. 101 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 15
. . Uhaut hori zed URL Access to

31.168.151. 111 |[lIsrael 147.237.72. 166 |aka. i df . i | o aka, i df i1/ i v sachar/ undefi ned B ock 15

2.52.130. 44 I srael 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to ww i df.il/aman B ock 15
. . . URL is Above Root Directory

113. 102. 135. 55 [China 147.237.77. 216 |dover . i df . i | v df i1/ ../ shar e user cont rol s/ header upper/ Bl ock 15
. . Lhaut hori zed URL Access to

77.125.73.204  |israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 1518- he r ef uah. aspx B ock 15

66. 249. 67. 27 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 15

212. 150. 174. 180|l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 15

. . . D stributed Unaut hori zed URL Access on

176. 13. 5. 205 I srael 147.237.77.243|nobi | e. i df . i | mobi | e i df i1/ sachar/i ndex B ock 15

2.54.185. 28 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 15

89. 138. 64. 94 I srael 147.237.77.216|dover. i df .i | SSL Uhtraceabl e Gonnection - Cpen Mde None 15
. . Uhaut hori zed URL Access to

66.249. 67.247 |lIsrael 147.237.77. 170 |maar achot . i df . i | 147.237. 77,170/ pef /11 es/ 6/ 109916. pdf B ock 15

46.120. 156. 131 |Israel 147.237.72. 166 |aka. i df . i | Wnknown Parameter __M BASTATEENCRYPTED | n None 15

wwy aka. i df . i |/ nai n/ sachar/ pni asubnitt edsuccessf ul | y. aspx
151.80.31.112 |italy 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 15
Il1egal Byte de Character in URL /nai n/ kapatz//res

77.127.245.79  |Israel 147.237.72. 166 |aka. i df . i | . . - Bl ock 15
our ces/ i nages/ i nner page/ goback. gi f
. . Uhaut hori zed URL Access to
66. 249. 67. 65 I srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai n/ smal i nd showbi g. aspx B ock 15
213.57.160.27 |[Israel 147.237.72. 156 [anan. i df . i | Too Many Cookies in a Request - 105 cooki es B ock 15
176.13.7.35 | srael 147.237.77. 243 |nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/sachar/index B ock 15
2.54.185. 28 I'srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Protocol violation None 15

(SSL_CONN CLI ENT HELLO

. . Lhtraceabl e S3. Sessions: Protocol viol ation
89. 139. 21. 54 I srael 147.237.72. 166 |aka. i df . i | (SSL_OONN OLI ENT FELLO) None 15
. . Uhaut hori zed URL Access to
66. 249. 75. 62 | srael 147.237.77.74 |lawidf.il 147, 237.77. 741 t enpl at es/ get i e/ get fi | e. aspx B ock 15

Lhaut hori zed URL Access to

66.249. 65. 132 |l srael 147.237.76.86 [navy.idf.il S Bl ock 15
ww navy. i df . i |/ navy/ navy/ general . aspx
157. 55. 39. 62 Lhited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 15
217.132.52.50 I srael 147. 237.72. 166 |aka. i df . i | tnknown Paranet er _V1 EABTATEENCRYPTED i n None 15
vy aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
m ny- kosher - kravi . i i i
176.13.12.105 |israel 147.237.0. 17 y llegal Paraneter Encoding rnd in . None 15
df.il mny- kosher-kravi .idf .il/aj ax/ creat ecapt chai nage. aspx
109. 67.32.222 |Israel 147.237.72.167|i shuri maka. i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None 15
67.212.175.138 |Wnited Sates |147.237.72. 166 |aka. i df .i | Wnaut hori zed Met hod HEAD for B ock 15

wwv aka. i df.i1/eitan/ pratinipirteykat ava/
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