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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 67. 27 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 13333
176. 13. 23. 58 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2582
66. 249. 67. 20 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCQP handshake viol ation, first packet not syn |drop 707
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 409
71.191.192. 50 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 50
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 42
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 22
79.181. 188. 231 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 21
24.44.104. 30 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 15
209. 44. 148. 203 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 8
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 6
79. 180. 153. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
149. 78. 198. 208 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.178. 104. 44 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
109. 67.42. 11 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
185. 32. 179. 160 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 12. 151. 70 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
104. 14. 54. 172 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 3
46. 19. 86. 201 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp All Nets drop 3
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2
201.81.172. 28 Brazil 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
46. 19. 86. 9 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
176. 13. 23. 58 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
37.26.146. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
37.142.68. 75 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 12.139. 230 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
80. 246. 137. 192 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
134. 147. 203. 115 Ger many 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 2
80. 246. 137. 192 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
134.147. 203. 115 Ger nany 147.237.76. 177 ncore.idf.il Bl ock Wp Al Nets drop 1
68.152. 51. 14 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock_Udp Al _Nets drop 1
2.54.164. 34 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
66. 249. 67. 34 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 1
46. 19. 86. 9 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
109. 65. 108. 86 I srael 147.237.0. 34 tikshuv.idf.il |C1000004: HTTP. options method (M crosoft) B ock 2
62.210. 97. 48 France 147.237.77. 216 dover.idf.il C1000106: HITP. maj estic bot B ock 1
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|Top Attackers In |D|

Target Address Aototue:]ctkre; Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 6
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.69.76 [147.237.77.74 |[nited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
221.7.213.44 |147.237.8.28 |China e.nobi | e-ks. i df.il ET S@N Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
209. 119. 55. 249 |147.237.8.46 |lWnited Sates [e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
209. 119. 55. 249 [147.237.8.28 |Wnited Sates |e.mobile-ks.idf.il|ET SCAN Potential SSH Scan 1
193.107.17. 72 |147.237.0.33 |Seychel les idf.il ET SCAN NVAP -sS w ndow 1024 1
111. 93.198. 54 [147.237.76.201 |India eatal.idf.il ET SCAN NVAP -sS w ndow 2048 1
41.140.253.9  |147.237.77. 170 |Mor occo maarachot.idf.il |ET SCAN NVAP -sS w ndow 4096 1
41.140.253.9 |147.237.77. 170 |Mor occo naarachot.idf.il |ET SCAN NVAP -f -sS 1
209. 119. 55. 249 |147.237.8.50 |Wnited Sates |e.tikshuv.idf.il |ET SCAN Potential SSH Scan 1
209. 119. 55. 249 [147.237.8.45 |Wnited Sates |e.eitan.idf.il ET SCAN Potential SSH Scan 1
111.93.198.54 [147.237.76.201|India eatal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
111.93.198.54 |147.237.76.201 |India eata.idf.il ET SCAN NVAP -f -sS 1
62.219.83.119 [147.237.0.200 |[Israel . i df i ET SCAN NMAP -sS wi ndow 3072 1
41.140.253.9  |147.237.77.170|Mor occo mearachot.idf.il [ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Ret r ansm ssi on

Packet dropped.

66. 249. 78. 166 Lhited Sates |147.237.77.216 |dover.idf.il X . dro| 48
Ret ransni ssi on Packet dr opped. P
Sreamng Engine: TCP Invalid i i ssi
66.249.78. 159 |Wnited Sates |147.237.77.216|dover.idf. il 9 =g nval i d segnent retransmssi on. drop 46
Ret r ansmi ssi on Packet dr opped.
81.218.135. 184 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 46
54.187.55.213 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 44
46. 19. 85. 217 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 42
46.19. 85. 217 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 42
Sreaning Engine: TP Invalid i i Ssi
66.249.78.173 |United Sates |147.237.77. 216 |dover.idf il 9 =g nval i d segnent retransmssi on. drop 38
Ret r ansni ssi on Packet dr opped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 31
201.81.172.28 |Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
46.117.116.54  |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 25
46. 240. 254. 146 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
Sreaning Engine: TP Invalid i i Ssi
46.19.85.151  |israel 147. 237.72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
176.12.160.4  |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segent retransmssion. drop 15
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i Ssi
2.52.42.118 I'srael 147. 237.77. 243 |mobi l e. i o i 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 14
62. 210. 113. 143 |Fance 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 14
73.134.115. 157 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 12
Sreaning Engine: TQP Invalid i i ssi
2.54.165. 144  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 12
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i Ssi
66.249.83.158 |Uited Sates |147.237.77. 216 |dover. i df . 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 12
1.127. 48. 206 Australia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
79.181.117.51 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
31.168.187. 193 |[Israel 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 11
80. 246. 130. 4 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
79.179. 31. 39 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
109. 67. 38. 110 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 9
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
199.203.215.1 |[Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
209. 44. 148. 203 |lhited Sates |[147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 9
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 8
46. 120. 182. 142 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
157.55.39. 217 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 7
Sreamng Engine: TCP Invalid i i ssi
46.19.86.128  |israel 147. 237.77. 243 |nobi l e i f i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TQP Invalid i i ssi
46.19.85.151  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.181. 106. 233 |l srael 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 151 I srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 220 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
109. 200. 30. 154 Ei"";gegom 147. 237. 77. 216 |dover.i df . i | drop Frst packet isn't SIN drop 6
213.57.140. 54 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
79.180.153.87 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
46. 19. 86. 41 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
71.191.192.50 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TP Invalid i i Ssi
2.54.146.206  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segent retransmission. drop 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
2.52.42.118 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 45
54.187.55.213 |Lhited Sates 147.237.77. 216 |dover.i df .i | Ml tiple Uhauthorized URL Access from 54.187.55. 213 B ock 30
66.249.78.128 |[Israel 147. 237. 76. 147 [chi nuch. aka. i df . i ||Suspi ci ous Response Code_Qust om Tenpor ary B ock 30
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx B ock 30
: . . D stributed Unaut hori zed URL Access on
54.187.55.213 |lhited Sates 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 15
: . . D stributed Unaut hori zed URL Access on
96.44.189.100 |thited Sates 147.237.77. 216 |dover . i df . il v i dff i |/ 1133 22638- hel dover . aspx. B ock 15
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 15
. . Uhaut hori zed URL Access to
66.249.78.95  [Israel 147.237.77. 216 [dover. i df . il 147. 237. 77. 216/ 1133- 18858- he/ dover . aspx Bl ock 15
) . . Uhaut hori zed URL Access to
199. 16. 156. 126 |Lhited Sates 147.237.77.216|dover. i df .i | v f i 1/ p storagel i1 es/ 4/ si e220x0/ 17374 | pg B ock 15
. . D stributed Unaut hori zed URL Access on
150.70.97.84  [Japan 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ i | es/ 2/ 70902, pf B ock 15
87.68.255.132 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 15
] . . Paraneter Type Mol ati on PageNumin
68.180.228.112 |lhited Sates 147.237.77. 216 |dover. i df . il v i df i 1/1399- en/ dover . aspx Bl ock 15
. . Uhaut hori zed URL Access to
66.249. 67. 242  |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 15
! . . D stributed Unaut hori zed URL Access on
155.94.171. 212 |lhited Sates 147.237.77. 216 |dover. i df . il v i dff . i |/ 1133- 22638- hel dover . aspx. Bl ock 15
: . . D stributed Unaut hori zed URL Access on
107.178.194.83 [Wnited Sates 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 15
82.80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i/ aj ax/ updat est at us. php |Bl ock 15
. . . Uhaut hori zed URL Access to
208.184.112.74 |thited Sates 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 15
66.249.78.102 |lsrael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 15
. . D stributed Unaut hori zed URL Access on
150.70.97.84  |Japan 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 15
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 71 I srael 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
Li byan Arab . . . s
41.254.8.12 Janahi riya 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wwidf.il/arr/ B ock 15
93.173. 252. 255 |l srael 147.237.72. 166 |aka. i df . i | Wnknown Parareter _V EWSTATEENCRYPTED i n None 15
wan aka. i df . i |/ mai n/ sachar/ nar ki veysachar . aspx
) . .|Unaut hori zed URL Access to
68.180.229.94 |lhited Sates 147.237.0.15  |kosher-kravi.idf.ij o " i df.i1/tenpl at es/ shar ed/ user cont rol s/ header upper/ Bl ock 15
. . Uhaut hori zed URL Access to
66.249. 67. 250 |Israel 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 15
. . . D stributed Unaut hori zed URL Access on
176. 10. 104. 243 |Saitzerl and 147.237.77.216|dover. i df .i | v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 15
. . . D stributed Unaut hori zed URL Access on
107.178.194.83 [Uhited Sates 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 15
) . . Uhaut hori zed URL Access to
54.187.55.213 |lhited Sates 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 15
. . D stributed Unaut hori zed URL Access on
84.177.23.204  [Ger many 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 15
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
217.132.52.50 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ i v Sachar/ request . asp None 15
. . D stributed Unaut hori zed URL Access on
150.70.173.6  [Japan 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 15
. . Uhaut hori zed URL Access to
66.249.67.122 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i o i 1/si . storagel fil es/ 6/ 45026dot | pg B ock 15
46. 19. 86. 128 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Qode B ock 15
. . . . D stributed Unaut hori zed URL Access on
95. 165. 106. 128 |Russi an Federation [147.237.77. 216 |dover. i df .il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 15
. . . Unhaut hori zed URL Access to
68.180. 230. 240 |lhited Sates 147.287.77. 170 |n@ar achot . i df .01 | "0 % df i1/ pdf /111 es/ 2/ 112922, pdf xix xxTxexd Bl ock 15
66. 249. 75. 54 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ 718-he/ pat zar. aspx  |B ock 15
176.103. 48.58 |lkraine 147.237.0.15 |kosher-kravi . i df . i|unaut hori zed URL Access to 147.237.0. 15/ B ock 15
. . . D stributed Unaut hori zed URL Access on
148. 240. 174. 247 [Mexi co 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 20 I srael 147.237.77. 170 |maar achot . i df . i | mar achot i df i 1/ pdf /111 es/ 6/ 112436. pf B ock 15
. . . . Uhaut hori zed URL Access to
84.201.138.16 |Russian Federation [147.237.77. 176 |nat pash. i df . i | v cogat i df i 1/si p storagelfi | es/ 8 4538, pof Bl ock 15
68.180. 228.112 |[Lhited Sates 147.237.77. 216 |dover.i df . i | Ml tiple Unhauthori zed URL Access from 68. 180. 228. 112 B ock 15
. . D stributed Unaut hori zed URL Access on
150.70.173.6  [Japan 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 15
. . Uhaut hori zed URL Access to
66.249.67.134  |Israel 147.237.77. 170 |m@ar achot . idf . i1 |7 o o0 o 20 71656- hel maar achot aspx Bl ock 15
. . D stributed Unaut hori zed URL Access on
46.166. 190. 135 |Net her| ands 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 15
. . . . D stributed Unaut hori zed URL Access on
95. 220. 148. 136 |Russi an Federation [147.237.77. 216 |dover. i df .il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 15
66. 249. 75. 70 I srael 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77.74/ B ock 15
. . . . D stributed Unaut hori zed URL Access on
188.244.39. 126 |Russian Federation [147.237. 77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 15
. . . D stributed Unaut hori zed URL Access on
148. 240. 174. 247 |Mexi co 147.237.77.216|dover. i df .i | v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 15
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
85.10. 210.199  |Ger many 147.237.77. 216 |dover . i df . i | Distributed Lhaut hori zed U Access on B ock 15

waw i df . i |/ 1133- 22461- he/ dover . aspx.
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