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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 67. 20 Lhited Sates 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 6524
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 945
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 448
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 155
66. 249. 74. 98 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn |drop 55
100. 37. 112. 242 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 42
151. 80. 31. 112 Italy 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 17
62. 219. 254, 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3
24.13. 45.210 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
67.42.82.149 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
192. 168. 14. 187 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2

46. 116. 119. 47 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
49.183. 70. 16 Australia 147.237.77. 216 dover.idf.il SYNHood full table drop 2

66. 249. 67. 27 Lhited Sates 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 1
185. 115. 124. 16 147.237.76. 197 e hinush.idf.il |Bock Np Al Net drop 1

66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Count ‘
204.12. 168. 26 Lhited Sates 147.237.72.166 |aka.idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 13
109. 65. 108. 86 I srael 147.237.0. 34 ti kshuv. i df.il{C1000004: HTTP. options nethod (M crosoft) B ock 4

204. 12. 168. 26 Lhited Sates 147.237.72.166 |aka.idf.il 3809: HTTP. SQ Injection Evasion SQ. Comment Ter mi nat or B ock
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|Top Attackers In |D|

Attacker Address At acker

Target Address Count ry

Signature

‘S’te

204.12.168.26 |147.237.72.166|lLhited Sates |aka idf.il S Injection - Select From 16
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 7
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 69. 84 147.237.77.74 |lhited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 20 147.237.77.170|Whited Sates |[mmarachot.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 27 147.237.77.170|Wnited Sates |[mmarachot.idf.il ET SCAN NVAP -sA (2) 2
223.4.244.13 147.237.76.34 |China yohal an. i df . il ET SCAN Potential SSH Scan 1
14.215.130.20 [147.237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
223.4.244.13 147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
218. 200. 188. 213|147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
210.50. 197. 147 |147.237.76.86 |Australia navy. i df .il ET SCAN NMAP -sS wi ndow 3072 1
210.50. 197. 147 [147.237.76.86 |Australia navy. i df .il ET SCAN NVAP -f -sS 1
201. 158. 203. 53 |147.237.76. 177 [Mexi co ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
119, 146. 130. 25 |147. 237 76. 30 |chi na himsh i df i | ET SI:AN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
223.4.244.13 147. 237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
223.4.244.13 147.237.0.35 |China akaws. i df .i | ET SCAN Potential SSH Scan 1
218. 200. 188. 213|147. 237. 76. 30 |Chi na hi nush. i df . i | ET SCAN Potential SSH Scan 1
218. 200. 188. 213[147.237.0.17 |thina mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
210.50. 197. 147 |[147.237.76.86 |Australia navy.idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address ‘ Ste

‘Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

66. 249. 78. 173 Lhited Sates |147.237.77.216 |dover.idf.il . . droj 70
Ret r ansni ssi on Packet dr opped. P

46. 19. 86. 80 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 61

149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 50

37.142.209. 189 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 41

100. 37.112. 242 |hited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 40
Sreanming Engine: TCP Invalid i i ssi

66.249.78.166 |Lnited Sates |147.237.77. 216 |dover.idf. il g =g nvalid segnent retransnssion. drop 36
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi

66.249.78.159 |lnited Sates |147.237.77. 216 |dover.idf il 9 =9 Inval i d segnent retransmssion. drop 34
Ret r ansmi ssi on Packet dr opped.

47.20.25.21 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 33

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 30

67.42.82.149 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 27

176.13.15. 134  |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 26

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 25

97.125.190. 115 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 24

54.187.55.213 |lhited States [147.237.77.216dover.idf.il |drop First packet isn't SYN drop 16

49. 183. 70. 16 Australia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13

109. 66. 119.46 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i Ssi

66.249. 64.250 |Uited Sates |147.237.77. 234 |hal ag.idf i | 9 =9 Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.

66.249.78.173 |Wited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 11
Sreaning Engine: TGP Invalid i i ssi

2.54. 25, 143 I'srael 147. 237.77. 243 |nbi l e i f . i | 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8

50.87.144.145 |lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 8

212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8

52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 8

201.52.177.87 |Bazil 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7

151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
Sreamng Engine: TCP Invalid i i Ssi

185. 120. 126. 32 147. 237, 77. 243 |robi 1 e, i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

66.249.67.65 |lhited Sates |147.237.77.216|dover.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi

66.249.67.59  |Wnited Sates |147.237.77.216 |dover.idf. il g =g nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.

66. 87. 78. 58 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop

109. 65. 108.86 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop drop
Sreaning Engine: TGP Invalid i i ssi

66.249.65. 125 |Lnited Sates |147.237.76. 200 [ei tan. aka i of . i 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.

207.46. 13. 32 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop

79.180.194.50 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi

66.249.64.133 |Wnited Sates |147.237.77.234|halag.idf. il g =g nvalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dr opped.

87.68. 65. 46 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
Sreaming Engine: TCP Invalid i i ssi

66.249. 64.139 |lnited Sates |147.237.77.234|halag.idf. il 9 =9 Invalid segrent retransmssion. drop 4
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i si

131, 253.25. 141 |Wited Sates |147.237.76. 200 |ei tan. aka i df . i 9 =9 Inval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.

54.244.22.103 |Lhited States [147.237.77.176 |natpash.idf.il [dr op First packet isn't SYN drop

46. 210. 242. 82 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or

46. 19. 86. 29 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi

77.125.137. 118 |Israel 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segrent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.

66. 249. 67. 65 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop

84.228.97.56 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop

213.57.131. 247 | srael 147.237.72. 166 |akaidf.il  [Bad TCP sequence SINAK retransmt with different oo |2

wi ndow scal e
70.196.73.165 |Lhited States |[147.237.77.216|dover.icdf.il [Bad TCP sequence Invalid ACK nunber noni t or
66.249.78.166 |Wiited Sates |(147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 2
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Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
’ . . Uhaut hori zed URL Access to
72.9.148.10  |Wnited States [147.237.76.86 [navy.idf.il Vv navy. i df i |/ 994- 8613- he/ navy. aspx. aspx B ock 30
. . D stributed Uhauthori zed URL Access on
66.249.67.71 |lIsrael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
68. 180. 228. 112 |Lhited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ation PageNumin v idf.il/1395-en/ dover.aspx |B ock 15
66.249.67.38 |lIsrael 147. 237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to wa chi nuch. aka. i df.il/404. htm Bl ock 15
) . . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct | 55 in
182.69.48.166 |India 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / paysl i ps. aspx None 15
66.249. 67. 234 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Unauthori zed URL Access on 147.237. 72. 166/ B ock 15
2.54. 25,143 I srael 147.237.77.243|nobi [ e.i df . i | Suspi ci ous Response Code Bl ock 15
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il Par anet er Type Mol ati on PageNumin waw i df . il/1397-en/ dover. aspx [Bl ock 15
. . Unaut hori zed URL Access to
66.249.67.59 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ rai n/ smal i nd showbi g. aspx B ock 15
185. 120. 126. 32 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 15
66.249.78.54 |l srael 147.237.0.15 |kosher-kravi.idf.i| |Wuthorized LR Access to B ock 15
kosher-kravi .idf.il/tenpl ates/|inks/links. aspx
: . . Unaut hori zed URL Access to
52.91.173.216 |Uited Sates [147.237.77.216|dover.idf.i | v i dff i 1/ newsi t ef engl i sh/ docunent s. asp B ock 15
68. 180. 228. 112 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/newsite/ hebrew 120203 B ock 15
66.249.67.59 |[lIsrael 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock 15
] - . Paraneter Type Mol ation utmsource in
199. 16. 156. 124 [Wited Sates |147.237.77. 216 (dover.idf . il v i dff i 1/ 1133- 20998- he/ dover . aspx Bl ock 15
.o ; Unaut hori zed URL Access to
66.249.78.222 |l srael 147.237.0.15  |kosher-kravi.idf.il ww kosher - kravi . i df . il/tenpl at es/ honepage/ honepage. aspx Bl ock 15
66.249. 65. 112 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 15
. . Uhaut hori zed URL Access to
66.249.67.65 |[lsrael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 15
207.46.13.184 |lhited Sates [147.237.77.176 |nat pash. i df . il Uhaut hori zed URL Access to 147.237.77. 176/ robot s. txt Bl ock 15
Uhaut hori zed URL Access to
66.249. 78. 228 |l srael 147.237.0.15 |kosher-kravi.idf.il| |ww kosher-kravi.idf.il/tenpl ates/shared/ usercontrol s/ navmenu/ unde [Bl ock 15
fined
66. 249. 65. 115 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1258- he/ r ef uah. aspx Bl ock 15
ny- kosher - kravi . i df [unauthorized URL Access to
87.69.137. 150 |Israel 147.237.0.16 il wan ny- kosher - kravi . i df.i1/1746-he/ | i festyl e. aspx Bl ock 5
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