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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 7201
66. 249. 67. 34 Lhited Sates 147.237.77. 170 naar achot . i df .i | TCP handshake vi ol ation, first packet not syn|drop 2780
66. 249. 78. 166 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2769
66. 222. 180. 65 Canada 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1837
66. 249. 65. 26 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 1620
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1490
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 705
66. 2. 62. 178 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 674
66. 249. 67. 20 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake vi ol ation, first packet not syn|drop 641
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 444
66. 249. 75. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 408
66. 249. 67. 53 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 311
66. 249. 75. 106 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn|drop 237
66. 249. 78. 159 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 229
66. 249. 75. 60 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 86
85. 65. 94. 7 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
5.9. 156. 150 Ger many 147.237.77. 216 dover.idf.il SYNHood full table drop 24
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 7

66. 249. 75. 2 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn|drop 6

66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 5

62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il B ock Udp Al Nets drop 3
62.219. 254. 22 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
176.13. 3. 219 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry [Ste

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
66.249. 65. 37  [147.237.76.42 [Wited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
5.160.187.97  |147.237.77.212 'F;ﬁ'bl:iliﬁ'c e.dover.idf.il [ET SCAN NMVAP -sS wi ndow 4096 1
185.33.8.129 |147.237.8.45 |Austria eeitanidf.il ET SCAN NMAP -sS wi ndow 3072 1
180, 174. 214. 26 |147. 237 76.34 |cni na yohal an.idf i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
112, 243, 34. 204 |147. 237. 76. 147 |chi na chi nuch. aka i df i | ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.151.52. 8 147. 237. 77. 235 |krai ne sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.140.253.9 |147.237.76.44 [Morocco erefuah.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
185.33.8.129 |147.237.8.45 |Austria eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 57. 5. 20 147. 237. 72. 167 |Net her | ands ishurimaka.idf.il|ET SCAN NVAP -sS w ndow 1024 1
41.140.253.9 |147.237.76.44 [Morocco erefuah.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
41.140.253.9 |147.237.76.44 |Morocco erefuah.idf.il |ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
209.191.246.3 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 58
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 55
66.249.78. 166 |United Sares |147. 237, 77. 216 |dover. it 1 || SAM NG Engine: TP Invalid Invalid segnent retransmssion.

Ret r ansni ssi on Packet dropped. drop 42
66.249.78.159 |Uited Sates |147.237. 7. 216 |dover.iar.i1 || @M NG Engine: TG Invalid - imvalid segnent retransnissi on

Ret r ansni ssi on Packet dr opped. drop 40
66.249.78.173 |United Sates |147. 237,77, 216 |dover. it 1 | SAM NG Engine: TP Invalid Invalid segnent retransmssion.

Ret r ansni ssi on Packet dr opped. drop 3
66.222.180.65 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 35
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 28
50. 43. 50. 144 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 22
79.182.219.61 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 21
66.249.67.53  |United Sates |147. 237,77, 216 |dover. it i1 || SAM NG Engine: TP Invalid Invalid segnent retransmssion.

Ret r ansni ssi on Packet dr opped. drop 14
66.249. 64. 133 |Wnited Sates |147.237.77.234|halag.idf.il Streaning Engi ne: TCP Invalid Invalid segnent retransmssion.

Ret r ansni ssi on Packet dr opped. drop 12
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 11
76.78.229.211 |lhited States [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 11
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
162.236.89. 141 |[lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 9
50.87.144.145 |lhited States [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 8
85.65.94.7 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
24.214.201. 114 |thited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 6
100. 2. 35. 170 Lhited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 6
2.52.35.78 I srael 147. 237, 72. 166 |aka i of.11 |27 €@M NG Engine: TCP Invalid Invalid segnent retransnission.

Ret r ansni ssi on Packet dr opped. drop 6
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 6
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
66.249.78.166 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
101. 226. 33. 205 |Chi na 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
151.80.31.112 (italy 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5
5.9.156. 150 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5
156. 184. 80. 31 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
108. 228. 145. 198|thited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 4
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
68.180.228.112 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 4
66.249.64.130 |Uited Sates |147.237.77. 234 el ag.icr. i1 | " €@M NG Engine: TCP Invalid Invalid segnent retransmssion d

Ret r ansm ssi on Packet dropped. rop 4
66.249. 64.250 |Wnited Sates |147.237.77.234|halag.idf. il Streaning Engi ne: TCP Invalid Invalid segnent retransmssion.

Ret r ansm ssi on Packet dropped. drop 4
66.249.67.65  |uited Sates |147.237.77. 216 |dover.iar.i1 | €3 NG Engine: TP Invalid - invalid segnent retransnissi on

Ret r ansm ssi on Packet dropped. drop 4
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3
46.19.85.238  |israel 147.237.72. 166 |akaicr. i1 | SaMNg Engine: TP Invalid Invalid segnent retransmssion.

Ret r ansni ssi on Packet dr opped. drop 3
66.240.67.34  |Uited Sates [147. 237, 77. 243 |noti 1eior. i1 |2 €@M NG Engine: TCP Invalid Invalid segnent retransnissi on.

Ret r ansni ssi on Packet dr opped. drop 3
66. 249. 67. 6 Uited Sates |147.237. 72, 166 |aka ior. i1 | 2M NG Engi ne: TCP Invalid Invalid segnent retransmssion.

Ret r ansni ssi on Packet dr opped. drop 2
50. 116. 30. 23 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop
80. 246. 133. 21 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
199.30.24.234 |uited Sates |147.237. 7. 216 |dover.iar. i1 || S NG Engine: TP Invalid - invalid segnent retransnission

Ret r ansm ssi on Packet dropped. drop 2
207.46.13.60  |hited Sates [147.237. 76. 200 |ei tan aka i of. || S2M NG Engine: TCP Inval id Invalid segnent retransmssion

Ret r ansm ssi on Packet dropped. drop 2
197.39.183.77 |Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2
88.198. 25.217  |Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2
66.249.78.166 |Lhited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 2
104. 131. 200. 249|thited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 2
8.37.71.78 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 2
198.58.102. 158 [lhited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 2
176.13.3.219 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2
66. 2. 62. 178 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 2
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|Top Attackers In V\AF|
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Country Action
: . . Uhaut hori zed URL Access to
72.9.148.10  |United States |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 30
40.143.1.4 Lhited Sates [147.237.77.216|dover.idf.il Post Request - Mssing Content Type B ock 16
40.77.167.104 |United Sates |147.237.76. 147 |chi nuch. aka. i df . i | Distributed Lhauthori zed LR. Access on B ock 15
vy chi nuch. aka. i df.il/404. htm
149. 78. 197. 160 || srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 15
. . Uhaut hori zed URL Access to
66.249.67.59 |lIsrael 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ edi  yonan/ enl ar ge. asp B ock 15
24.214.201. 114 |Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed UR. Access to www i df.il/894-en/idf gdover. aspx B ock 15
-kosher-kravi.idf.i i
207.46.13.177 |Wited Sates |147.237.0.16 |7V Uhaut hori zed LRL Access to . . B ock 15
| ww ny- kosher-kravi .idf.il/tenpl ates/| ogi n/| ogi n. aspx
74.82.47.3 Lhited Sates |147.237.76.39 |nobile.neitav.idf.il [Unauthorized URL Access to 147.237.76. 39/ B ock 15
149. 78. 197. 160 || srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. i df.il/aj ax/updatestatus. php  |B ock 15
. . D stributed Whaut hori zed URL Access on
66. 249. 67. 242 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
38.81.65. 42 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to 147.237. 77. 216/ B ock 15
74.82.47. 4 Lhited Sates |147.237.72.166|aka.idf .il Uhaut hori zed URL Access to 147.237.72. 166/ B ock 15
49.148. 164. 106 |Pilippines [147.237.77.216|dover.idf . il SSL Untraceabl e Connection - Cpen Mde None 15
. . Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.idf . il i df i 1/ engl i shi kkkkkkk=748f 35d0kkkkkkk 748f 3540 B ock 15
66.249.69.89 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ B ock 15
40.77.167.74 |uwited Sates |147.237.76. 147 |chi nuch. aka. i df . il Distributed Lhauthori zed LR Access on Bl ock 15
wawv chi nuch. aka. i df.il/404. htm
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85. 64. 154. 243 |l srael 147.237.72. 166 |aka. i df . i | vw aka i df . i |/ nai n/ sachar / decl ar at | onof enpl oyent . aspx None 15
66. 249. 67.6 | srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 15
) . . Uhaut hori zed URL Access to
199. 16. 156. 124 |Lhited Sates |147.237.77.216|dover.idf.il vowei i1/ p storagelfi1 es/ 9/ si e220x0/ 17329 | pg B ock 15
68.180.228. 112 |Lhited Sates [147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin v i df . i|/1283-en/ dover. aspx B ock 15
) . . . D stributed Uhaut hori zed URL Access on
40.77.167.80 |uited Sates |147.237.76.147|chi nuch. aka.idf.il e chi nuch. aka, i df i | /404, htm B ock 15
m ny- kosher - kravi . i d _ ,
85.65.94.7 I srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encodi ng from85. 65.94.7 None 15
66. 249 67. 6 | srael 147.237.72. 166 |aka. i df . i | Lhaut horl.zed LRL Access to www aka.idf.il/mluinite B ock 15
enpl at es/ i nner. asp
. . . Uhaut hori zed URL Access to
199. 16. 156. 126 |Lhited Sates |147.237.77.216|dover.idf .il vowe i i1/ p storagel i1 es/ Of si e220x0/ 14570. | pg B ock 15
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