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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target
Address

Signature

Attacker Country ‘

syn

66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il ;?; handshake violation, first packet not |, ., 25179
66. 249. 67. 27 Lhited Sates 147.237.77.170  |naarachot.idf.il 1;]; handshake violation, first packet mot |, . 16542
80. 130. 29. 187 Ger many 147.237.77.216  |dover.idf.il ;?; handshake viol ation, first packet not f, 16529
66. 249. 67. 122 Lhited Sates 147.237.72.166  |aka.idf.il 1;]; handshake violation, first packet mot |, . 13444
52.32. 65. 7 Lhited Sates 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet not |, ., 12247
66. 249. 67. 20 Uited Qates 147.237.77.170  |mmarachot.idf. il 1;]; handshake viol ation, first packet not f, 8805
66. 249. 78. 166 Lhited Sates 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet not |, ., 7749
92.238. 125. 81 Uhited Ki ngdom 147.237.77.216  |dover.idf.il 1;]; handshake violation, first packet mot |, . 7531
178.38. 77. 193 Sitzer| and 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet not |, ., 5795
66. 249. 69. 92 Lited Sates 147.237.77. 74 lawidf.il I;]; handshake viol ation, first packet not f, 5228
41. 200. 203. 154 Ageria 147.237.77.216  |dover.idf.il ;?; handshake viol ation, first packet not f, 4617
66. 249. 67. 34 Lhited Sates 147.237.77.170  |mearachot.idf.il 1;]; handshake viol ation, first packet not . 3921
185. 88. 24. 70 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet not |, ., 3804
66. 249. 78. 54 Lited Sates 147.237.0.15 kosher-kravi .idf i I;]; handshake viol ation, first packet not . 3463
66. 249, 81. 212 Lhited Sates 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet not |, ., 3214
105. 109. 107. 115 Ageria 147.237.77.216  |dover.idf.il 1;]; handshake viol ation, first packet not . 3157
66. 249. 78. 173 Lhited Sates 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet not |, ., 2997
185. 88. 25. 220 147.237.77.216  |dover.idf.il 1;]; handshake violation, first packet mot | . 2762
66. 249. 65. 26 Lhited Sates 147.237.77.226  |wmw chanat z. aka. i df .| ;?; handshake violation, first packet not |, 2681
37.26. 148, 187 I'srael 147.237.77.216  |dover.idf.il I;]; handshake violation, first packet mot |, . 2655
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il ;?; handshake violation, first packet not |, ., 2494
66. 249. 75. 106 Uited Qates 147.237.77.233  |atal.idf.il I;]; handshake viol ation, first packet not f, 2339
66. 249, 78. 159 Lhited Sates 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet not |, ., 2045
123. 125. 71. 42 Chi na 147.237.77.176  |natpash.idf.il 1;]; handshake violation, first packet mot |, . 1670
185. 88. 24. 121 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet not |, ., 1271
185. 88. 24. 117 147.237.77.216  |dover.idf.il 1;]; handshake violation, first packet mot |, 1091
185. 88. 25. 137 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet not |, ., 1026
54.72.0.55 Irel and 147.237.77.216  |dover.idf.il 1;]; handshake violation, first packet mot |, 327
149. 255. 208. 15 Iraq 147.237.77.216  |dover.idf.il ;?; handshake viol ation, first packet not f, 225
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 172
79.178. 23. 202 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 165
176. 228. 166. 7 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 61
220. 181. 108. 119 hi na 147, 237.76. 86 navy. i df . ;?; handshake viol ation, first packet not f, 52
79.183. 3. 195 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 48
109. 110. 113. 239 Lebanon 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |, 48

89. 138. 227. 255 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 27

41. 200. 203. 154 Ageria 147.237.77. 216 dover.idf.il DOS- HTTP-fi ref | ood dest - r eset 27
79.183. 36. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 27
173.84.92. 52 hited Sates 147.237.77.216 _ |dover.idf.il SYNFood full table drop 24
79.176. 168. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 23
79.177. 35. 97 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 21

89. 108. 144. 114 Lebanon 147.237.77. 216 dover.idf.il SYNHood full table drop 21
212. 14. 228,122 &aﬁi';‘;ﬁ” Territory, 147.237.77.216  |dover.idf.il SN Hood full table drop 20
2.54.15. 141 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 19

66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il ;?; handshake violation, first packet not |, ., 16
54. 244, 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 15
5.29.234. 23 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 12
79.178. 23. 202 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11

46. 116. 177. 30 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10

66. 249, 67. 6 Wited Qates 147.237.72.166  |akaidf.il TQP handshake viol ation, first packet not |, 10
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|Top Attackers In ID|

Attacker Address
41.33.231. 90
195. 34. 150. 18

|1%uget Addr ess
147.237.77. 216

147.237.77. 216

Attacker Qountry
Egypt

Austria

dover.idf.il

|Signature

Tehila - Perl LW with fake user agent

dover.idf.il

Tehila - Perl LW with fake user agent
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature
41.200. 203. 154 |Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12264
212.76.113.116 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2064
37.26.147.134 |israel 147, 237.76. 200 e tan. aka i of || 21 NG Engine: TCP Invalid nvalid segnent retransnssion. drop 750
Ret r ansni ssi on Packet dr opped.
45.216.76.242  |Uruguay 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 561
46. 240. 98. 233  |Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 213
109. 110. 113. 239|Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 197
80. 230. 37. 207 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 127
52.32.65.7 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 120
80. 130. 29. 187  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 100
205.203.135.1 |Wited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 98
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 74
94. 230. 86. 236 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 66
105. 188. 234. 168|Mor occo 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 63
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 60
2.54.163. 218 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 58
31.210.181. 171 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 54
54.244.22.103 |Lhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 47
46.120.229.31 |israel 147.237.77. 234 |nal ag.iof .11 |Bad TCP sequence Vs\?':dﬁrsa:jit wth different moni tor |45
174.95.94. 184 |Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 43
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 41
149. 255. 208. 15 [lrag 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 34
95. 86. 79. 15 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 33
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 32
52.16.5.197 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 30
81.178.198. 161 zi;g’gom 147.237.77. 216 |dover.idf.il |drop First packet ism't SYN drop 28
72.9.148. 10 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 27
185. 88. 24. 61 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 27
109. 200. 30. 154 LKTi;;éjom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 27
70. 215. 15. 37 Lhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SN drop 27
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 26
108.59.253.71 |[Uhited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 25
176. 228. 166. 7 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 23
176.13. 4. 133 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 23
79.177.35.97 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
79.183.36. 73 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
54.224.21.23 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 21
176. 13. 3. 232 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
149. 78. 251. 241 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
46.117. 214. 253 i srael 147, 237 76. 200 |eitan. aka i of .| €2 NG Engine: TCP Invalid Inval i d segnent retransnission. drop 20
Ret ransmi ssi on Packet dr opped.
185. 88. 24. 87 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 20
109. 66. 132. 202 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
185. 88. 24. 62 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
185. 88. 25. 137 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18
2.54.158. 36 I srael 147, 237.77. 243 ot e i o1 |2 €AM NG Engine: TP Invalid Inval i d segnent retransnission. drop 18
Ret r ansni ssi on Packet dr opped.
79.183. 3. 195 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18
185. 88. 24. 121 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
178. 63. 165. 187 |Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 18
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
88. 231. 199. 243 |Turkey 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 16
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry ‘Target Address |Site Sgnature Acti on ‘Oount
212.71.238. 108 |Uni t ed Ki ngdom|147.237.72. 156 |aman. i df.il Mil tipl e Waut hori zed URL Access from 212. 71. 238. 108 B ock 18035
46.117. 214. 253 |l srael 147.237.76. 200 |ei tan. aka. i df . i | Too My of the Sane Response Cbde (404) in Session from B ock 1046
46. 117. 214. 253
5.29.214.197 |Israel 147.237.77.243|nobi | e.i df . i | Mil tiple Unauthorized URL Access from5. 29, 214. 197 B ock 45
46.118. 155. 216 |Lkrai ne 147.237.77.216|dover . i df . i | Mil tipl e Lhaut hori zed URL Access from 46. 118. 155. 216 B ock 45
176.12.145.9 |[Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 45
46.19.85.107 |[Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response Qode B ock 45
176. 228. 166. 20 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 45
66.249.78.173 |Israel 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code B ock 30
. . Unaut hori zed URL Access to
46.120.229. 31 |Israel 147.237.77.234|hal ag. i df . il vw | ogi sti cs. atal .i df i |/tenpl at es/ shar ed/ user cont rol s/t aj ector/ B ock 30
89. 139. 186. 224 || srael 147.237.72. 156 |anan. i df . i | Mil ti pl e Unaut hori zed URL Access from 89. 139. 186. 224 B ock 30
46.19.85.239 |lIsrael 147.237.77.243|nobi | e. i df . i | Dstributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index|B ock 30
. . . Unaut hori zed URL Access to
5.29.214.197 |[Israel 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 Bl ock 30
89. 139. 186. 224 I srael 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to waw anan. i df.il/modiin/admn. aspx |Bl ock 30
88. 231. 199. 243 [Tur key 147.237. 77. 216 |dover . i df . i | Farameter Type Mol ati on Searchfext in Bock |30
waw i df . i | /1065- en/ dover . aspx
46.116.177.30 |[Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 30
- . Paraneter Read Qily Molation in
37.60.43.5 I srael 147.237.72.166 |aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ m yun/ ni yunpr ocessquest i onnai r e. aspx None 30
) . . Unhaut hori zed URL Access to
72.9.148.10  |lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
176.13.21. 225 |[Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 30
212.71.238. 108 |Uni t ed Ki ngdom|147.237.72. 156 |aman. i df.il D stributed Admn B ocking B ock 30
89. 139. 186. 224 || srael 147.237.72. 156 |anan. i df . i | Mil tipl e Admin Bl ocking from 89.139. 186. 224 B ock 30
85. 250. 230. 212 |I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in LR from85.250.230. 212 |B ock 30
157.55.39.106 |lLhited Sates |147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
66. 249. 67. 122 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
Russi an m ny- kosher - kr avi . i d|uhaut hori zed URL Access to
79.137.225. 218 Federation 147.237.0.17 flil 147.237.0. 17/ a2bi | | i ng/ cust oner /i ri di umt hr eed. php B ock 15
. . Unhaut hori zed URL Access to
66.249.78.34 |Israel 147.237.76.31 |nakchal .idf.il 147. 237, 76. 31/ 1117- 7666- he/ nakhal . aspx Bl ock 15
192. 99. 39. 235 |Canada 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code B ock 15
66. 249. 67.6 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 66. 249. 67. 6 B ock 15
109. 64. 134. 38 |l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 15
87.68.156. 229 |Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 15
212.71.238. 108 |Uni t ed Ki ngdom|147.237.72. 156 |aman. i df.il Suspi ci ous Response Code B ock 15
66.249.78.173 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed LR Access to wawidf.il/oref/ B ock 15
- . Unaut hori zed URL Access to
66.249. 67. 122 |l srael 147.237.72.166 |aka. i df . i | vow aka. i df i 1/sip storagel fil es/ 5 61415dot | pg B ock 15
54.245.64.111 |lhited Sates  |147.237.77.176 |nat pash. i df . il Mil tipl e Uhauthorized URL Access from 54.245. 64. 111 B ock 15
46. 116. 120. 199 I srael 147.237.72.166 |aka. i df . i | Unknown Paranet er ct| 00Sct| 00$cphii nScphSachar $ctl 17 in None 15
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
79.177.35.97  |Israel 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 15
66.249.78.95 |lIsrael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ webresource. axd  |B ock 15
207.46.13.57 |Whited Sates [147.237.72.166|aka.idf.il Distributed Suspicious Response Code_Qust om Tenpor ary B ock 15
149.78.40.27 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 15
66.249.67.13 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
46.118. 155. 216 |krai ne 147.237.77. 216 |dover.idf . il PHP At t enpt B ock 15
. . Unaut hori zed URL Access to
31.154.92.95 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 15
66.249.78.194 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to nakhal .idf.il/page. asp B ock 15
176.13.4.180 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Gode_Qust om Tenpor ary B ock 15
Unhaut hori zed URL Access to
66. 249. 67. 242 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai n/ har edi i r esour ces/ scri pt s/ gener al f uncti ons |Bl ock 15
.js
. - Unaut hori zed URL Access to
66.249.65. 112 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ shar edi c i ent scri pts/ Ui /i 18/ j query-ui -i 18n. | s B ock 15
109. 64. 11. 231 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 15
. . Unhaut hori zed URL Access to
79.182.12.204 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 1518- he r ef uah. aspx Bl ock 15
. - Unaut hori zed URL Access to
66.249. 78. 102 |l srael 147.237.77.216|dover. i df . il 147, 237.77. 216/ 1133- 18189- he/ dover . aspx B ock 15
212.71.238. 108 |Uni ted Ki ngdom|147.237.72. 156 |anan. i df . i | /warez/ access B ock 15
149. 88. 155. 30 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
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