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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
2.52.27.150 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2648
0.0.0.0 147.237.77.216 dover.idf.il[SINHood full table dr op 673
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 224
220.181. 108. 107 Chi na 147.237. 76. 86 navy.idf.il |TQP handshake violation, first packet not syn drop 164
41. 233. 163. 50 Egypt 147.237.77.216 dover. i df.il|\Véb- et c/ passwd- D r - Tr aver sal dest - r eset 87
79.181. 98. 122 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 73
5.22.130. 79 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 46
84.110. 33. 194 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 30
5.22.129. 200 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 30
80. 246. 136. 49 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 25
79.181. 183. 188 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 25
84.109. 176. 82 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 24
109. 186. 59. 14 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 22
84.108. 215. 64 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 18
109. 66. 191. 70 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 17
46. 19. 85. 225 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 10
212.179. 225.218 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 10
79. 181. 96. 242 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 10
46. 19. 85. 225 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 9
15. 203. 233. 76 Lhited Sates 147.237.77.216 dover.idf.il|[SINHood full table dr op 8
77.127.53. 247 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 8
87.69. 160. 97 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 8
89. 138. 227. 255 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 8
46. 121. 150. 97 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 8
79.176. 8. 80 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 7
94. 230. 86. 135 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 7
79.182.222.104 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 7
37.26. 147. 223 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
46.210. 142. 176 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 6
84.228. 215. 141 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
37.26.147. 130 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
5.22.129. 136 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 6
5. 29. 88. 158 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
31.168. 13. 78 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 6
2.54.151. 226 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 5
46.19. 86. 114 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
66. 102. 8. 242 Lhited Sates 147.237.77. 216 dover.idf.il|SYNHood full table drop 5
84.109. 165. 231 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie drop 5
5.22.129. 247 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
46. 19. 86. 236 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 5
79.177.202. 96 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 5
31.44.138. 115 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
79.182.189. 167 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 5
87.69. 106. 254 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 5
66.102. 8. 237 Lhited Sates 147.237.77. 216 dover.idf.il|SINHood full table drop 5
149. 78. 6. 59 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
87.69. 149. 180 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
37.142.64.2 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
46.19. 85. 221 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 4
46. 120. 219. 230 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature Devi ce Action |Oount |
84.228. 45. 196 I srael 147.237.76. 31 nakchal .idf.il [C1000004: HTTP. options method (M crosoft) B ock 2
41. 233.163. 50 Egypt 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
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|Top Attackers In |D|

At acker

‘ Target Address

Gountry

‘Ste

‘Signature

41.233.163.50 |[147.237.77.216 |Egypt dover.idf.i|SQL Injection - Select From 197
41.233.163.50 |147.237.77. 216 [Egypt dover.idf.i|ET WEB_SERVER Possible SQL Injection Attenpt SEHECT FRCM 173
. |C5WNDOMS M crosoft Forefront UAG javascript handler in LR XSS
41.233.163.50 |147.237.77.216 |Egypt dover.idf.i 127
at t enpt
41.233.163.50 |147.237.77. 216 [Egypt dover.idf.i|SQL 1 =1 - possible sgl injection attenpt 123
41.233.163.50 |[147.237.77.216 |Egypt dover.idf.i|GPL WEB_SERVER / et c/ passwd 106
41.233.163.50 |[147.237.77.216 |Egypt dover.idf.i|ET VB SERVER Script tag in UR, Possible Qoss Ste Scripting Attenpt 94
41.233.163.50 |147.237.77. 216 [Egypt dover.idf.i|ET WEB SERVER /bin/sh In UR Possi bl e Shell Comrand Execution Attenpt (94
41.233.163.50 |147.237.77.216 |Egypt dover.idf.i|PQLI CY-OTHER script tag in UR - likely cross-site scripting attenpt 94
41.233.163.50 |147.237.77. 216 [Egypt dover.idf.i|SQL url ending in cooment characters - possible sgl injection attenpt 94
41.233.163.50 |[147.237.77. 216 |Egypt dover.idf.i|ET WEB SERVER cnd. exe I|n UR - Possi bl e Conmand Execution Attenpt 94
. |ET B SERVER /systen82/ in Wi - Possible Protected Drectory Access
41.233.163.50 |147.237.77.216 |Egypt dover.idf.i 94
At t enpt

41.233.163.50 |[147.237.77.216 |Egypt dover. i df.i|SERVER WEBAPP / et c/ passwd fil e access attenpt 94
41.233.163.50 |[147.237.77.216 |Egypt dover.idf.i|SERVER | | S cndl. exe access 94
41.233.163.50 |147.237.77.216 |Egypt dover.idf.i|SQL union select - possible sgl injection attenpt - CGET par anet er 84
41.233.163.50 |147.237.77.216 |Egypt dover.idf.i|ET WEB SERVER Possi ble SQL I njection Attenpt UN ON SELECT 84
41.233.163.50 |147.237.77. 216 |Egypt dover.idf.i|ET WWEB SERVER Possi ble M/SQL SQi Attenpt Infornation Schema Access |79
41.233.163.50 [147.237.77.216 |Egypt dover.idf.i|ET VB SEFRVER Qmouseover=in UR - Likely Qross Ste Scripting Attenpt |62
41.233.163.50 |147.237.77.216 |Egypt dover.idf.i|SERVER- WEBAPP TRACE at t enpt 52
41.233.163.50 |[147.237.77.216 |Egypt dover.idf.i|GPL WEB SERVER . ht access access 32
41.233.163.50 |[147.237.77.216 |Egypt dover.idf.i|SERVER- WEBAPP . ht access access 32
41.233.163.50 |147.237.77. 216 [Egypt dover.idf.i|SQL uni on sel ect - possible sgl injection attenpt - PCST paranet er 4
41.233.163.50 |147.237.77. 216 |Egypt dover.idf.i|SQL I njection - Lhion Sel ect (PCBT) 4
41.233.163.50 [147.237.77.216 |Egypt dover.idf.i|SQL I njection - Sel ect From (PCBT) 4
41.233.163.50 |147.237.77.216 |Egypt dover.idf.i|SQL I njection - Lhion (PCBT) 4
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.i|Tehila - Perl LWP with fake user agent 4
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.i|Tehila - Perl LWP with fake user agent 3
41.233.163.50 |147.237.77.216 |Egypt dover.idf.i|SQL I njection - Paranoi d 1
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|Top Attackers In FW |

At acker

Count ry ‘Target Addr ess ‘Ste ‘Signature
41. 200. 203. 154 |A geria 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 14922
41.233.163.50 |Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 761
54.187.55.213 |[lLhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 148
212.16. 152. 211 |Hungary 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 143
79.177.220.1 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 115
146. 50. 79. 106 |Net her| ands 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 105
46. 120. 219. 230 |l srael 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 82
66. 87. 80. 211 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 77
46. 19. 85. 112 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 72
79.178.18.119 |[Israel 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 60
149.78.154. 69 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 58
46.153. 176. 163 |Saudi Arabia 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 55
79.179. 210. 203 |l srael 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 53
82.166.22. 77 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 52
94. 230. 86. 135 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 51
176. 13. 5. 105 | srael 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 50
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 47
176. 13. 10. 25 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 47
46.19. 86. 133 | srael 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 45
64.233.172.171 |Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 44
79.181. 183. 188 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 41
190. 21. 108. 244 |Ghil e 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 40
141. 0. 14. 210 Eur ope 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 40
46. 19. 85. 225 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 39
79.177.8.151 | srael 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 38
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 38
176. 13. 3. 204 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 37
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 36
79.181.168.62 |[lsrael 147.237.77. 216 |dover.i df .i|dr op First packet isn't SN drop 35
64.233.172. 163 [Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 34
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 34
149. 78. 241. 169 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 31
66.102.8.243 |Uited Sates  |147. 237, 77. 216 |dover. i o i [ | €A NG Engi ne: TCP Inval id nvalid segnent retransmssion. drop 30
Ret r ansni ssi on Packet dr opped.
66. 249. 81. 215 gj::lnion 147. 237. 77. 216 |dover . i df . | ;{ ?2?;;? s?igclr?e: T Invalid Lg‘éakjeitd dsrec?gsgg_ retransmssi on. drop 30
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 29
85. 130. 231. 248 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 29
5.29.203.75 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 28
66.249.81.218 |Uited Sates  |147. 237, 77. 216 |dover. i o i [ | S NG Engi ne: TCP Inval id Invalid segnent retransmssion. drop 28
Ret r ansni ssi on Packet dr opped.
41. 200. 203. 154 |A geria 147.237.77. 216 |dover.idf.i|dr op drop 27
100. 100. 5. 84 147.237.72. 166 |aka.idf.il |dr op First packet isn't SYN drop 27
109. 65. 33. 176 [l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 27
5.22.130. 79 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 26
50. 87. 144. 145 |[lLhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 26
84.109. 165. 231 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 26
46.19.86.185 |[Israel 147.237.72. 166 |aka idf.i| [Bad TCP sequence Inval i d ACK nunber noni t or 25
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 25
85. 130. 140. 60 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 25
85.104. 36. 151 |Turkey 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 24
46.19.86.72  |israel 147 237.72. 166 |aka. i or i1 [o | €AM NG Engine: TP Invalid nval i d segnent retransmssi on. drop 24
Ret r ansmi ssi on Packet dr opped.
128.242.249. 13 [Lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 24




10-31-2015-21:04:05 to 10-31-2015-22:04:05

|Top Attackers In V\AF|

Devi ce

147.237. 76. 42/ si p_st orage/ fi | es/ 3/ 1923. pdf

‘Attacker Qount ry Target Address |Site Sgnature Action ‘Count
178. 150. 15. 158 |krai ne 147.237.72.166 |aka. i df . i | PHP Att enpt B ock 90
178. 150. 15. 158 |Ukrai ne 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 178. 150. 15. 158 B ock 75
195.182. 94. 10 |Li thuani a 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed UR. Access from 195.182. 94. 10 B ock 60
109. 66. 149. 62 |l srael 147.237.72.166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 109. 66. 149. 62 B ock 60
84.228.45.196 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 45
. . . Unhaut hori zed URL Access to
5.22.130.105 |[Israel 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 44
) . . Uhaut hori zed URL Access to
72.9.148.10  |lhited Sates 147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
89.138.70.217 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 30
84.228.45.196 |[lsrael 147.237.76.31 |nakchal .idf.il Mil tipl e Uhaut horized URL Access from 84.228. 45. 196 B ock 30
m ny- kosher - kravi . i
79.179.178. 135 [l srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 30
m ny- kosher - kr avi . i _ ,
80. 230.17.78 | srael 147.237.0. 17 df il Ostributed |11 egal Paraneter Encoding None 29
2.54.130.212 |Israel 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to ww idf.il/dover/site B ock 15
85. 250. 230. 212 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 15
. . Uhaut hori zed URL Access to
66. 249. 65. 112 |l srael 147.237.76.42 |refuah.idf.il 147.237. 76, 42/ i p_st or agel fi | es/ 0/ 2880, pef B ock 15
192. 99. 39. 235 [Canada 147.237.77.216|dover. i df . il O stributed Suspicious Response Code B ock 15
134.0.11.76 Sain 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/test/wp-adnin/ B ock 15
. . Mil tipl e Lhtraceabl e SS. Sessions from 31. 154. 91. 48 (Pr ot ocol
31.154.91.48 |Israel 147.237.72. 166 |aka. i df . i | viol ation (SSL OONN APPLI CATI ON DATA EXCHANGE) ) None 15
66.249.75.54 |Israel 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77.74/ B ock 15
46. 19. 86. 66 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 15
. . D stributed Whaut hori zed URL Access on
5.22.129.166 |[lsrael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i f i1/ B ock 15
79.176. 153. 111 |l srael 147.237.77.243|nobi l e. i df . i | Suspi ci ous Response Code B ock 15
66.249.67.6 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 15
151.80.31. 112 |[italy 147.237.77.216|dover. i df . il O stributed Suspicious Response Code B ock 15
Pal esti ni an . . D stributed Uhaut hori zed URL Access on
37.8.17.129 Territory, Geeupied |47 237-77-176 nat pash. i df . i | vown cogat . i df i 1/894-ar B ock 15
. . Unhaut hori zed URL Access to
66.249.75.70 |[Israel 147.237.77.74 |lawidf.il 147.237. 77. 741 i p storagel f11 es/ 8/ 228. pf B ock 15
Paraneter Read Qnly Molation in
46.117.20.169 |Israel 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ myun/ mi yunpr ocessquest i onnai re. as |None 15
pPX
5.22.129.220 |[Israel 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to www i df.il/894-he B ock 15
. . D stributed Whaut hori zed URL Access on
93. 172. 142. 250 |l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 15
66.249.67.65 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 15
195. 182. 94. 10 |Lithuani a 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ B ock 15
157.55.39. 171 |lLhited Sates 147.237.76. 42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ B ock 15
37.26.149. 243 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 15
66.249.78. 166 |l srael 147.237.77.216|dover . i df . i | D stributed Suspicious Response Code B ock 15
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46.117.20.169 |Israel 147.237.72. 166 |aka. i df . i | vuww aka, i df i |/ i 1V g yus/t al pi of quest i onnai r e, aspx None 15
178. 150. 15. 158 |Wkrai ne 147.237.72. 166 |aka. i df . i | Wnaut hori zed URL Access o B ock 15
vy aka. i df . i |/ mai n/ gi yus/i ndex. php
. . . DO stributed Whaut hori zed URL Access on
79. 181. 140. 206 |l srael 147.237.77.243|nobi | e. i df . i | mobile.idfil/sachar/i ndex B ock 15
199. 16. 128. 53 |Canada 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wp-adnin/ B ock 15
. . Unhaut hori zed URL Access to
66. 249. 67. 234 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 15
176.13.10.24 |[Israel 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 15
41.233.163.50 |Egypt 147.237.77.216|dover . i df .i | Unhaut hori zed URL Access to www i df . i |/ nosuchpage123 Bl ock 15
. . Unhaut hori zed URL Access to
84.228.45.196 |[lsrael 147.237.76.31 |nakchal .idf.il vw nakhal i of i1/ 5i p storagel il es/ 8/ B ock 15
: . . Uhaut hori zed URL Access to
68.180. 230. 224 hited Sates 147.237.76.31 |nakchal .idf.il ww nakhal . i df .i|/tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock 15
. . Paraneter Read Qhly Molation in
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