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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 3851
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 546
109. 65. 16. 106 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 49
109. 64. 15. 242 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 35
149. 78. 245. 183 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 34
79.178. 145. 132 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
79.181. 169. 142 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 29
185. 32.179. 219 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 25
2.52.153.210 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 23
46. 120. 65. 75 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 20
89. 123.13. 121 Romani a 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
176. 13. 14. 149 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
37.26.149. 169 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
109. 66. 30. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 16
176. 13.7.197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
79.182.12. 36 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 15
2.54.185. 147 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 11
46. 19. 85. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
85. 64. 151. 72 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 11
79.178. 131. 66 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
2.54.185. 147 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
2.54.185. 147 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 10
213.57.219. 151 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
176. 106. 226. 1 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
176. 106. 227. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 10
79.182.172. 244 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
213. 149. 223. 82 Italy 147.237.77.216 dover.idf.il SYNHood full table drop 9
149. 88. 27. 61 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
212.179. 245. 132 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
2.54.152. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
95. 86. 72. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 9
37.142.68. 139 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
46.116. 187. 233 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
109. 64. 58. 117 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
46.19. 86. 5 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
46. 19. 85. 87 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
46. 19. 85. 199 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 7
2.52.153.210 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 6
79. 181. 140. 206 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
89.123.13.121 Rormani a 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
72.229.59. 44 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 6
85. 65. 43. 243 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
109. 64. 119. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
2.54.33.191 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
66. 249. 67. 20 Lhited Sates 147.237.77. 170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 5
46.19. 85. 221 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
84.108. 211. 135 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.52.27.150 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
109. 65. 23. 117 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |S gnature Devi ce Action |C0unt
194. 90. 128. 25 I srael 147.237.76. 31 nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock 3
194. 54. 168. 76 I srael 147.237.76. 31 nakchal .idf.il [Cl000004: HTTP. options nethod (M crosoft) B ock 2
79.182.112.52 | srael 147.237.76. 31 nakchal .idf.il |C1000004: HITP. options nethod (M crosoft) B ock 2
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|Top Attackers In ID|

Attacker Address
41.33.231. 90
195. 34. 150. 18

|1%uget Addr ess
147.237.77. 216

147.237.77. 216

Attacker Qountry
Egypt

Austria

dover.idf.il

|Signature

Tehila - Perl LW with fake user agent

dover.idf.il

Tehila - Perl LW with fake user agent
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S’te ‘Signature
41.200. 203. 154 |Ageria 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 16681
109. 67.21.173 |Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 403
185. 120. 126. 53 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 380
146. 50. 79. 106  |Net her| ands 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 338
5.9.55. 166 Ger many 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 239
195. 59. 43. 240 LK?ir::gom 147.237.77. 216 |dover. i df .i|dr op First packet isn't SWN drop 190
85. 50. 23. 169 Spai n 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SWN drop 125
41.200. 203. 154 |Ageria 147.237.77. 216 |dover. i df .i|dr op SAMrul e drop 108
54.187.55.213 |lhited States |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 86
94. 112. 80. 29 ggj‘;ﬂ . 147. 237.77. 216 |dover. i df . i [dr op Frst packet isn't SN drop 82
188. 82. 49. 66 Port ugal 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 70
84.111.5.99 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 69
75.107.117.31 |lhited States [147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 66
149.78.154.69 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 61
149. 78. 93. 112 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 57
213.57.142. 233 |Israel 147.237.72. 166 |aka i df .il [Bad TOP sequence Vﬁﬁggf‘sm wehdifferent 1 oonitor |54
93.26.238.126 |France 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 53
84.228.181.220 |Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 51
41.200. 203. 154 |Ageria 147.237.77. 216 |dover. i df .i|dr op drop 50
41.129.217.179 |Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 45
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SWN drop 40
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 39
108.59.253. 71 [thited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 36
82.145.216. 46  |Europe 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 35
66.249.81.212 |Uited Sares 147,237, 77. 216 |dover. ir. || S2M NG Engine: TGP Invalid nvalid segnent retransmssion. Packet |, 34
Ret r ansn ssi on dr opped.
109. 200. 30. 154 LKJ?ir:;gom 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 32
52.16.5.197 Lhited Sates [147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 31
85. 130. 231. 248 |l srael 147.237.77. 216 |dover.idf .i|Bad TCP sequence Inval i d ACK nunber noni t or 29
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 28
46. 19. 85. 87 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 28
72.68.228.246 |Lhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 27
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 27
85.130. 140. 60 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 26
109. 65. 16. 106 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 26
66.240.81.218 |Uited Sates |147. 237, 77. 216 |dover. i of | CAM NG Engine: TCP Inval id Invalid segnent retransmssion. Packet |, 24
Ret ransni ssi on dr opped.
100. 100. 51. 107 147.237.72.166 |aka.idf.il |dr op Frst packet isn't SN drop 24
219.74.38.178 |9 ngapore 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 24
189.31.4.221 Brazil 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 24
109. 66. 98. 100 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 23
46. 19. 86. 39 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 23
66.249.78.150 |Uited Sates [147. 237, 77. 216 |cover i o i| ' SAM NG Engine: TP Invalid Invalid segnent retransmssion. Packet |, 22
Ret ransm ssi on dr opped.
54.224.21.23 Lhited Sates [147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 22
112.198.64.26  |Phili ppines 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 21
100. 100. 109. 144 147.237.72. 166 |aka.idf.il |dr op First packet isn't SYN drop 21
2.54.185. 147 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 20
66.240.78.166 |Uited Sates |147. 237, 77. 216 |dover. i of | €AM NG Engine: TCP Inval id Invalid segnent retransmssion. Packet |, 20
Ret ransni ssi on dr opped.
50.87.144.145 |lhited States |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 20
77.127.206. 191 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 20
85.130. 140. 60 |l srael 147.237.72. 166 |aka idf.i| [Bad TCP sequence I'nval i d AGK nunber noni t or 20
212.179.90. 106 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 19
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Acti on ‘Count
41. 200. 203. 154 [A geria 147.237.77.216|dover. i df . il Post Request - Mssing Content Type from 41.200. 203. 154 Bl ock 288
46.19.85.124 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Uhaut hori zed LR. Access on nobi | e.idf.il/sachar/i ndex Bl ock 150
149. 88. 38. 118 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 45
m ny- kosher - kr avi
176. 13. 8. 157 | srael 147.237.0. 17 i gfy il Dstributed I11egal Paraneter Encodi ng None 41
. . . Unaut hori zed URL Access to
72.9.148.10  |Wited Sates |147.237.76.86 [navy.idf.il WA navy. i df . i | / 994- 8613- he/ navy. aspx. aspx Hock PO
2.54.189.179 |[Israel 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mbde None 30
84.109. 128. 254 || srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 30
66.249.67.13 |lIsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 30
109. 66. 120. 43 [l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessi ons: Qpen Mde None 30
46. 120. 130. 163 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Uhaut hori zed LR. Access on nobi | e.idf.il/sachar/i ndex Bl ock 30
- . Unaut hori zed Met hod HEAD for
95.91.228.212 |Ger many 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx B ock 30
41.200. 203. 154 |A geria 147.237.77.216|dover. i df .i | Post Request - Mssing Qontent Type Bl ock 16
Pal esti ni an
212.106. 95. 236 |Territory, 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to wwy cogat . i df.il/894-ar Bl ock 15
Qccupi ed
- . Unaut hori zed URL Access to
66.249.67.65 |lIsrael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ rmi n/ smal i nd showbi g. aspx B ock 15
. . O stributed Whaut horized URL Access on
109. 64.81. 77  |lIsrael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: / ww aka i of i1/ Bl ock 15
. . Unknown Paraneter __ VI EASTATEENCRYPTED i n
46.19.86.148 |Israel 147.237.72. 166 |aka. i df . i | vown aka. i df .i |/ nai v sachar/ rai | box, aspx None 15
185.35.62.11 |Satzerland  [147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ Bock |15
- . DO stributed Whaut hori zed URL Access on
66. 249. 67. 250 |[lsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
66.249.67.6 I srael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter pop in ww aka. i df.il/main/ hone/ None 15
. . Unaut hori zed Met hod HEAD for
109.67.204.13 |l srael 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ mai n/ gi yus/ m yun/ m yunsel ect quest i onnai r e. aspx Bl ock 15
87.69.190.81 |Israel 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/https:/vwuw aman.idf.il/ B ock 15
78.46.69. 153  [Ger many 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 78. 46. 69. 153 B ock 15
213.57.187. 63 |lsrael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 15
. . Unaut hori zed URL Access to
66.249.67.71 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 15
5.9.41.73 Ger many 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from5. 9. 41. 73 B ock 15
180. 76. 15. 160 |Chi na 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/irag/ english/info.asp B ock 15
109. 65. 161. 102 |l srael 147.237.77. 216 |dover. i df . i | Distributed Unhaut horized URL Access on 147.237.77. 216/ B ock 15
46.116. 140. 48 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 15
31.154.91.87 |lsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
- kosher - kravi . i i
84. 109. 240. 185 |l sr ael 147.237.0.16 |1V KOSher-kravi. idjunaut hori zed LR Access to N Bock |15
f.il waw ny- kosher-kravi .idf.il/tenpl ates/|ogin/logi n. aspx
185.35.62.11 |[Swtzerland  |147.237.77.176 |nat pash. i df .| Unaut hori zed URL Access to 147.237.77.176/ Bock |15
66.249.78.66 |[lIsrael 147.237.76. 147 |chi nuch. aka. i df . i | |Waut horized URL Access to ww chi nuch. aka. i df .i1/404. htm B ock 15
149.78.18.86 |lsrael 147.237.77.243|nobi | e. i df . i | Dstributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 15
41. 232. 135. 181 |Egypt 147.237.77.216|dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 15
87.69.230.74 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 15
79. 176. 225. 124 |l srael 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul l et 1. gi f |B ock 15
- . Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
213.151.56.35 |[lIsrael 147.237.72. 166 |aka. i df . i | from 213. 151. 56. 35 B ock 15
5.28.164.225 |Israel 147.237.72. 166 |aka. i df . i | Too Many Cookies in a Request - 103 cooki es Bl ock 15
185.35.62. 11 [Swtzerland  [147.237.0.15 |kosher-kravi.idf.il |Uhauthorized URL Access to 147.237.0. 15/ B ock 15
66. 249. 67. 122 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
. . Unaut hori zed URL Access to
46.117. 206. 85 |l srael 147.237.77. 216 |dover . i df . i | 147.237. 7. 216/ 1133- 19666- he/ i df gdover . aspx Bl ock 15
31.168. 244. 67 |Israel 147.237.72.166 |aka. i df . i | Paraneter Fead Qily Molation in o None |15
wan aka. i df . i |/ mai n/ gi yus/ m yun/ ni yunpr ocessquest i onnai r e. aspx
84.228.47.45 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 15
Illegal Byte Code Character in Header Nane ALAT[#7]]A[[#1]]A-A At
_zAATA, SURNAEWR AAS As ANAUbA; A2} HA'AGBAN] [ #15] ] Ac
[[#15]] A" ASASA-A...[ [ #8] ] A, )
[[#0]] & Aol [#5]][[#1]]}A D[ [#25] 1 S\[[#16] 1 [[#8]] [[#25]] Fee
. : XA@?[ [ #18] ] A3 At ARBUAYAEA A»[ [ #25] 1\ YAR?ATANO[ [ #11] ] AtAveA,
31.154.91.48 |[Israel 147.237.72. 166 |aka. i df . i | CL[#5]] [[#26]] & At Acs: Acky AvBA—A" AtAY} AZAYVACAN AR’ Bock 15
IT[#4 ][ [ #2411 A...7TAtzA{ [#30]]j A°
AZAEASHAVDAE; Ao A'A~eA2 Ay Avf [ #14] ][ [ #25] ] 6} AtASA- AsA—
ATCAtA?A° nA...ekAce[ [ #6] | =>sA¥&Ac4A A2 A? AYAEAYASg YAAEe Al
"[[#17]1 A xAZAT9[ [ #31] ] ACLCAaQhATT KA; AZ6[ [ #2711 A?' of [ #1
192.116.1.27 |[lIsrael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 15
66.249. 78. 173 |l srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wanidf.il/en B ock 15
66.249.67.13 |lIsrael 147.237.72. 166 [aka. i df . i | Unknown Paraneter cat_id in v aka. idf.il/ituriniasp/results. asp None 15
94.112. 80. 29 gpi‘f)ri . 147. 237.77. 216 |dover . i df . i | Lhautt hori zed LRL Access to v idf.il/idf/english/ Bock |15
46.19.85.123 |[lIsrael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 15
79.182.12.36 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx Bl ock 15
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