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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77.216 dover.idf.il |SYINHood full table dr op 617
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 54
37.142. 68. 106 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 46
2.54.150. 87 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 40
109. 66. 57. 84 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 34
31. 44. 135. 206 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 31
213.55.176. 187 Sh tzerl and 147.237.77. 216 dover.idf.il |[SYINHood full table drop 30
213. 57. 250. 168 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 29
2.54.175.122 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 25
89. 138. 214. 54 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 25
84.111.14. 41 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 20
37.26. 148. 216 | srael 147.237.77.216 dover.idf.il |[SYINHood full table drop 20
37.142. 68. 106 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 20
77.125.247. 14 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 18
95. 86. 94. 228 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 17
46. 19. 85. 180 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 16
37.26. 149. 223 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 14
46. 19. 86. 38 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 13
79.181. 139. 15 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 10
46. 116. 241. 127 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 9
149. 78. 35. 97 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 9
109. 186. 160. 79 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 9
37.142. 68. 99 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 8
79. 182. 20. 207 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 8
46. 19. 86. 38 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 8
62.219. 155. 244 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 8
80. 246. 136. 219 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 8
89. 138. 241. 196 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 8
5. 29.178. 252 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 7
79.176. 29. 228 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 7
87. 69. 245. 63 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 7
37.142.211.10 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 7
37.26.148. 190 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
194. 90. 37. 100 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
89. 139. 171. 27 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
46.19. 86. 212 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 6
109. 65. 12. 42 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
79. 182, 218. 155 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 6
84.229. 155. 144 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
64.233.172. 178 Lhited Sates 147.237.77. 216 dover.idf.il |SINHood full table drop 6
79.182.111. 49 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 6
77.126.218.173 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 5
37.142.182. 30 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
46. 19. 86. 225 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 5
85. 65. 138. 187 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
2.52.189. 67 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
176. 106. 227. 160 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 5
79.179.212. 126 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 5
87.69. 230. 10 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 4
89. 139. 0. 102 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnat ure Devi ce Action |Count
Lebanon 147.237.77. 216 dover.idf.il 12371: TCP: Hul k DDoS Tool B ock 6
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|Top Attackers In ID|

Attacker Address
41.33.231. 90
195. 34. 150. 18

|1%uget Addr ess
147.237.77. 216

147.237.77. 216

Attacker Qountry
Egypt

Austria

dover.idf.il

|Signature

Tehila - Perl LW with fake user agent

dover.idf.il

Tehila - Perl LW with fake user agent
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|Top Attackers In FW |

‘Ntacker Gountry Target Address ‘Ste ‘Signature
109. 65. 15. 52 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 915
46. 19. 86. 38 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 168
82.80.17.120 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 149
185. 120. 126. 32 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 122
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 80
146. 50. 79. 106 |Net her| ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 75
213.204.84. 35 |Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 73
37.26.148.216 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 70
5.29.224.141 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 66
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 63
46. 19. 86. 206  [Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 58
84.228. 210. 132 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 57
79.181. 221. 166 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 54
5.102. 254. 117 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 52
5.29. 119. 227 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 51
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 47
46. 120. 74. 245 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 45
77.42.217.92 Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 44
54.72.73. 168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 44
100. 100. 50. 139 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 43
2.54.150. 87 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 43
46.19. 85. 109 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 40
2.102.94.235 |Wnited Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 40
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 38
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 37
66.249.81. 212 |Wited Sates 147, 237.77. 216 |dover. i i1 || €M NG Engine: TP Invalid finvalid segnent retramsmssion. |, o 36
Ret r ansn ssi on Packet dr opped.
109. 186. 20. 201 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 34
66.249. 78. 166 |United Sates 147. 237, 77. 216 |dover. .11 | €M NG Engine: TP Invalid Jinvalid segnent retransmssion. | 34
Ret r ansni ssi on Packet dr opped.
2.54.191. 169 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 28
66.249. 78.159 |[Lnited Sates 147. 237 77. 216 |dover idr i1 || €M ng Engl ne: TGP Invalid invalid segnent retransnissi on drop 28
Ret r ansm ssi on Packet dr opped.
188. 161. 10. 185 gijcis,;i;ijan Territory, |147. 237. 77. 216 [dover. i of.i1 |dr op First packet isnt SWN drop 27
100. 100. 95. 220 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 27
84.228. 177. 246 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 27
79.183.61.177 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 26
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 26
64.233.172. 171 |Lhited S ates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 25
66. 102. 9. 81 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25
66. 249. 81. 215 |Russi an Federation 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 25
99. 100.202. 76 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
149. 78. 112. 202 |I srael 147.237.76.31 |nakehal .idf.i|Bad TCP sequence mdgirsaé:"y wth different moni tor |24
66.249.81. 218 |United Sates 147. 237.77. 216 |cover. i or.i1 | €M NG Engine: TGP Invalid - imvalid segent retransmssion. | o 24
Ret r ansni ssi on Packet dr opped.
79.176.182. 13 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
64.233.172. 155 [Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 23
68.180. 228. 112 |Lhited S ates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
213.139.53.18 |Jordan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
98.211. 110. 170 [Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 23
100. 100. 63. 242 147.237.72. 166 |aka. i df . i drop First packet isn't SN drop 22
192.118. 11. 120 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
64.233.172. 163 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
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|Top Attackers In V\AF|

Attacker Address

Attacker Qountry

Target Address

Site

dgnature

Devi ce

Action

‘Count

109. 160. 164. 50 |l srael 147.237.76.200 |ei tan. aka. i df . i Too Many of the Sane Response Cbde (404) in Session from g 495
109. 160. 164. 50
84.108.122.86 |[Israel 147.237.77.243|nobi [ e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login [B ock 90
46. 19. 85. 108 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 90
176.13.13.134 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 60
176. 13. 0. 60 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 45
87.68.156. 244 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 45
46. 19. 86. 187 I srael 147.237.77.216|dover. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 30
37.142.68.106 |[Israel 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: Cpen Mode None 30
’ . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx B ock 30
77.126.218.173 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 30
] . . Unknown Paraneter docid in
157.55.39.106 |United Sates 147.237.72. 166 |aka. i df . i | aka. i df .i1/br ot hers/ ski ral def aul 1 asp None 15
79.176. 165. 115 |Israel 147.237.72. 166 |aka. i df . i | Wnknown Parareter __VI BASTATEENCRYPTED i n None 15
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
. . Unhaut hori zed URL Access to
66. 249. 67. 234 I srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ nai n/ kapat z/ ci ti zencont act . aspx Bl ock 15
. . Unhaut hori zed URL Access to
109. 65.111. 71 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl ef shar ed/ reset . css Bl ock 15
46.19. 86. 172 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 15
218. 200. 139. 242|Chi na 147.237.72. 166 |aka. i df . i | Whaut hor | zed Met hod HEAD f or B ock 15
wan aka. i df . i |/ mai n/ ml ui id about . aspx
79.179. 145. 252 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
31.13.109.121 |[Ireland 147.237.77. 216 |dover.i df . i O stributed Lhauthori zed URL Access on wanidf.il/arr/ B ock 15
. . Unhaut hori zed URL Access to
66.249.78.159  |Israel 147.237.77. 216 |dover . i df . il v i dff i 1/ 1283~ 19043- en/ dover . aspx>, Bl ock 15
109. 160. 164. 50 |l srael 147.237.76.200(ei tan. aka. i df.il Too Many 404: Response Code per Session B ock 15
87.69.160.97  |israel 147. 237.72. 166 |aka. i df . i | thaut hor i zed Met hod POST for Bl ock 15
wa aka. i df . i |/ nai n/ sachar/ nas. aspx
- . Unhaut hori zed URL Access to
66.249.65. 118 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 8860- he/ r ef uah. aspx Bl ock 15
46. 19. 85. 62 | srael 147.237.77.216|dover. i df . i | I11egal HITP \ersion B ock 15
] . . D stributed Lhaut hori zed URL Access on
199. 16. 156. 124 |lhited Sates 147.237.77. 216 |dover.i df .i | Wi df i 1/sip storage/files/ 1/si ze220x0/ 17451, | pg B ock 15
80.178.192. 6 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 15
157.55.39.171 |Uhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 15
79.176.222.59 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 15
. . Unaut hori zed URL Access to
66.249.69.81  [Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1242- hel at al . aspx B ock 15
Dstributed Paraneter Read Qnly Mol ation
109. 65. 155. 15 |l srael 147.237.72. 166 [aka. i df . i | wae aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai re. as |None 15
pX par anet er
. . . Unhaut hori zed URL Access to
218. 200. 139. 242|Chi na 147.237.77. 216 |dover.i df .i | Wi i df i |/ shar el user cont r ol s/ header upper / B ock 15
. . D stributed Unauthori zed URL Access on
85. 65. 0. 239 I srael 147.237.72. 166 |aka. i df . i | Vo aka. i of i1/ htt ps: /vw aka. i of i1/ Bl ock 15
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.181. 25. 83 I srael 147.237.72. 166 [aka. i df . i | v aka. i df .|/ nai v sachar/ mai | box. aspx None 15
37.8.79. 225 Palestinian 1147 537 77.216|dover. i df . i | SSL Untraceabl e Connection - Gpen Mde None 15
Territory, Gecupied
185.13.195.37  |Israel 147.237.72.167|i shuri maka. i df . il Unt raceabl e SSL Sessi ons: Cpen Mode None 15
68.180. 228. 112 |[lhited Sates 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Gode B ock 15
. . S Uhtraceabl e Gonnection - Protocol violation
89. 139. 190. 233 |l srael 147.237.72. 156 |arman. i df . i | (SSL_OONN LI ENT HELLO) None 15
. . D stributed Lhaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
46. 19. 85. 62 I srael 147.237.77. 216 |dover.i df .i | Mal formed URL fffffff=0b91110bf ffffff_0b91110b Bl ock 15
] . . Unhaut hori zed URL Access to
199. 16. 156. 124 |lhited Sates 147.237.77.216|dover.i df . i | Wi df i1/ p storagel il es/ 5/ si ze220x0/ 17455, | pg B ock 15
80. 246. 133. 227 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 15
2.52.157.11 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 15
. . D stributed Lhaut hori zed URL Access on
79.177.167.76 |l srael 147.237.72. 156 |aman. i df . i | v anan. i df i 1/ htt ps: / ww PP B ock 15
66. 249. 69. 89 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 15
m ny- kosher - kravi . i i i
109. 160. 149. 222|i srael 147.237.0.17 my llegal Paraneter Encoding rnd in . None 15
df.il mny- kosher-kravi . i df . i1/ aj ax/ creat ecapt chai nage. aspx
85. 250. 154. 247 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in LR Bl ock 15
. . S Uhtraceabl e Gonnection - Protocol violation
46.117.213.53 |Israel 147.237.72. 166 [aka. i df . i | (SSL CONN LI ENT HELLO) None 15
79.181.142. 235 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
185. 35. 62. 11 Sntzerland 147.237.0. 19 nadi matal .idf.il Unaut hori zed URL Access to 147.237.0.19/ B ock 15
. . D stributed Lhaut hori zed URL Access on
109. 160. 164. 50 |l srael 147.237.77. 216 |dover.i df . i | ww i of i1/t tps: /v df i1/ B ock 15
93.173.163.4 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 15
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