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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 67. 20 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 825
66. 249. 74. 96 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn |drop 819
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 600
37.26.148.218 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 285
66. 249. 67. 27 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCP handshake viol ation, first packet not syn |drop 103
84. 228. 49. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 38
79.177.181.172 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 32
84.228.184. 79 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 32
79.177.219. 101 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
79. 178. 36. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 30
185. 120. 126. 9 147.237.77.216 dover.idf.il SYNHood full table drop 25
176. 106. 227. 244 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
2.54.3.1 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
176. 228. 213. 86 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 16
79.179. 33. 98 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
176. 12. 145. 66 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
93. 213. 91. 126 Ger nany 147.237.77. 216 dover.idf.il SYNHood full table drop 11
37.26.148. 190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46.19. 85. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
2.52.153. 223 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
93.172.0. 25 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
176. 12. 142. 59 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 9
2.54.25.105 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
84.108. 43. 149 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
46.117. 136. 176 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
79.176.194. 189 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
178.8.74.119 Ger nany 147.237.77. 216 dover.idf.il SYNHood full table drop 9
79.177.111. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 9
109. 186. 184. 208 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
31. 154. 155. 36 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
62. 219. 254. 22 | srael 147.237.72. 167 i shurimaka.idf.il|Bl ock Wdp Al _Nets drop 6
46.121. 103. 202 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
46.19. 86. 178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
185.12.131. 71 Sii t zer| and 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
37.26. 148. 248 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
79.182.174. 3 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
185. 32.179. 119 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
87. 68. 32. 32 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
31.154.135.112 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
149. 88. 243. 22 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
80. 178. 251. 210 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
109. 66. 25. 131 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
87. 68. 151. 230 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176.13. 19. 118 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
85. 65. 221. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
87.69. 230. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.108. 158. 100 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
46.121.219. 13 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
77.127. 88. 244 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
85. 250. 227. 232 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5




10-31-2015-18:04:03 to 10-31-2015-19:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address
41.33.231. 90
195. 34. 150. 18

|1%uget Addr ess
147.237.77. 216

147.237.77. 216

Attacker Qountry
Egypt

Austria

dover.idf.il

|Signature

Tehila - Perl LW with fake user agent

dover.idf.il

Tehila - Perl LW with fake user agent
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature

5.29.88.173 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 639
95. 86. 86. 146 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 197
77.125.243. 255 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 127
149.78.112. 202 |Israel 147.237.76.31 |nakchal .idf.il  |Bad TCP sequence mdﬁrsacr‘;"lt wth dfferent monitor 121
184. 151. 127. 226|Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 120
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 78
2.54.3.1 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 75
46. 19. 86. 241 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 69
149. 88. 243. 22 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 69
2.52.27.159 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 66
37.26.147.215 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 62
95.186.84.211 |Saudi Arabia |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 61
2.54.0. 64 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 52
205.203.135.1 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 51
84.228.104. 250 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 49
54.187.55.213 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 48
2.54.24.63 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
109. 64. 80. 180 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 46
94. 230. 86. 165 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 43
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 38
173. 54. 8. 155 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 37
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
2.54.25. 105 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
157.130.37.86 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 32
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
79.183. 210. 113 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
109. 66. 38. 73 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
2.52.156. 149 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 29
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
212.179. 90. 106 |[lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 27
5. 102. 246. 186 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 27
176. 13.0.29 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
85. 64. 250. 9 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
66.249.93.196 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 26
87.68.151.230 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
37.46. 39. 161 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
84.108. 43. 149 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
79.176.191. 239 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
66.249.78.159 |Wnited Sates |147.237.77.216|dover.idf.il Streaning Engine: TCP Invalid  invalid segnent retransmission drop 24

Ret r ansm ssi on Packet dr opped.

46. 19. 85. 61 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 23
50.87.144. 145 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 23
79.182.174.3 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
41. 32.184. 98 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
79.176.202.56 I srael 147.237.72. 167 |ishwrimaka i f .i|Bad TOP sequence mﬁsg reansmt wehdifferent | oonitor |21
64.233.172.163 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 20
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
37.26.148. 190 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
64.233.172.171 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 19
93.213.91.126  |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.148.248 | srael 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Repeat Password in Bock  [150
nobi | e. i df . il /sachar/changepassvord
. . . Paraneter Type M ol ati on NewPassword in
37.26.148.248 |[Israel 147.237.77.243|nobi l e. i df . i | mobi | e.i df i |/ sachar/ changepassvor d B ock 135
m ny- kosher - kr avi .
176. 12. 138. 254 |l srael 147.237.0. 17 i dfnyi | Ostributed |11 egal Paraneter Encoding None 90
109. 65. 116. 254 |l srael 147.237.77.243|nobi l e.i df . i | Dstributed Unhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 45
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.idf .l Ml tipl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock 45
Lhited . . Unhaut hori zed URL Access to
72.9.148. 10 Sates 147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
79.177.9.192 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df . il/938-he/ pat zar . aspx- B ock 30
85. 64. 195. 41 | srael 147.237.72. 166 |aka. i df . i | Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 30
m ny- kosher - kr avi .
176. 13. 8. 157 | srael 147.237.0. 17 i dfnyi | Dstributed |11 egal Paraneter Encodi ng None 30
79.180.141.116 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 30
185.32.179. 217 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 15
68. 180. 228. 175 ;h;:ee: 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 994- 9169- he/ r ef uah. aspx |B ock 15
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | D stributed Unhaut hori zed URL Access on waw aka.idf.il/val tam Bl ock 15
Dstributed Paraneter Read Qlly Mol ation
84.228.197.157 |[Israel 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 15
par anet er
2.54.181. 6 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f [B ock 15
Unaut hori zed URL Access to
. . www. navy. i df . i | /1300- he/ navy. aspx&sa=u&ed=0cbwggoubahukewj 2t n
213.151.53. 124 |lsrael 147.237.76.86 |[navy.idf.il ux! Ui ahxj vbakhf x- dekasi g2=csa909db8303wpoyphhi bg&usg=af gj cng Bl ock 15
px1u8pal4i t bqoi n¥xaoax6ghqgg
. . Unaut hori zed URL Access to
66.249.78.102  |Israel 147.237.77. 216 (dover. i df . il 147, 237. 77. 216/ 1133- 20653- he/ dover . aspx B ock 15
149. 78. 112. 202 |Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147. 237.76. 31/ 894- he/ nakhal . aspx B ock 15
85.65.221. 240 |[Israel 147.237.0.34 |tikshuv.idf.il Lhaut hori zed LRL Access to wan tikshuv.idf.il./ B ock 15
62.175.182. 2 Spai n 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 15
79.182. 152. 155 |l srael 147.237.77.216|dover . i df . i NULL Character in Method B ock 15
185. 35. 62. 11 Sntzerland |147.237.77.74 (lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 15
. . DO stributed Unaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
109. 66. 38. 73 I srael 147.237.77.216|dover . i df . i O stributed Whauthori zed URL Access on wwwidf.il/https:/wanidf.il/  [B ock 15
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover.idf .l PHP Att enpt B ock 15
84.229.53.198 |lsrael 147.237.72. 166 |aka. i df . i | Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 15
79.181.61.176 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 15
5.22.129. 210 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw aran.idf.il/https:/ww aman.idf.il/ [B ock 15
66.249.78.166 |lsrael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 15
Dstributed Paraneter Read Olly Mol ation
89. 139. 0. 102 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 15
par anet er
62.175.182. 2 Spai n 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.i|/xmrpc. php B ock 15
37.46.39. 161 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode B ock 15
80. 246. 140. 119 |l srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 15
2.52.32.138 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 15
192.114.23. 208 |israel 147.237.72. 166 |aka. i df . i | Wnknown Parameter __VI BASTATEENGRYPTED i n None 15
wwy aka. i df . i |/ mai n/ sachar/request . aspx
79.177.9.192 I srael 147.237.77.74 |lawidf.il Mil ti pl e Unaut horized URL Access from 79.177.9. 192 B ock 15
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in vww aka.idf.il/nain/rabanut/general .aspx |None 15
109. 67. 2. 135 | srael 147. 237.72. 166 |aka. i df . i | Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+) B ock 15
from 109. 67. 2. 135
Dstributed Paraneter Read Qnly Mol ation
84.229.208.209 |lsrael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 15
par anet er
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover.idf .l Unaut hori zed URL Access to wa i df.il/xnmrpc. php B ock 15
79.181. 107. 254 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/ undefi ned Bl ock 15
. . D stributed Lhaut hori zed URL Access on
5.22.129. 210 I srael 147.237.72. 166 |aka. i df . i | vows aka i o i1/ htt ps: /vw aka. i o i1/ B ock 15
m ny- kosher - kr avi . i i
176.12.138. 254 |Israel 147.237.0.17 | Y Paraneter Type Violation Returnttl in Bock |15
idf.il mny-kosher-kravi.idf.il/tenpl ates/|ogi n. aspx
68. 64. 169. 226 ;“;tteeg 147.237.0.15 |kosher-kravi.idf.il [Uauthorized HTTP Met hod B ock 15
104. 236. 197. 227 147.237.77.234|hal ag. i df . i | Ml tiple Unauthorized URL Access from 104. 236. 197. 227 Bl ock 15
65.78.117. 21 LSthlatt:sd 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . i |/ mai n/ hore/ def aul t . aspx |B ock 15
37.142.186.59 | srael 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /mai v kapatz//res Bock  [15
our ces/ i mages/ i nner page/ goback. gi f
82.166.22.124 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 15
. . Unaut hori zed Met hod PCST for
2.52.137.241 I srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai n/ r abanut / cont act us. aspx B ock 15
207. 46. 13. 136 g;g: 147.237.77.216|dover. i df .l D stributed Suspicious Response Code B ock 15
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