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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il |TQP handshake violation, first packet not syn drop 756
0.0.0.0 147.237.77.216 dover.idf.il[SINHood full table dr op 413
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn drop 58
84. 108. 65. 60 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 49
31.154. 92. 187 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 36
46. 116. 236. 36 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 36
46. 116. 190. 156 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 32
37.60.47. 193 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 29
62. 90. 164. 145 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 29
79. 180. 194. 50 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 25
176. 106. 227. 211 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 24
93.172.0. 25 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 24
46.117. 29. 101 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 19
46. 19. 85. 98 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 17
79. 183. 103. 55 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 17
84.109. 37. 244 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 11
79.181. 137. 107 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 11
46. 120. 87. 148 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 11
93.173.178. 129 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 10
84.108. 147. 18 | srael 147.237.77.216 dover.idf.il|[SINHood full table dr op 10
149. 88. 139. 228 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 10
85. 65. 76. 251 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 10
88.103.1.7 Czech Republi c 147.237.77. 216 dover.idf.il|[SINHood full table drop 10
87. 69. 160. 52 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 10
2.54.50. 156 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 9
79.181. 168. 62 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 8
166. 172. 184. 153 Lhited Sates 147.237.77. 216 dover.idf.il|SINHood full table drop 8
46.19. 86. 187 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 7
85. 65. 23. 221 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
149. 254. 235. 8 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il|SINHood full table drop 6
2.54.45.140 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
149. 78. 224. 228 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 5
176. 12. 136. 22 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
176.12.148. 8 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 5
84.111.103. 59 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 5
79.178. 133. 19 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
176. 12. 148. 112 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 5
82.145.221. 128 Eur ope 147.237.77.216 dover.idf.il|[SINHood full table drop 4
2.54.170.0 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
46.121. 207. 127 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 4
79. 181. 220. 96 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
2.54.170. 28 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
2.54.145.192 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 4
2.54.178. 94 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 4
2.54.168. 125 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
72.186.5. 22 Lhited Sates 147.237.77.216 dover.idf.il|[SINHood full table drop 4
176.13.17. 214 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 3
176. 12. 139. 26 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3
87.69. 189. 129 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 3
185. 27. 105. 77 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 3




10-31-2015-17:04:09 to 10-31-2015-18:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site Devi ce Action |Count

194. 90. 128. 25 I srael 147.237.76. 31 nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock 2
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|Top Attackers In ID|
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
109. 67. 214. 238 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 1528
2.54.168. 125 | srael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 313
31.210. 186. 149 |lsrael 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 200
37.231. 38. 46 Kuwai t 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 184
185.99.32.2 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 139
54.187.55.213 |lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 110
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 91
107.72.162.127 |lhited Sates 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 82
82.145.221. 128 |Europe 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 66
37.142.197. 184 |Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 61
88.103.1.7 Czech Republic [147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 61
212.179.21.194 |lsrael 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 61
2.54.50. 156 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 57
41.33.231.90 Egypt 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 57
79.177.206. 237 |lsrael 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 56
46. 116. 236. 36 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 52
84.228.53. 80 | srael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 52
46. 19. 86. 103 | srael 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 51
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 48
79.176.19.226 |lsrael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 48
93.172.0.25 | srael 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 46
85. 64. 216. 47 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 43
176. 106. 227. 211l srael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 42
66.249.78.166 |Uited Sares  |147.237.77. 216 |dover.ir. 1| | €A NG Engine: TP Invalid nvalid segnent retransmssion. drop 42
Ret r ansm ssi on Packet dr opped.
109. 67. 186. 144 |l srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SWN drop 42
82.8.41.23 Uni ted Ki ngdom|147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 38
52. 16. 5. 197 Lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 38
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 37
108.59.253.71 |lWhited Sates 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 37
54.72.0.55 Irel and 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SN drop 35
109. 67. 68.194 |l srael 147, 237.77. 243 |t e, o, [ T @M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 33
Ret ransm ssi on Packet dr opped.
46.19. 86. 77 | srael 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 30
66.240.78.150 |uited Sates  |147.237.77. 216 |dover.ir. 11| | €A NG Engine: TP Invalid Invalid segnent retransmssion. drop 30
Ret ransn ssi on Packet dr opped.
176.12. 148.8 | srael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 28
87.69. 42. 108 | srael 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 27
66.240. 64,250 |Uited Sates  |147.237. 77 23a|haag iar. 11| | €AM NG Engine: TP Invalid Invalid segnent retransmssion. dr op 26
Ret ransm ssi on Packet dr opped.
85. 250. 5. 82 | srael 147.237.77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 25
151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 24
66. 249. 81. 215 g;z::t”ion 147.237.77. 216 |dover. i of . ;; fZTSTT? S?igc'):e: T Invalid :Dg‘éi'eitd dsregggg; retransmssi on. drop 24
149.254.235.8 |Wnited Kingdom|147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 23
100. 100. 71. 119 147.237.72. 166 |aka.idf .il |dr op First packet isn't SN drop 22
68.180.228. 112 |lhited Sates 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 22
176. 106. 227. 66 |l srael 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SN drop 21
46.19. 86. 123 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 20
50. 87. 144.145 |lhited Sates 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 20
85. 250. 5. 82 I'sr ael 147 237. 77, 243 |rwbi L e, i o | T SAM NG Engi ne: TCP I nval i d Invalid segnent retransmssion. drop 20
Ret ransm ssi on Packet dr opped.
84.228.73.160 |lsrael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 19
212.179.90. 106 |l srael 147.237.77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 19
79.180. 194. 50 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 18
84.228.109. 208 |lsrael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 18
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
149.88.52.5 I srael 147.237.76.200|ei tan. aka. i df .i| |Too Many of the Sane Response Code (404) in Session from149.88.52.5 |B ock 660
109. 67. 68. 194 |l srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 150
. . - Paraneter Type Mol ati on Qurrent Password in
176.13.21. 164 |lIsrael 147.237.77.243|nobi l e. i df . i | nobi | e. i df i |/ sachar/ changepassvor d Bl ock 90
87.68.246.87 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Lhaut hori zed LRL Access on nobi | e.idf.il/nekudot/i ndex B ock 75
46. 117. 251. 236 |1 srael 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed LRL Access on w aka.idf.il/val tam B ock 60
Ostributed Paraneter Read Qnly Mol ation
85.65. 151. 232 |Israel 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 60
par anet er
82.81.0.32 | srael 147.237.77.243|nobi | e. i df . i | D stributed Lhaut hori zed LRL Access on nobil e.idf.il/nekudot /i ndex B ock 30
. . Unaut hori zed Met hod HEAD f or
84.228.39.93 |lIsrael 147.237.72. 166 [aka. i df . i | voww aka. i i |/ nai v sachar/ vi ewpays! i p. aspx Bl ock 30
) . . Uhaut hori zed URL Access to
72.9.148.10  [Wited States [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
176. 12. 148. 115 |l srael 147.237.77.243|nobi | e.i df . i | O stributed Whaut hori zed UR. Access on nobi | e. i df . il/sachar/i ndex B ock 30
. . . Uhaut hori zed URL Access to
82.81.0.32 |lsrael 147.237.77. 243|mobi l €. i df . i1 | 07 oo i1 cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 Bl ock 30
. . O stributed Uhaut hori zed URL Access on
66. 249. 67. 65 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ g yus/ gener al . aspx Bl ock 15
46. 19. 85. 76 I 'srael 147.237.77. 216 |dover . i df . i | Distributed Ml forned LRL B ock 15
82. 166. 114. 235 |l srael 147.237.72. 166 |aka. i df . i | Paraneter Read Only Miolation in N None 15
v aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
DOstributed Paraneter Read Qnly Mol ation
79. 179. 166. 194 |l srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 15
par anet er
157.55.39. 178 |Whited Sates [147.237.77.216|dover.idf.i | Unhaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 15
66.249. 73.202 |Israel 147.237.76.86 |navy.idf.il Ostributed Uhauthorized LR Access on Bl ock 15
navy. i df .il/giyus/forun asp/ showf or um asp
87.68.36.223 |[Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod GPTI ONS for www aka. i df . i |/ mai n/ sachar/ B ock 15
Ostributed Paraneter Read Qnly Mol ation
46.117. 125. 134 | srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 15
par anet er
188. 138. 17. 205 |France 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to 147.237.77.243/ Bl ock 15
68.32.112.66 |lhited Sates |147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock 15
. . O stributed Unaut hori zed URL Access on
66.249.67.71 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 15
109. 67. 206. 171 |l srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 15
46.19. 85. 76 I srael 147.237.77. 216 |dover.idf .i | D stributed Unknown HTTP Request Met hod B ock 15
79.180.11.78 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 15
157.55.39.179 |Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ Bl ock 15
66.249.75.62 |lsrael 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77.74/ Bl ock 15
2.54.177.110 |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 15
82.81.0.32 | srael 147.237.77.243|nobi | e. i df . i | D stributed Unhaut hori zed LRL Access on nobil e.idf.il/sachar/index B ock 15
. . D stributed Uhaut hori zed URL Access on
66.249. 67. 234 |Israel 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
149.78.127.90 |Israel 147.237.72. 166 |aka. i df . i | tnknoun Paraneter __VI BASTATEENCRYPTED i n None 15
vwwy aka. i df . i | / nai n/ gi yus/ t al pi ot quest i onnai r e. aspx
85. 64. 188. 215 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1517- he/ at al . aspx B ock 15
46. 19. 85. 86 I srael 147.237.77.216|dover . i df . i | Mal formed LRL Bl ock 15
79.180.11.78 |Israel 147.237.72. 166 [aka. i df . i | Lhknown Paraneter ctl00$ct! 0 in waw aka. i df.il/main/sachar/default.aspx |None 15
66.249.78.59 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka. i df .il/404. ht m B ock 15
) . . Uhaut hori zed URL Access to
66.102.8.234 [lhited States [147.237.77.216|dover.idf.il 147.237.77. 216/ 1133- 19815- he/ i df gdover . aspx Bl ock 15
. . D stributed ULhaut hori zed URL Access on
89. 139. 16. 233 |Israel 147.237.72. 166 [aka. i df . i | v aka i o i1/ htt ps: / ww aka. i of i1/ Bl ock 15
5.28.171.100 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 15
82.81.0.32 I srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unhaut hori zed URL Access from82.81.0. 32 B ock 15
. . Uhaut hori zed URL Access to
79.176.222.59 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ appl e-t ouch- i con- pr econposed. png B ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 250 |lsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai v gi yus/ gi yus/ gener al . aspx Bl ock 15
46.19. 85. 86 I srael 147.237.77. 216 |dover.idf .i | Unknown HTTP Request Method 7262a3d8 in URL B ock 15
79.180.11.78 |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 15
66.249. 78. 166 |l srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/idf/tenpl ates/ cl osed |ist.aspx B ock 15
66. 249. 65. 139 |Israel 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to wawu navy. i df . il/navy/ aj axpage. aspx B ock 15
89. 139. 161. 107 I srael 147. 237.72. 166 |aka. i df . i | tnknown Par anet er _VI EVETATEENCRYPTED i n None 15
wan aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
46.19. 85. 76 I srael 147.237.77. 216 |dover . i df . i | Abnorrmal |y Long Request et hod B ock 15
79.177.60.99 |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 15
151.80.31.112 |italy 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 15
66.249.69.92 |lIsrael 147.237.77.74 |lawidf.il Dstributed |11egal Paraneter Encoding None 15
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