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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 252
79.178.213. 121 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 49
79.181. 107. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 42
79. 182. 165. 245 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 31
109. 67. 182. 251 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
2.54.145. 68 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 29
79.178. 131. 141 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 27
86. 175. 155. 154 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table dr op 26
37.142.107. 229 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
185. 32.179. 12 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
46.117. 4. 36 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
188. 120. 153. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
2.54.130. 153 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
93. 173. 6. 66 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 15
109. 65. 161. 20 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
109. 64. 0. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
109. 65. 22. 5 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
94. 159. 180. 224 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
5.29.32.128 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
2.54.54.21 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 11
37.26.147.178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
62.219. 254. 22 I srael 147. 237.72. 167 ishurimaka idf.il |[Block Wip All Nets drop 9
79.178. 120. 219 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
109. 64. 41. 56 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
89. 139. 20. 8 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
2.54.130. 153 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 7
2.54.184. 206 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
10.0.0.2 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 6
79.181. 39. 70 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
109. 67. 29. 121 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il B ock_Wp Al _Nets drop 6
176.12. 136. 22 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
85. 250. 224. 189 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
37.26. 147. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
37.142.64.51 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
31.154.92. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176. 13. 4. 140 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
37.142,.217. 165 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
149. 78.172. 115 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
93. 172. 146. 236 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.19. 86. 193 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
89. 138. 83. 159 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
85. 250. 197. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
5.29.196. 151 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.179. 106. 73 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 3
62.219. 254. 22 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
46. 19. 86. 83 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.182.14.171 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.13. 11. 99 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |S gnature Devi ce Action |Count
89. 138. 83. 159 I srael 147.237.76. 31 nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock 3
79.178.189. 182 I srael 147.237.76. 31 nakchal .idf.il [Cl000004: HTTP. options nethod (M crosoft) B ock 2
87.69. 146. 122 | srael 147.237.0. 34 ti kshuv.idf.il |Cl000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
37.231.121.2 Kuwai t 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 174
192.116. 175. 162l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 158
99. 63. 44. 62 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 148
185.99.32.2 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 105
54.187.55.213 |lLhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 84
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 78
84.229.184.235 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 59
54.244.22.103 |lhited States [147.237.77.216(|dover.idf.il |drop First packet isn't SYN drop 57
46.117.138.20 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 57
37.142.230. 168 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 51
87.68.41. 46 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 51
109. 42. 2. 202 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 49
79.177.200. 224 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 43
46.120.197.56 | srael 147, 237.76. 200 |ei tan. aka i of | .| @M NG Bngine: TCP Invalid Invalid segnent retransmssion drop 40
Ret r ansm ssi on Packet dr opped.
79.179. 101. 126 |israel 147 237.77. 243 |t e i o 11 |7 AT NG Engine: TP Invalid Invalid segnent retransmssion. drop 36
Ret r ansni ssi on Packet dr opped.
2.54.130. 153 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 33
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 32
46. 19. 86. 81 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 31
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 31
176. 13. 21. 66 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
193. 164. 127. 70 zi;g’gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 29
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 29
79.179.136. 171 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 29
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 28
41.34.201.187 |Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 27
37.201.193.18 |Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 27
65.55.210. 150  |Whited Sates |147.237.77.234|halag.idf.il Streaning Engine: TCP Invalid Invalid segnent retransmssion drop 26
Ret r ansni ssi on Packet dr opped.
37.239.164. 6 Irag 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 25
100. 100. 54. 50 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 22
100. 100. 7. 248 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop 22
109. 65.22.5 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
46.116.91.0 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 20
100. 100. 70. 144 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 19
2.54.184.206 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
193. 40. 252. 113 |Bstonia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 18
46.117. 4. 36 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 18
50.87.144.145 |lhited States [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 18
84.111.41.43 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 18
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 16
37.26. 147. 254 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
197.119. 11. 197 |Ageria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 15
37.142.217.165 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 15
109. 64. 159. 223 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
2.54. 145. 68 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 14
151.80.31. 112 |ltay 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13
2.52.1.108 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13
79.178.213.121 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13

79. 183. 56. 58 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 12
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.15.217 |Israel 147.237.77.243|nobi l e. i df . i | Dstributed Unhaut hori zed URL Access on nobi | e.idf.il/sachar/index [B ock 135
79.179.101. 126 |lIsrael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Code B ock 135
] . - Unaut hori zed URL Access to
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il navy. i df . 1/ gi yus/ f or und asp/ show or um asp Bl ock 135
176. 13. 4. 140 I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock 60
46.120.129. 110 |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 45
85. 250. 197. 124 |lIsrael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 45
176.13. 0. 249 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 45
2.54.51. 190 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 45
’ . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
176.12.145. 3 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Code B ock 30
. . Unaut hori zed Met hod HEAD for
84.228.234. 173 |l srael 147.237.72.166 |aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx B ock 30
] . . Unknown Paraneter sorderby in
157.55.39. 106 |[lhited Sates [147.237.72.166|aka.idf .i| aka.i df .i1/ituri maspl di spl ayal | sol di ers. asp None 15
. . Unaut hori zed URL Access to
66.249. 65. 115  Israel 147.237.76.42 (refuah.idf.il 147. 237. 76. 42/ 994~ 9736- he/ r ef uah. aspx B ock 15
I11egal HITP \ersion
46.19. 85. 81 I srael 147.237.77.216|dover.idf . il _pk_i d. 20. 8af c=559af 9f 1f bdcb4ae. 1444737728. 4. 1446301436. 14 |B ock 15
46301436.; pk_ses. 20. 8af c=*
85. 250. 197. 124 | srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Code B ock 15
. . Unaut hori zed URL Access to
66.249. 67. 71 I srael 147.237.72.166 |aka. i df . i | 147. 237 72. 166/ si p. st or agel {1 es/ 4/ 59424 pf B ock 15
. . Unhaut hori zed URL Access to
109. 64. 54. 83 I srael 147.237.72. 156 |anan. i df . i | e Cidf i1/t tps: /v il B ock 15
79.182.71.216 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79.182. 71. 216 B ock 15
Russi an . . Unaut hori zed URL Access to
31.184.238.55 Federation 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ si p_st orage/ fi | es/ 1/ 1901. doc Bl ock 15
217.150.81.35 |Lebanon 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawidf.il/arr/http:/wewidf.il/arr/ B ock 15
66.249. 78.109 |l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 15
. . Unhaut hori zed URL Access to
66.249.65.118 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9740- he/ r ef uah. aspx Bl ock 15
46.19. 85. 81 I srael 147.237.77.216|dover.idf .l Mal formed URL __at uvs=5634cef bf 612c417000; B ock 15
77.125.78.203 | srael 147. 237.72. 166 |aka. i df . i | Paraneter Fead Qily Miolation in = . None 15
vy aka. i df . i |/ nai n/ sachar/regi strati onw zard/ regi st er. aspx
. . Unaut hori zed URL Access to
66.249.67.242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ yohal an/ ni n/ nai n. asp B ock 15
. . DO stributed Unaut hori zed URL Access on
109. 64. 54. 83 I srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i o i1/ B ock 15
79.182.101.81 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for wwu aka. i df . i|/mai n/ gi yus/ B ock 15
37.142.134.212 |[israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/https:/wanaka.idf.il/ |B ock 15
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . il D stributed Suspicious Response Code B ock 15
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/val tam B ock 15
. . Unknown HTTP Request Met hod 7C429%2CL9%CA3; in URL
46. 19. 85. 81 I srael 147.237.77. 216 |dover. i df .i | " at uvs=5634cef bf 612¢417000 B ock 15
89. 247. 105. 127 |Ger many 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Code B ock 15
77.237.154.221 |Czech Republic |147.237.77.235|sviva.idf.il Unaut hori zed URL Access to / B ock 15
Unaut hori zed URL Access to
66. 249. 75. 68 I srael 147.237.77.74 |lawidf.il wia nag. i df . i |/ tenpl at es/ t enpl at econtrol s/ news/ si p_storage/ files/ |B ock 15
6/ 1446. pdf /
. . D stributed Lhaut horized URL Access on
176. 228. 215. 129! srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i of i1/ B ock 15
-kosher-kravi .idf.i i
109. 160. 149. 222|i srael 147.237.0.16 |V Wnaut hori zed URL Access to . . B ock 15
| wan ny- kosher -kravi . i df.il/tenpl ates/| ogi n/1 ogi n. aspx
www. chanmat z. aka. i d i
66.249.65.26  |Israel 147.237.77. 226, Lhaut hori zed UR. Access to Bl ock 15
f.il wa chamat z. aka. i df . i |/1153-en/ hanaz. aspx
84.94. 165. 58 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx |B ock 15
37.187.157.108 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462-he/ atal . aspx |B ock 15
66.249.78.166 |l srael 147.237.77.216|dover.i df . il DO stributed Suspici ous Response CQode B ock 15
m ny- kosher - kravi . i i i
176.13. 4. 46 I'srael 147.237.0.17 "y llegal Paraneter Encoding rnd in . None 15
df.il mny- kosher - kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
. . D stributed Lhaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 15
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ctl 41 in
46.116. 38. 95 I 'srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / nai 0/ sachar/ paysl i ps. aspx None 15
93. 204. 236. 142 |Ger many 147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock 15
66. 249. 75. 76 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df.il/14-he B ock 15
185. 32.179. 122 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspici ous Response Gode B ock 15
109. 186. 68. 115 |Israel 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v idf.il/https:/waidf.il/ B ock 15
66.249. 65. 112 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 15
46.19. 85. 81 I srael 147.237.77.216|dover. i df .|l Abnornal |y Long Request request version B ock 15
; ] . D stributed Lhaut horized URL Access on
68.180.228.175 |Lhited Sates [147.237.76.42 |refuah.idf.il 147, 237, 76. 42/ robot s. tt B ock 15
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