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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action [Count|
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 6688
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3162
79.176. 159. 92 | srael 147.237.72. 166 aka.idf.il TP Scan (vertical) drop 2843
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 257
2.54.176. 132 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 55
46.19. 86. 103 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 32
85. 250. 152. 203 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
85. 64. 158. 215 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 29
2.54.19.150 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
79.181. 28. 247 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 16
176. 12. 149. 190 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 15
2.52.1.108 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
176. 12. 146. 235 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46. 19. 85. 32 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 10
46.19. 86. 150 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10
46. 120. 28. 83 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
149. 78.118. 135 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
84.228.176. 100 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
37.26. 149. 229 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
84.228.127. 90 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 7
37.26.146. 251 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
77.125.116. 192 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
46. 116. 185. 39 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
46.120. 213. 149 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
185. 32. 179. 116 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
80. 246. 139. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
5.28. 139. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
87.69. 30. 86 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
176. 12. 137. 105 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
85. 250. 12. 237 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84. 109. 69. 67 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
159. 253. 145. 183 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 5
93.173. 190. 74 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
24.85. 204. 138 Canada 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 13. 10. 115 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.19. 85. 155 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
79.183. 132. 216 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
66. 249. 67. 20 Lhited Sates 147.237.77. 170 naar achot . i df . i| | TP handshake viol ation, first packet not syn |drop 4
185. 32.179. 192 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
178. 166. 249. 110 Russi an Federation 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 12. 146. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.19. 86. 155 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
37.26.148. 135 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
84.111.111. 135 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
54. 244, 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
185. 32.179. 192 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
24.171.130. 104 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 3
109. 67. 61. 238 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
5.22.129.133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
84.110. 145. 190 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
46. 19. 85. 32 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 207
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 93
93.172.183. 188 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 77
85. 250. 152. 203 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 64
2.54.4.68 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 48
31.154. 168. 227 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 44
149. 88. 11. 64 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 40
62. 140. 137. 106 |Netherl ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 38
66.249.78.173 |Uited Sates |147. 237 77. 216 |dover icr.i1 | €M N9 Engine: TCP Invalid Invalid segnent retransmssion. drop 36
Ret r ansni ssi on Packet dr opped.
54.187.55.213 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 34
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 32
66.249.78.166 |United Sares |147.237. 77, 216 |dover.icr. i1 | @M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 30
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 28
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 26
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 26
82.145.220.19 |Europe 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 26
66.249.78.150 |Uited Sates |147. 237, 77. 216 |dover icr.i1 |2 €M N9 Engine: TGP Invalid Invalid segnent retransmssion. drop 22
Ret r ansni ssi on Packet dr opped.
100. 100. 103. 223 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 22
89.138.83.159 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 19
84.229.145.22 |Israel 147.237.72. 166 |akaicr. i1 | SAMNg Engine: TP Invalid Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
54.244.22.103 |lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 17
46. 19. 86. 103 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 16
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
82.81.28.108 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 15
168.235.195. 72 [lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 15
2.52.1.108 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
82.05.146.27  |Netherlands  |147. 237, 76. 200 |ei tan. aka i of . { o S2M NG Engi ne: TCP Invalid Invalid segnent retransmssion drop 14
Ret r ansm ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 14
223.176.159.62 |India 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 14
37.26.146.251 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
100. 100. 73. 227 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SYN drop 12
79.178.173. 207 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
2.54.158.121  |Israel 147, 237.77. 243 |robi e i o 11 |2 AT NG Engine: TP Invalid Invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dr opped.
100. 100. 82. 160 147.237.72. 156 lanan.idf.il  |drop First packet isn't SN drop 12
5.22.129. 133 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
100. 100. 24. 40 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop 12
217.197. 39. 28 gpij%ﬂ c 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 11
84.111.104. 129 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 11
46. 19. 85. 155 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 11
2.54.176. 132 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 11
66.249.78. 159 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 11
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 11
151.80.31. 112 |ltay 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 11
176.13.7.195 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
46. 120. 28. 83 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
66.249.93.192 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 10
37.241.239.195 |Saudi Arabia [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 10
2.54.19. 150 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
50.87.144.145 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 10
176. 13. 16. 45 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
82.95.146.27 |Netherl ands 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) Bl ock 2842
. . . Paraneter Type Mol ati on Qurrent Password in
79. 180. 229. 132 |I srael 147.237.77.243|nobi [ e.i df . i | nobi | e. i df i |/ sachar/ changepassvor d B ock 405
74.208.152.22 |thited Sates |147.237.72.166|aka.idf .il Ml tipl e Unaut hori zed URL Access from 74. 208. 152. 22 B ock 75
84.108. 240. 10 |1 srael 147. 237.76. 200 |ei tan. aka. i df .i | Too Many of the Same Response CGode (404) in Session from B ock 49
84.108. 240. 10
94.153. 10. 149 |Wkrai ne 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 94. 153. 10. 149 B ock 45
66.249. 67. 122 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 45
. . . Unaut hori zed URL Access to
82.95.146.27  |Netherl ands 147.237.76.200|ei tan. aka. i df . i | v i tan. aka. i o . i |/t enpl at es/ honepage/ honepage. aspx B ock 45
212.25.119. 193 |I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/aj ax/ updat est at us. php B ock 30
80.178.190. 35 |[lIsrael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to www i df . il/894-en/i df gdover. aspx B ock 30
. . . Unaut hori zed URL Access to
176. 12. 150. 221 [l srael 147.237.77.243|nobi [ e.i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 30
) . . Uhaut hori zed URL Access to
72.9.148.10  |United States  [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 30
212.25.119. 193 |I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP A tenpt B ock 30
79.183.38.202 |Israel 147. 237.72. 166 |aka. i df . i | Paraneter Fead iy Miolation in N None 15
waw aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx
. . S Uhtraceabl e Gonnection - Protocol violation
66. 249. 67. 232 |Israel 147.237.72. 166 [aka. i df . i | (SSL OONN LI ENT FELLO) None 15
157.55.39. 106 [Lhited Sates [147.237.72.166|aka.idf .il Unknown Paraneter docid in aka.idf.il/chinuch/fag/ default.asp None 15
83. 220. 53. 30 g;:::tr: on 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation SortOr in vwwidf.il/1283-en/ dover. aspx B ock 15
46.19. 85. 95 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 15
79.179.21.174 |Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 15
185.120. 126. 1 147.237.77. 216 |dover.i df . i | NLLL Character in Method B ock 15
. . Unaut hori zed URL Access to
66. 249. 79. 235 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st or age/ i | es/ 8/ 3208, pcf B ock 15
. . DO stributed Uhaut hori zed URL Access on
66.249.67.65 |lsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ i yus/ gener al . aspx Bl ock 15
74.208.152.22 |[thited Sates |147.237.72.166|aka.idf .i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 15
. . Uhaut hori zed URL Access to
176.12.143.9 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ si p_st or age/ i | es/ 3/ 1923, pef Bl ock 15
. . D stributed Unhaut hori zed LRL Access on
66. 249. 67. 234 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
83. 220. 53. 30 RF;Z:::I”I o 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation lang in waw i df . i 1/1283-en/ dover . aspx B ock 15
46.120. 49. 251 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/main/ sachar/ mas. aspx B ock 15
. . D stributed Uhaut hori zed URL Access on
79.179. 141. 229 |l srael 147.237.72. 166 |aka. i df . i | vowe aka i o i1/ htt ps: /ww aka. i of i1/ B ock 15
187.121.3.74 |mazil 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw idf.il/aman B ock 15
. . D stributed Unaut hori zed LRL Access on
66. 249. 79. 242 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st orage/ i | es/ 8/ 3208, pdf B ock 15
. . Unaut hori zed URL Access to
66.249.67. 71 I'srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ har edi ni gener al . aspx B ock 15
94.153. 10. 149 |krai ne 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 15
5.29.226.160 |[lsrael 147.237.77.216|dover. i df .i | SSL Uhtraceabl e Connection - (pen Mde None 15
. . Unaut hori zed URL Access to
79.176.222.59 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ appl e- t ouch- i con- pr econposed. png Bl ock 15
176.12.148.2 |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Qode B ock 15
66.249. 78. 128 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Suspi ci ous Response Code_Qust om Tenpor ary B ock 15
66. 249. 65. 139 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to waw navy. i df . il/navy/ aj axpage. aspx B ock 15
207.46.13.70 |lnited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 15
68. 42. 33. 110 Lhited Sates 147.237.77.216|dover.i df . il Untraceabl e SSL Sessi ons: (pen Mde None 15
94.153. 10. 149 |Wkrai ne 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to waw refua. atal .idf.il/xnrpc. php B ock 15
37.26.147.159 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 15
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
79.177.190. 209 |l sr ael 147.237.72. 166 aka. i df . i | wwy aka. i df . i |/ nmai n/ sachar/ pni asubm t t edsuccessf ul | y. aspx None 15
66.249.78.173 |Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df . il/1503-en/ dover . aspx. B ock 15
93. 172. 142. 250 [l srael 147.237.77.234|hal ag.i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/bul l et 1. gi f |B ock 15
66.249.67.13 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 15
Dstributed Paraneter Read Gy Mol ation
79.181.20.25 |[Israel 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 15
par anet er
. . Mil tiple Untraceabl e SSL Sessions from66. 249. 67. 232 (Protocol violation
66. 249. 67. 232 |l srael 147.237.72. 166 |aka. i df . i | (SSL OONN CLI ENT FELLO)) None 15
157.55.39.86 |lhited Sates [147.237.76.31 |nakchal .idf.il Unaut hor i zed URL Access to 147.237.76. 31/ B ock 15
83.220. 53. 30 gz:::; on 147.237.77. 216 |dover.i df . i | Paraneter Type Mol ati on PageNumin vwwy i df . i|/1283-en/ dover. aspx B ock 15
37.26.148.135 |[lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 15
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.177.190. 209 |l srael 147.237.72. 166 [aka. i df . i | vown aka. i df . i |/ mai v Sachar / vi ewpni of . aspx None 15
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