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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1438
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . i || TGP handshake vi ol ation, first packet not syn |drop 826
66. 249. 67. 32 Lhited Sates 147.237.77.170 naar achot . i df . i ||TAP handshake vi ol ation, first packet not syn|drop 479
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 125
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 68
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 61
37.142.68. 131 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 46
37.142.115. 19 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 39
81.218.234. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
31.154.91. 45 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
82. 166. 22. 58 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 23
176.13.7. 20 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
41.33. 231. 82 Egypt 147.237.77.216 dover.idf.il SYNHood full table dr op 19
149. 78. 191. 141 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 10
109. 66. 200. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
46.121. 118. 103 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
79. 182. 32. 246 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 7
87.112.137.72 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 7
79.179.177. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46. 19. 86. 193 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 6
188. 161. 50. 224 Pal estinian Territory, Qcupieq147.237.77.216 dover.idf.il SYNHood full table drop 6
176. 12.148. 201 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
109. 67. 124. 160 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
84.108. 56. 167 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.176. 179. 34 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
149. 88. 183. 205 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 6
79. 180. 201. 35 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
85. 64. 4. 181 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
81.218.234. 122 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
123. 103. 8. 179 Chi na 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 5
93.172. 63. 22 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.109. 1. 219 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 5
176. 228. 159. 63 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
94. 230. 86. 180 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
93.172. 157. 116 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4
84.111. 70. 62 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
80. 76. 173. 191 Cat ar 147.237.77.216 dover.idf.il SYNHood full table dr op 4
89. 168. 122. 141 Uni ted Ki ngdom 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 4
46.19. 85. 187 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.120.51. 211 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
37. 26. 149. 164 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4
79.182.130. 134 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.40.133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.13.0. 196 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 3
149. 78. 147. 160 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
185. 32.179. 143 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
84.228.70. 225 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
176. 106. 46. 74 Pal estinian Territory, Qcupieql47.237.77.216 dover.idf.il SYNHood full table drop 3
2.52.153. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
70. 126. 106. 13 Lhited Sates 147.237.77.216 dover.idf.il SWNHood full table dr op 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
94.102. 153. 58 Lhited Ki ngdom 147.237.77. 74 lawidf.il [3808 HITP. SQ Injection Variable Declaration Evasion B ock 20
74. 208. 66. 220 Lhited Sates 147.237.77.74 lawidf.il |3808 HITP. SQ Injection Variable Declaration Evasion B ock 3

23.99.3.151 Lhited Sates 147.237.77. 233 atal.idf.il|3808 HITP. SQ Injection Variabl e Declaration Evasi on B ock
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
89. 168. 122. 141 |Wnited Ki ngdom|147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 328
123.103.8.179 |China 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 162
149.78.154.69 |l srael 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 96
54.187.55.213 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 64
149. 78. 147. 160 |l srael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 59
46. 19. 85. 203 | srael 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 57
176. 13. 9. 226 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 55
80.187.106.50 |Ger many 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 50
2.52.143. 29 | srael 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 50
66.240.78.173 |Wited Sares  [147. 237. 77, 216 |aover i ar. i1 [T €2M NG Engi ne: TCP Invalid Invalid segnent retransmssion drop 50
Ret ransn ssi on Packet dr opped.
109. 64. 208. 153 |l srael 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 48
109.66.181. 1 | srael 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 45
79.178.135. 125 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 43
66.249.78,150 |Uited Sares  |147.237. 77, 216 |dover.ir. 1| | €M NG Engine: TP Invalid Invalid segnent retransmssion drop 40
Ret r ansn ssi on Packet dr opped.
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 38
37.142.115.19 [Israel 147.237.76.42 |refuah.idf.i|Bad TCP sequence o ;e”ansm't with different wndow) ooivor |36
66.240.78.166 |United Sates  |147. 237. 77. 216 |dover i ar. i1 |2 @M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 36
Ret ransm ssi on Packet dr opped.
185. 120. 126. 53 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 34
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 34
85. 64. 15. 195 | srael 147.237.77. 216 |dover.i of .i | [dr op Frst packet isn't SN drop 31
37.26.149.230 | srael 147, 237. 77, 243 |mbil e, i o | T €8M NG Engi ne: TCP I nval i d Invalid segnent retransmssion drop 30
Ret ransm ssi on Packet dr opped.
54.72.0.55 Irel and 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 30
100. 100. 83. 106 147.237.72. 166 |aka.idf.il [drop First packet isn't SWN drop 27
176. 214,79, 155 |USSIan 147.237.77. 216 |dover.i df .i1|dr op First packet isn't SIN drop 24
Federation
84.154.18. 59 Ger many 147.237.77. 216 |dover.i of .i | [dr op Frst packet isn't SN drop 24
46. 19. 86. 54 | srael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 24
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 24
37.142.115. 19 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 24
176. 228. 159. 63 |Israel 147, 237. 77, 243 |mbil e, i o | T €8M NG Engi ne: TCP I nval i d Invalid segnent retransmssion drop 22
Ret ransm ssi on Packet dr opped.
68.180.228. 112 |lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 21
87.106. 184. 160 |Cer many 147.237.77.233|atal .idf.il |dr op Frst packet isn't SN drop 20
223.227.248. 215]|Indi a 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 20
52. 16. 5. 197 Lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 20
80. 246.130. 65 |l srael 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SWN drop 20
151.80.31. 112 |ltay 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 20
212.179.90. 106 |l srael 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SN drop 19
74.208.66.220 |Whited Sates 147.237.77.74 |lawidf.il |dr op Frst packet isn't SN drop 19
100. 100. 78. 50 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 18
79.182.212.243 |lsrael 147.237.72. 166 |aka idf.il [drop First packet isn't SN drop 17
80. 246. 130. 136 |l srael 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 17
81.218.235.10 |lsrael 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 16
66.249.93.196 |lhited Sates 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SN drop 16
50. 87. 144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 16
85. 250. 64. 244 |l srael 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 15
46.121. 118. 103 |l srael 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SN drop 15
85. 64. 56. 159 | srael 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 15
41.102.239.58 |Ageria 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 15
66.249. 78. 166 |l srael 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SN drop 15
100. 100. 17. 109 147.237.72. 166 |aka.idf .il |dr op First packet isn't SN drop 14
93.95.201. 218 |Jordan 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 14
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry ‘Target Address |Site Sgnature Action ‘Count
176. 228. 159. 63 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 135
77.127.244.51 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.127.244.51 B ock 120
213.57.219.85 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 90
176.13.2.137 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 75
37.26.149. 230 |[lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 74
179. 43.138. 75 |Satzerland 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v | aw i df.il/tenpl at es/ honepage/ Bl ock 60
85. 64. 4. 181 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 57
31. 168. 200. 178 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 45
79.177.198.8 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 30
] . . Unaut hori zed URL Access to
72.9.148.10  |hited Sates |147.237.76.86 |navy.idf.il Vv navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 30
. . Unaut hori zed URL Access to
66.249.78.102 |Israel 147.237.77. 216 |dover . i df . il 147.237.77. 216/ 1133- 19748~ he/ i df gdover . aspx Bl ock 15
66. 249. 67. 132 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sites/resources/chi nuch B ock 15
93.172.63.22 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 93.172.63.22 B ock 15
46.120. 120. 176 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 15
203. 217. 130. 65 |Mil aysi a 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Gode B ock 15
66.249.69.89 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1407- he/ at al . aspx B ock 15
. . O stributed Whaut hori zed URL Access on
66.249.67.59 |Israel 147.237.72.166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 67. 145. 191 |l srael 147.237.72. 166 |aka. i df . i | wiw aka, i o . i |/ mai Y i yus/ t al pi ot questi onnai re. aspx None 15
37.142.115.19 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 15
66. 249. 78. 109 |[lIsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ styl e/ shar ed/ reset . css B ock 15
66. 249. 67. 143 |l srael 147.237.77. 170 |n@arachot . i df . i | |Uhauthorized URL Access to 147.237.77.170/ pdf /il es/ 2/ 107072. pdf  |H ock 15
93.172.63.22 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . il/main/ gi yus/ Bl ock 15
66.249.65.28 |[lIsrael 147.237.0.15  |kosher-kravi . i df . j|1authori zed WL Access to Bl ock 15
wwv kosher - kravi . i df .il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/
77.127.244.51 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df .il/mai n/ gi yus/ general . aspx |B ock 15
213.57.36.250 |Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 15
66.249.69.97 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1493- he/ at al . aspx B ock 15
. . DO stributed Whaut hori zed URL Access on
66.249.67.65 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ gener al . aspx B ock 15
151. 43.41. 227 |itay 147.237.77.216|dover. i df . i | D stributed Suspici ous Response CGode B ock 15
85.65.143.13 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 15
Unknown Par anet er
46. 116. 110. 245 |I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphiai n$TochenPl acetbl der $erai | Updat e$hi ddenUpdat eEna |None 15
il inwwaka. idf.il/nain/ giyus/fag. aspx
66. 249. 78. 247 |Israel 147.237.72. 156 [anan. i df . i | O stributed Whaut hori zed LR Access on list.ips.gov.il/ Bl ock 15
. ] O stributed Lhaut hori zed URL Access on
66. 249. 67. 242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
93.172. 142. 250 |I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shared/ bul | et 1. gi f B ock 15
66. 249. 67. 6 I srael 147.237.72. 166 |aka. i df . i | Xmuiufmh,?;' 21e3d LR Access to waw aka. idf.T1/sip_storagelfiles/6/x0®x |5 o\ 15
31.184. 238. 55 gj; :‘I”ion 147.237.77.170 |mmarachot . i df . i1 |Unauthori zed URL Access to 147.237.77.170/ pdf/fil es/ 6/ 106906. pdf  |B ock 15
79. 177. 190. 209 | srael 147.237.72. 166 |aka. i df . i | thknown Par aneter __VI EVETATEENCRYPTED i n None 15
vwwv aka. i df . i |/ mai n/ sachar/ request . aspx
66.249.78. 4 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/ B ock 15
. . DO stributed Uhauthorized URL Access on
66.249.67.71 |lIsrael 147.237.72.166 |aka. i df . i | 147. 237, 72. 166/ rai 1/ gi yus/ gener al . aspx B ock 15
151.80.31.112 |italy 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 15
87.69. 225. 127 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 15
46.116. 222. 152 |I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka.idf.il/https:/ww aka.idf.il/ B ock 15
’ - . Unhaut hori zed URL Access to
68. 180. 228. 59 |Uhited Sates 147.237.77.74 [lawidf. il wan | aw i df.il/tenpl at es/ general / yout u. be/ dsh2chgxxt O Bl ock 15
189.38.90.212 |Rrazl 147.237.72. 166 |aka. i df . i | MSQ Dnta Retrieval with Inplicit  Qonversion Erors None 15
. . Unhaut hori zed URL Access to
66. 249. 67. 247 |Israel 147.237.77. 170 |n@ar achot . i df . i | 147. 237.77. 170/ 71822- hel maar achot . aspx B ock 15
. . Unhaut hori zed URL Access to
66.249.67.13 |[Israel 147.237.72.166 |aka. i df . i | v aka. i df i 1/ consol e/ cor e/ doc. nur/ gener al . aspx B ock 15
105. 102. 31.23 |Ageria 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to wawidf.il/ar/login B ock 15
31.210.176. 40 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 15
66.249.78.59 |lIsrael 147. 237. 76. 147 [chi nuch. aka. i df . i ||Uhaut hori zed UR. Access to www chi nuch. aka. i df.il/404. htm B ock 15
66.249.67.77 |lIsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to 147.237.77. 216/ scri pt resour ce. axd B ock 15
157.55.39.83 |Lhited Sates |147.237.72.166|aka.idf.i | Unknown Paraneter docid in aka.idf.il/ituriniasp/ displ ayonesol dier.asp [None 15
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