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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
185. 26. 180. 126 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il[TGP handshake viol ation, first packet not syn [drop 5502
66. 249. 93. 196 Lhited Sates 147.237.77. 216 dover . i df . i || TGP handshake vi ol ation, first packet not syn |drop 208
0.0.0.0 147.237.77. 216 dover.idf.i|[SYNHood full table drop 199
54.72.0.55 Irel and 147.237.77.216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 35
46.19. 85. 114 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 25
46.19. 85. 76 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 20
185. 27. 105. 189 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 17
2.54.130. 122 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 13
79.178.136. 169 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 11
176.12. 148. 112 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 11
79.179. 48. 117 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 10
79. 180. 148. 167 | srael 147.237.77.216 dover.idf.i|]SINHood full table dr op 10
73.36. 122. 246 Lhited Sates 147.237.77.216 dover.idf.i|]SINHood full table dr op 10
84.228. 30. 130 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 8
5. 29. 58. 45 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
85. 64. 76. 61 | srael 147.237.77. 216 dover.idf.i|SYNHood full table drop 6
79.182. 21. 88 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
2.54.59.133 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
79. 183. 145. 28 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
79.178. 3. 217 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 5
2.54.43.219 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
176.13. 13. 83 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
2.54.43.219 | srael 147.237.77. 216 dover.idf.i|[SYN H ood out of context drop 4
84.108. 237. 180 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
85. 64. 198. 47 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
2.54. 34. 245 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 3
213.57.139. 98 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 3
188. 161. 5. 68 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il]SINHood full table drop 3
185. 32. 179. 250 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 3
37.8.25.196 Pal estinian Territory, Qrcupi ed|147.237.77.216 dover.idf.i|[SYNHood full table drop 3
84.109. 71. 62 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
66. 249. 78. 217 Lhited Sates 147.237.77. 216 dover.idf.il|]SINHood full table drop 2
89. 168. 122. 141 Uni t ed Ki ngdom 147.237.77.216 dover.idf.i|[SYNHood full table drop 2
79.182. 175. 88 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
66. 249. 93. 192 Lhited Sates 147.237.77. 216 dover. i df.il| TGP handshake vi ol ation, first packet not syn |drop 2
105. 196. 9. 155 Egypt 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn |[drop 2
0.0.0.0 147.237.77. 216 dover.idf.il|[HTTP Page H ood Attack drop 2
79.114. 143. 58 Ronani a 147.237.77. 216 dover.idf.il|]SINHood full table drop 2
198. 58. 102. 117 Lhited Sates 147.237.77.216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 2
46. 19. 85. 187 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
176.92.181. 160 G eece 147.237. 76. 86 navy.idf.il |Block Wdp Al _Nets drop 2
2.54.47. 64 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
185. 120. 126. 39 147.237.77.216 dover.idf.i|]SINHood full table dr op 2
2.54.47. 64 | srael 147.237.77. 216 dover. i df . i || TGP handshake vi ol ation, first packet not syn |drop 1
77.125.10. 78 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 1
52.16. 5.197 Lhited Sates 147.237.77.216 dover. i df.il| TGP handshake vi ol ation, first packet not syn |drop 1
176.12.148. 112 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 1
31.154. 170. 82 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 1
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.i || TGP handshake viol ation, first packet not syn |[drop 1
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover. i df . i || TGP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |S gnature Devi ce Action |Oount |
87.106. 184. 160  |Ger many 147.237.77.233 |atal .idf.il 3808 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 20
74. 208. 66. 220 Lhited Sates 147.237.77. 74 lawidf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock

79.178.192. 29 | srael 147.237.77.170 |nm@arachot.idf.il |Cl000004: HTTP. options nethod (M crosoft) B ock
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
185. 26. 180. 126 |Uhited Ki ngdom 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9987
79.182.3.176 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 190
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 127
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 118
66.249.93.196 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 110
46. 185. 143. 198 |Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 84
197.164. 40. 229 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 76
110. 171. 63. 190 (Thailand 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 69
105.196.9. 155  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 62
77.42.177. 65 Lebanon 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 57
66.249.93.192 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 54
31.154.91. 234 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 50
137.135.176. 175|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 45
2.52.184. 109 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 45
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 41
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 39
185. 27. 105. 189 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 36
176.13.9.181 [ srael 147.237.77. 243 |mvit i1 | S3M NG Engine: TQP Invalid linvalid segnent retransnissi on drop 34
Ret r ansni ssi on Packet dr opped.
31.54.141.196 |United K ngdom 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 32
2.54.134.53 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
41.102.239.58 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 31
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
79. 179. 25. 45 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
46. 19. 85. 76 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 28
37.8.25.196 glcisgiig;a” Territoryly 47 237.77. 216 |dover. i . i1 drop Frst packet isn't SIN drop 28
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
109. 66. 64. 142  |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 27
37.26.148.211 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
66.249.78.159 |Uhited Sates 147. 237. 77. 216 |dover.i df . i Stream ng Engl ne: TGP Invalid |invalid segnent retransnissi on. drop 26
Ret r ansm ssi on Packet dr opped.
79.182.212. 243 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 25
2.54.47. 64 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
100. 100. 75. 131 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 25
79.183.145.28 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
89. 168. 122. 141 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
82.173. 140. 195 |Net herl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
66.249.78.173 |[Uited Sates 147. 237.77. 216 |dover. i df . i Streamng Engi ne: TCP Inval id |imvalid segnent retransnissi on drop 20
Ret r ansni ssi on Packet dr opped.
66.249.78.166 |Lnited Qates 147. 237 77. 216 |dover. 111 | SAm g Engine: TP Inval id fimvalid segnent retransnission. |, o, 18
Ret r ansni ssi on Packet dr opped.
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
46. 19. 85. 187 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
151.80.31. 112 |itay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
191. 33. 65. 42 Brazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
2.52.185.160  |Israel 147237, 72. 167 |i shur i maka. i o || S NG Engine: TCP Invalid Jimvalid segrent retransmssion. | op 15
Ret r ansni ssi on Packet dr opped.
77.125.10.78 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
37.26.146. 134 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
149.88.229.11 |lIsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
79.182.32.164 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149.88.90. 110 |israel 147.237.76.200|ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from B ock 2205
149, 88. 90. 110
95. 175. 35. 73 I srael 147.237.77.74 |lawidf.il Mil tipl e Unauthorized URL Access from95. 175. 35. 73 B ock 1294
176.13. 9. 181 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 135
. ; Uhaut hori zed URL Access to
213.57.161.22 |[Israel 147.237.77. 170 |maar achot . i df . i | mar achot . i df i 1/ pdf/ i es/ 4/ 112074, pof B ock 75
: . . Uhaut hori zed URL Access to
72.9.148.10 Uited Sates |147.237.76.86 |navy. | df.il waw navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock 30
66.249.78.159 |[lIsrael 147.237.77.216|dover . i df . i | Mil tipl e Lhauthorized URL Access from 66.249. 78. 159 B ock 30
2.54.49.21 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 30
213.57.161.22 |[Israel 147.237.77. 170 |naar achot . i df . i | Mil tipl e Unauthorized URL Access from 213.57. 161. 22 B ock 30
Kor ea, . .
180. 150. 227. 246 Republ i ¢ of 147.237.77.216|dover . i df . i | PHP At t enpt B ock 30
66.249.78.166 [Israel 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 30
180. 150. 227. 246 g;ﬁaic o  |147.237.77.216|dover i df il Unaut hori zed URL Access to waw i df . il/wp-1 ogin. php Bl ock 30
213.57.219.85 |Israel 147.237.77. 243 |nobi | e.i df . i | D stributed Suspicious Response Code B ock 30
. . Uhaut hori zed URL Access to
217.132.54.110 |Israel 147.237.77. 216 |dover. i df . il 147. 237. 77. 216/ 1133- 20477- he/ dover . aspx B ock 15
66. 249. 75. 70 I srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 234 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf o um asp B ock 15
109. 186. 167. 74 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 15
DOstributed Paraneter Read Qnly Mol ation
79.177.200. 221 |lsrael 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai re. aspx  |None 15
par anet er
. . . Unaut hori zed Met hod PCST for
212.235. 80. 213 |Israel 147.237.76. 147 |chi nuch. aka. i df . i | vaw chi nuch. aka. i df . | / 900- he/ chi nuch. aspx None 15
66.249.78.187 |[lIsrael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 15
: . . Uhknown Paraneter docid in
157. 55. 39. 50 Uhited Sates |147.237.72.166aka. i df.i | aka.i of i1 /i turi ndasp/ di spl ayonesol di er. asp None 15
66. 249. 69. 97 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1241-he/ at al . aspx B ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ mai n/ gi yus/ mai | box. aspx Bl ock 15
. m ny- kosher - kravi . i _
74.82.47.3 Lhited Sates |147.237.0.17 df il Uhaut hori zed URL Access to 147.237.0. 17/ Bl ock 15
176. 228. 5. 58 I srael 147.237.72. 166 |aka. i df . i | Too Many 403: Response Code per Session B ock 15
110. 33.103. 103 |Australia 147.237.77.216|dover.idf . il Uhaut hori zed LRL Access to wawidf.il./ B ock 15
. . Uhaut hori zed URL Access to
66.249.67.242 [Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp B ock 15
79.181.36.128 |[Israel 147.237.77.243|mobi | e. i df . i | O stributed Suspicious Response Code B ock 15
. . O stributed Whaut hori zed URL Access on
66.249.79. 228 |Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storage/ fi | es/ 3/ 1923, pdf B ock 15
157.55.39. 160 [Lhited Sates |147.237.77. 176 |nat pash. i df. il Unaut hori zed URL Access to 147.237.77.176/ B ock 15
. . Uhaut hori zed URL Access to
66.249. 74. 96 I srael 147.237.77. 176 |mat pash. i df . i | vuww cogat i df i | /engl | shi pages/ def aul t . aspx Bl ock 15
: . D stributed Unaut hori zed URL Access on
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 15
93.173.12. 28 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTI ONS for wan aka. i df.il/ B ock 15
Ostributed Paraneter Read Qnly Mol ation
79.176.12.233 |[Israel 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai re. aspx  |None 15
par anet er
66.249.78.166 |lIsrael 147.237.77.216|dover . i df . i | D stributed Suspicious Response Code B ock 15
119.139.137.0 |China 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to waw i df.il/w ndow | ocati on. href B ock 15
. . O stributed Whaut hori zed URL Access on
66. 249. 67.250 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
79.182.19.135 |Israel 147.237.76.86 |navy.idf.il Ml tiple Unauthorized URL Access from 79.182.19. 135 B ock 15
. . O stributed Unaut hori zed URL Access on
46.121.72.252 |Israel 147.237.77.233|atal .idf . il 147, 237, 77. 233/ 1406- hel at al . aspx B ock 15
. . Uhaut hori zed URL Access to
66.249.79.235 |Israel 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 8929- he/ r ef uah. aspx B ock 15
176.13.1. 88 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 15
66. 249. 75. 54 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 15
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249, 67. 122 B ock 15
79.176.222.59 [Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 15
66. 249. 69. 81 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1411-he/ at al . aspx B ock 15
. . Uhaut hori zed URL Access to
79.182.19.135 [Israel 147.237.76.86 |navy.idf.il v navy. i df i 1/ resour cel userf ol | ow esour ce/ cr eat e/ Bl ock 15
66.249. 65. 132  [Israel 147.237.76.86 [navy.idf.il Paraneter Type Mol ation catld in ww navy.idf.il/navy/articles.aspx [B ock 15
. . Uhaut hori zed URL Access to
66.249.79.242 |[israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ i p._st or age/ fi | es/ 3/ 1923, pef B ock 15
. . Unhaut hori zed URL Access to
66. 249.75. 60 I srael 147.237.77.74 |lawidf. il wan nag. i df . i 1/t enpl at es/ shar ed/ user cont r ol s/ | obbyi nf ocent eri t ent Bl ock 15
176.13.4. 20 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 15
. . Uhaut hori zed URL Access to
66.249.67.134 |[Israel 147.237.77. 170 |n@ar achot . i df . i | 147. 237.77. 1701 pdf /1 | es/ 4/ 106324. pdf Bl ock 15
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