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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Target

Address

‘Site

‘Signature

66. 249. 67. 34 Lited Sates 147.237.77. 170 naar achot . i df .| I;]: handshake violation, first packet mot |, 336
105. 157. 145, 239 Nbr occo 147.237.77. 216 dover. i df il ;C/]; handshake violation, first packet mot |, 273
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 169
54.72.73. 168 I'rel and 147.237.77.216  |dover.idf. il :;J; handshake violation, first packet mot |, ., 77
217. 66. 254. 148 Palest_l nian Territory, 147 237. 77. 216 dover.idf.il TCP handshake vi ol ation, first packet not drop a1
Qccupi ed syn

87.68. 35. 15 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 34
109. 67. 185. 219 I'sral 147.237.77.216  |dover.idf.il l;f handshake viol ation, first packet mot |, 34
52.16.5. 197 Lhited Sates 147. 237.77. 216 dover.idf.il ;C/]; handshake viol ation, first packet not | 31
77.125.82. 25 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
79.178.111.91 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
79. 180. 99. 170 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 28
89. 139. 4. 192 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
24.13. 45. 210 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 16
109. 65. 189. 187 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
2.54.16. 12 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 12
93.172.86.181 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
46. 120. 169. 127 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46.19. 86. 118 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
217. 66. 254. 148 gcis;i'géa” Territory, 147.237.77.216  |dover.idf.il SN Hood ful table drop 9
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.i|B ock Udp All Nets drop 9
62. 219. 154. 229 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
176. 13. 18. 158 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
85. 64. 124. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
109. 67. 13. 155 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
128.139.197. 119 | srael 147.237.76. 42 refuah.idf.il B ock_Udp All _Nets drop 6
46. 120. 41. 23 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
84.111. 163. 105 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
77.126.164. 51 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.180. 120. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
64.233.172.170 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
79.182.171. 171 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
77.125.79. 206 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
82.102. 231. 213 (';ajcis;i'g&a” Territory, 147.237.77.216  |dover.idf.il SNFHood full table drop 5
149. 88. 70. 81 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 64. 128. 115 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
2.52.30.157 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.117.121. 48 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
93.172. 86. 181 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
79.178.122. 208 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.138.130 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
5. 82. 156. 21 Saudi Arabia 147.237.77.216 dover.idf.il SYNHood full table drop 4
2.54.17.235 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
134. 147. 203. 115 Ger many 147. 237.76. 34 yohalan.idf.il |Bl ock Wp Al Nets drop 4
46. 19. 85. 220 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 13. 22. 55 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 23. 144 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 19. 86. 124 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
151. 42. 72. 24 Italy 147. 237.77. 216 dover.idf.il ;?; handshake viol ation, first packet not | 3
109. 186. 129. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature
105. 157. 145. 239|Mor occo 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3977
5.82.87.12 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 186
65. 49. 68. 182 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 127
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 92
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 85
2.52.55. 195 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 77
5.82.156. 21 Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 61
109. 67. 185. 219 |(Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 57
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 53
128. 78. 78. 156  |France 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 44
46. 19. 85. 78 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 36
84.111. 163. 105 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 32
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 29
85.64.115.245 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 26
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25
151. 42.72. 24 Italy 147.237.77. 216 |dover.idf.il |drop First packet ism't SN drop 24
24.13. 45. 210 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 21
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 20
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 20
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 19
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 18
149. 78. 56. 32 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
93.172. 86.181 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18
108.59.253.71 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 17
121.98.142.99 |New Zeal and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
78.95. 86. 191 Ronani a 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 14
85.64. 120. 250 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 13
100. 100. 23. 4 147.237.72. 166 |aka.i df .il drop Frst packet isn't SN drop 13
217. 66. 254, 148 ga:lcis;ii:;a” Territory. 1147, 237. 77. 216 |dover. i df.il  |dr op First packet isn't SN dr op 13
66.249. 84.167 |Uited Qates 147. 23777, 216 |dover i i1 | €M NG Engine: TP Invalid imvalid segnent retransmssion. |, 12
Ret r ansn ssi on Packet dr opped.
109. 66. 7. 33 I'srael 147.237.72. 166 |aka icr. i1 | 3MNG Engine: TP Invalid finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
66.249. 84.166 |United Sates 147. 23777, 216 |dover i i1 | €3M NG Engine: TP Invalid invalid segnent retransmssion. |, 12
Ret r ansn ssi on Packet dr opped.
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df . i l{dr op First packet isn't SYN drop 12
151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 11
198.58.103.92 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 11
109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
100. 100. 57. 151 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 10
79.183.2.178 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
84.18. 64. 180 Jordan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
109. 65. 189. 187 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 9
109. 65. 202. 175 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
5. 102. 254. 231 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
46. 19. 85. 63 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 9
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
207.46.13.130 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
105. 157. 145. 239|Mor occo 147.237.77.216|dover. i df . i | Post Request - Mssing Content Type from 105. 157. 145. 239 Bl ock 288
208.115.113.88 |lhited Sates |[147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/giyus/foruniasp/ showf orum asp B ock 120
66.249.78.173 |Israel 147.237.77. 216 |dover . i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 173 B ock 60
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 Bl ock 45
72.9.148.10  |Uited Sates [147.237.76.86 |navy.idf.il muags;' B e navy. aspx. aspx B ock 30
66.249. 78.159 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 30
213.57.252. 211 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to ww aka.idf.il/mai n-sachar Bl ock 30
94. 159. 246. 147 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 30
66.249. 78.166 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 30
178. 255. 215. 87 |France 147.237.77.216|dover . i df . i | Mil ti pl e Uhaut hori zed URL Access from 178. 255. 215. 87 Bl ock 15
66.249. 67.234 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 15
66.249. 67.6 I srael 147.237.72. 166 |aka. i df . i | Ml tiple Unaut horized URL Access from 66.249. 67. 6 B ock 15
93. 104. 215. 152 |Ger nany 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua.atal.idf.il/blog/ w-admn/ Bl ock 15
66.249.78.102  Israel 147.237.77. 216 |dover . i df .i | e e e e/ adover . aspx Bl ock 15
213.57.251.96 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from213.57. 251. 96 Bl ock 15
66.249.67.71  |Israel 147. 237.72. 166 |aka. i df . i | i;t r2i3l;‘ft7e;’ 1%257“;;0;; gzie)?u:geﬁgfzf.saggx Bl ock 15
109. 65. 207. 148 |l srael 147. 237.72. 166 |aka. i df . i | Zjdrwar:;: ' ?f"‘?l /O;'a‘( n\f;i' ;fl';”m y'urr‘] /i yunpr ocessauest i onnai . aspx None 15
89.138.245.71 |Israel 147.237.72. 166 |aka. i df . i | m;;(sult j?. Ilﬂ""r‘:;h;’/! :f:arﬁn ;e‘;ciensesd on Bl ock 15
37.142.68. 8 I stael 147.237.72. 166 |aka. i df . i | m";’rg iﬁr'?ﬁtn:i nﬁ?ﬁz?g;f:ulltn asix None 15
66.249.78.173 |[Israel 147.237.77. 216 |dover . i df .i | D stributed Suspicious Response Code B ock 15
178.255. 215. 87 |France 147.237.77. 216 |dover. i df . i ot 1111155, 17763 hel kkkkkkk=17a07365kkkkkkk_17a07365 |2 %K s
66.249. 67.247 |lsrael 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to 147.237.77.170/ pdf/files/8/112198. pdf  |B ock 15
66. 249. 67. 6 I srael 147.237.72. 166 |aka. i df . i | m”;lt';rii jfe_di Iﬁ n':ﬁsrztfa(r’m J qener al . aspx Bl ock 15
93.157.100. 74 |Pol and 147.237.76. 42 |refuah.idf.il Unaut hori zed LRL Access to refua. atal.idf.il/wp/ wp-adnin/ Bl ock 15
74.82.47.2 Lhited Sates [147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 15
109. 66. 7. 33 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
66.249. 67.122 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 15
89.139. 16.233 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka.idf.il/https:/ww aka.idf.il/ B ock 15
46.117.98. 24 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docld... in ww aka.idf.il/nain/ giyus/general.aspx [None 15
66. 249. 69. 92 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww | aw i df.il/14-5512-he Bl ock 15
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df . i/ 1149- he/ chi nuch. aspx B ock 15
93.173. 8. 214 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
79.176.222.59 |lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ favi con. i co B ock 15
220.181.108.80 |Chi na 147.237.76.86 |navy.idf.il muag\?;.iizdic“iﬁi ';‘:gf(‘:‘fagt; {11 s/ 3 si 263380/ 1613, pg Bl ock 15
141.212.121. 192|thited Sates [147.237.77. 176 [nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock 15
66.249.67.122 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/val tam B ock 15
89.139.171.165 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wan aka.idf.il/gius B ock 15
52.7.48.171 Lhited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/wp-adnin/ B ock 15
68.64.169.226 |uited Sates |147.237.77.233|atal .idf.il Unaut hori zed HTTP Met hod B ock 15
212.235.80. 213 |Israel 147.237.72. 166 |aka. i df . i | ;P;'Wa'afﬁ m@??/ﬂinlﬁhg';;gr”al;gefamt_asp None 15
66. 249. 69. 97 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1406- he/ at al . aspx B ock 15
66.249.67.59  |Israel 147. 237.72. 166 |aka. i df . i | i;t r2i3l;‘ft7e;’ 1%257“;;0;; gzie)?u:geﬁgfzf.saggx Bl ock 15
79.181.61.140 | srael 147. 237.72. 166 |aka. i df . i | \?w;;;(guf g}f’. ltf"/""r‘:;hr?/ré ;:ﬁarﬁn cfecfciensesd on B ock 15
141.212.121. 192|thited Sates [147.237.77.234|hal ag. i df.i | Unaut hori zed URL Access to 147.237.77.234/ B ock 15
66.249.67.134 |Israel 147.237. 7. 170 |nmar achot . i df i1 [;hatNorized SR Aosess to aspx Bl ock 15
89. 238. 188. 119 Ei“ir]tgegom 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/ol d/wp-adnin/ B ock 15
66.249. 65.251 [Israel 147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to v navy. i df . il/navy/links. aspx B ock 15
68.64.169.226 |nited Sates |147.237.77.233|atal.idf.il Unaut hori zed URL Access to 147.237.77. 233/ B ock 15
66.249.78.59  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i mrc'hlb:hiﬂ ;’(2“} z?”l szioﬁtﬁfcess on Bl ock 15
213.57.251.96 |Israel 147. 237.72. 166 |aka. i df . i | Iolulr?:geas]/ i?“a;exdjng‘;zcet/zzga”ckﬁ f/ i 1V kapat 2/ res B ock 15
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