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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 67. 20 Lhited Sates 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 904
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka idf.il TCP handshake viol ation, first packet not syn |drop 262
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 215
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 193
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 101
84.111. 139. 65 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 39
79.177.216. 31 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
31.154.91. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 28
84.228.110. 76 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 28
2.52.4.242 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 25
37.142.68. 112 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
5.29.187.3 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
2.54.14. 251 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
37.26.147. 134 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 19
79.183.101.172 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
79. 180. 132. 109 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
82.81.16.174 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
79.176. 150. 148 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
5.29.152. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
85. 64. 158. 215 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
84.108. 244. 219 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6

5. 102. 254. 195 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
79.183.101.172 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
176. 13. 14. 152 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
109. 67. 181. 63 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54. 35. 140 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
185. 32. 179. 78 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.183.101.172 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 5
79.180. 132. 109 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
176. 13. 15. 154 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
79.183. 3. 238 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19.85.9 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
2.54.14. 251 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
2.52.4.242 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
37.142. 204. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 160. 235. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
212.199. 76. 58 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.179. 164. 180 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
87.69. 102. 183 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 86. 229 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
176. 13. 14. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 67. 117. 221 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
149. 78. 254. 34 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
149. 88. 194. 110 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
87.68. 40. 72 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.138. 187 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
109. 67. 43. 101 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
79.180. 212. 159 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79. 182. 96. 242 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
93.172.11. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgna1ure |Devi ce Action |Oount |

79.181.179.111 |Israel 147.237.77.226 |waw chanat z. aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 9
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
Sreamng Engine: TCP Invalid i i ssi

79.183.15.19  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 444
Ret ransm ssi on Packet dr opped.

98.201.70.129 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 91

41.251.170.191 |Morocco 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 78

213.175.183. 170|Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 34

37.140. 188. 78 RJSf;:I”i on 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SIN drop 32

79.176. 39. 83 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 30

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 28

100. 100. 118. 248 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SYN drop 26

46.19.86.98  |Israel 147.237.76.42 |refuah.idf.il [Bad TCP sequence S retransmt with different monitor  [25

w ndow scal e

100. 100. 78. 20 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 23

100. 100. 78. 20 147.237.76.42 |refuah.idf.il |dr op First packet isn't SN drop 23
Sreamng Engine: TCP Invalid i i ssi

89.139.162.52 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransnission. drop 20
Ret r ansn ssi on Packet dr opped.

100. 100. 121. 113 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 19
Sreaming Engine: TCP Invalid i i ssi

66.249.78.173 |United Sates  |147. 237. 77. 216 |dover. i df .i 9 =g Inval i d segnent retransnission drop 18
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TQP Invalid i i ssi

84.109. 68.154 |l srael 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. drop 16
Ret ransm ssi on Packet dr opped.

79.181.179.111 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 16
Sreamng Engine: TCP Invalid i i ssi

79.181.179. 111 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 15
Ret r ansm ssi on Packet dr opped.

s SN retransnmit wth different

46. 19. 86. 98 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Vi ndow scal e alert 15

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
Sreamng Engine: TCP Invalid i i ssi

66.249.78.159 |hited Sates  |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 14
Ret ransm ssi on Packet dr opped.

31.154.91. 26 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14

79.183.101. 172 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13

2.54.8.171 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12

5.29.187.3 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
Sreamng Engine: TCP Invalid i i ssi

2.54.158.121  |Israel 147.237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.

100. 100. 47. 94 147.237.72. 156 |anan. i df .i | drop Frst packet isn't SYN drop 12

100. 100. 91. 241 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
Sreamng Engine: TCP Invalid i i ssi

46.117. 8. 62 I'srael 147.237.77. 243 |nobi L e. i o . | 9 g Invalid segment retransmssi on. drop 10
Ret ransm ssi on Packet dr opped.

82. 80. 79. 41 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9

84.111.139.65 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9

147. 236. 34. 243 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9

37.142.68.112 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9

109. 67.181. 63 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9

79.177.166. 164 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9

109. 160. 235. 44 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9

52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9

109. 67.117. 221 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

37.19.116. 3 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

109. 200. 30. 154 |Uni ted Ki ngdom|147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8

79.176. 150. 148 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7

85. 64. 195. 157 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7

2.52.170.72 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
Sreamng Engine: TCP Invalid i i ssi

66.249.78.166 |lited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.

79.183.28.115 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i ssi

66.249.67.65 |nited Sates  |147.237.77.216 |dover.idf.il 9 =g Invalid segment retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.

87.69. 124. 204 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop

100. 100. 60. 252 147.237.77. 243 |mobi | e.idf.il |drop First packet isn't SYN drop
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address |Site

Sgnature

Devi ce

‘Count

waw chi nuch. aka. i df.il/404. htm

Country Action
89.139.162.52 | srael 147.237.76.200 |ei tan. aka. i df .i | Too Many of Lhe Sane Response Code (404) in Session from Bock  [720
89. 139. 162. 52
79.183.15. 19 I srael 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) Bl ock 570
5. 28. 146. 137 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from5. 28.146.137  [B ock 105
46.117.8.62 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 60
84.109.68. 154 |[Israel 147.237.77.243|nobi [ e. i df . i | O stributed Suspicious Response Code Bl ock 60
217.132.222. 131l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/main/sachar/undefined |B ock 30
87.69.167.164 |lIsrael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed UR. Access to nobil e.idf.il/sachar/index B ock 30
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
5.28.146. 137 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df .il/mai n/ sachar/ B ock 30
] . . . D stributed Uhaut hori zed URL Access on
40.77. 167. 44 Lhited Sates |147.237.76. 147 |chi nuch. aka.idf.il e chi nuch. aka, i df i | /404, ht m B ock 30
m ny- kosher - kravi . i _ '
46. 116. 190. 74 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from46.116. 190. 74 None 15
87.68.21.133 I srael 147.237.72. 166 |aka. i df . i | Abnormal |y Long Request ret hod B ock 15
. . D stributed Unaut hori zed URL Access on
5.102.254.209 |Israel 147.237.72. 166 |aka. i df . i | vwe aka i o i1/ htt ps: /ww aka. i f i1/ B ock 15
207.46.13.155 [lLited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 15
77.125.141. 250 |l srael 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to www i df.il/anan B ock 15
66.249.78.173 |l srael 147.237.77. 216 |dover . i df . i | O stributed Suspicious Response Qode B ock 15
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
176. 12. 145. 119 [Israel 147.237.72. 166 |aka. i df . i | waw aka. i df . i | / mai v sachar/ mai | box. aspx None 15
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 59 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
46.19.85. 71 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mde None 15
: . . Unaut hori zed URL Access to
199. 16. 156. 124 |Uited Sates [147.237.77.216|dover.idf.il v i i1/ p storagel i1 es/ 9/ si e220x0/ 17329 | pg B ock 15
68.180.228.112 |Wited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 15
151.80.31.112 |italy 147.237.77. 216 |dover . i df . i | DO stributed Suspici ous Response Qode B ock 15
66.249.78. 4 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 15
87.68.21.133  |Israel 147.237.72. 166 |aka. i df . i | tnknown HTTP Request Method undefined in LRL Bock  [15
ww aka. i df . i1/ mai n/ gi yus/ api / api / answer s
. . Unaut hori zed Met hod PCST for
77.125.154.23 [Israel 147.237.72. 166 [aka. i df . i | vaw aka. i df i |/ nai n/ sachar / about . aspx B ock 15
37.230. 221. 40 RJSIS:;”im 147.237.72. 166 |aka. i df . i | Mal for med URL mai n/ hone/ def aul t . aspx B ock 15
66.249.78.173 |[Israel 147.237.77.216|dover.idf .i | Ml tipl e Unaut horized URL Access from 66. 249. 78. 173 B ock 15
176.13.18.173 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 15
. . Unaut hori zed URL Access to
93.172.142. 250 |lsrael 147.237.77.234|hal ag. i df.il 147. 237. 77. 234/ i nages/ shar e/ bul | et 1. gi f Bl ock 15
. . Unaut hori zed URL Access to
66. 249. 67. 71 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 15
. . O stributed Uhaut hori zed URL Access on
79.183. 54, 82 I srael 147.237.72. 166 [aka. i df . i | v aka i o i1/ htt ps: /ww aka. i f i1/ B ock 15
. . D stributed Unaut hori zed URL Access on
46.19. 86. 98 | srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42 styl ef shar ed/ r eset . css B ock 15
5.28.129.132 I 'srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  [B ock 15
: . . Unaut hori zed URL Access to
199. 16. 156. 125 |Uited Sates [147.237.77.216|dover.idf.il v i i1/ p storagel i1 es/ 4/ si e220x0/ 17344, | pg B ock 15
68.180.228. 112 |lhited Sates |[147.237.77.216(|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1379- he/ dover. aspx |B ock 15
66. 249. 78. 27 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ B ock 15
157.55.39. 122 |lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 15
79.178.116. 232 | srael 147.237.72. 166 |aka. i df . i | thaut hor | zed Method POST for Bock  [15
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
37.230. 221. 40 RJSf;:I”i on 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 37.230. 221. 40 B ock 15
66.249.79.228 |lsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/ styl e/ 1. he/ | angstyl e. css |B ock 15
. . . Unaut hori zed URL Access to
180. 76. 15. 163 |Chi na 147.237.76.42 |refuah.idf.il ww refua. atal i df i1/ shared/ cl i ent scri pts/ medi agal | ery/ {1} B ock 15
Ostributed Paraneter Read Qnly Mol ation
93.172.150. 227 |[Israel 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ i yun/ mi yunpr ocessquest i onnai r e. aspx None 15
par anet er
66.249. 67.251 |lsrael 147.237.72. 166 |aka. i df . i | Lhknown Par aret er 5cf 35968 in aka.idf.il/news/ None 15
46. 19. 86. 229 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136- he/ at al . aspx B ock 15
66. 249. 78. 34 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt Bl ock 15
Unaut hori zed URL Access to
173.252.81.116 |lLhited Sates [147.237.77.170 |nmmarachot.idf.il maar achot . i df . i |/ pdf/fil es/ 6/ 112536. pdf &ved=0cbkqf j aaahukew 1g6x |B ock 15
z6er i ahugvr gkhvy7abi &usg=af gj cnf f mwdi bxqgf zj gb_0- | wusvxyh9ng
46.121. 214. 103 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 15
89. 139. 5. 120 I srael 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed URL Access on wawn aka. i df .il/mai n/ B ock 15
79.181.122.17 [israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 15
40.77.167.0 Wited Sates |147.237.76. 147 |chi nuch. aka. i df .|  |D St'ibuted thauthorized LR Access on Bock |15
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