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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 67. 20 Lhited Sates 147.237.77.170 naarachot . i df .i| TCP handshake viol ation, first packet not syn |drop 1129
66. 249. 67. 34 Lhited Sates 147.237.77. 170 naar achot . i df .i | TCP handshake vi ol ation, first packet not syn |drop 536
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 213
37.142. 68. 55 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 33
46. 120. 43. 143 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
46. 19. 86. 47 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
85. 65. 61. 108 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
93.173. 47. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 18
85. 64. 11. 237 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
79.176. 39. 83 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 12
5.29.50.135 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
5.22.130. 109 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
185. 32. 179. 245 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
80. 178. 28. 249 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 6
79. 180. 189. 29 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46. 19. 86. 117 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
5.102. 254. 135 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
79.178.119. 4 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
80. 230. 87. 234 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 5
89. 138. 204. 42 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
80. 246. 136. 56 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
109. 67. 61. 238 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
46.117. 8. 62 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
77.127.174. 148 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
85. 65. 47. 30 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
46.19. 85. 143 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.177.135. 185 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.60. 104 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
78. 229. 100. 85 France 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 13. 17. 54 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
37.142.68.112 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
82.176.14. 143 Net her | ands 147.237.77.216 dover.idf.il SYNHood full table drop 3
37.26.149. 129 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 3
2.54.11. 213 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
149. 78. 88. 18 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
89. 139. 165. 32 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.179.12. 251 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 3
62.219. 254. 22 | srael 147.237.77.216 dover.idf.il B ock Udp Al Nets drop 3
84.108. 194. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
185. 120. 126. 43 147.237.77.216 dover.idf.il SYNHood full table dr op 3
95. 84. 139. 157 Russi an Federation 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
89. 138. 236. 109 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 77. 44, 199 Russi an Federation 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.52.30.139 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
36. 77. 245. 196 | ndonesi a 147.237.76. 148 ggcenter.aka.idf.il|B ock Udp Al _Nets drop 2
79.177. 193. 66 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
77.125.75. 143 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il |ClL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
176. 106. 227. 232|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
31.166.128.109 |Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 39
Russi an S -
188. 255. 23. 177 Federat i on 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 37
Russi an s -
37.140. 188. 78 eration 147.237. 77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 25
Sreanming Engine: TGP Invalid i i sSi
66.249.78.166 |lited Sates  |147.237.77. 216 |dover.idf il 9 =g Invalid segent retransmssion. drop 24
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
2.54.158.121 | srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 24
Ret ransnm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 24
37.142. 68. 55 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 21
Sreanming Engine: TGP Invalid i i sSi
66.249.81.218 |tnited Sates  |147.237.77. 216 |dover.idf .il 9 =g Invalid segent retransmssion. drop 18
Ret ransni ssi on Packet dropped.
54.244.22.103 |wited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 18
5.29. 50. 135 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
31.166. 128. 109 [Saudi Arabia 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 16
79.176. 39. 83 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
5. 228. 113. 97 RJSf::I”ion 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SIN drop 15
Sreamng Engine: TCP Invalid i i SSi
66.249.78.159 |Uhited Sates  |147.237.77. 216 |dover.idf.il 9 =g Inval i d segnent retransmssi on. drop 14
Ret ransm ssi on Packet dr opped.
79.177.9. 119 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
85. 64. 120. 250 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
93.173.47.120 |[Israel 147. 237.77. 216 |dover.i df .i | drop First packet isn't SN drop 13
79.181.208.42 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
89. 138. 204. 42 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
Sreamng Engine: TCP Invalid ' i ssi
84.229. 243.193 | srael 147. 237. 77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
66.249.78.173 |twited Sates  |147.237.77. 216 |dover.idf il 9 =g Invalid segent retransmssion. drop 12
Ret ransn ssi on Packet dropped.
85. 65. 61. 108 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
54.244.22.103 |lhited Sates 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 10
100. 100. 40. 4 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
185. 32.179. 245 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
46. 19. 86. 47 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
46.19. 85. 51 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
100. 100. 118. 248 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 9
Sreamng Engine: TCP Invalid ' i ssi
79.183.61.48  |israel 147. 237. 77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 9
Ret ransnm ssi on Packet dr opped.
79.178.110. 217 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
5. 102. 254. 135 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
46. 19. 85. 181 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 8
46. 116. 153. 198 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
Sreamng Engine: TCP Invalid i i ssi
109.65.51. 137  |Israel 147. 237. 77. 243 |nobi | e.i df .i | 9 =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
66.249.81.212 |Wnited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. g o, 6
Ret ransm ssi on Packet dr opped.
80.178.28.249 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreanming Engine: TGP Invalid i i sSi
46.19. 85. 33 I'srael 147.237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
79.178.51.196 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
46.121.17.72 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
100. 100. 40. 4 147.237.77. 176 |nat pash. i df . i dr op Frst packet isn't SN drop
Sreamng Engine: TP Invalid i i ssi
46.117.8.62  |israel 147.237.77. 243 |mubile.i o i1 9 =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dropped.
100. 100. 44. 31 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 6
Sreamng Engine: TCP Invalid ' i ssi
31.168. 245. 206 || srael 147. 237, 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
Russi an e .
95. 26. 143. 78 Federat i on 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
. . SWNretransmt wth different )
213.57.160.27 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence wi ndow scal e noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
84.110.33.141 |Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Molation in N None 45
ww aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx
. . . Unaut hori zed URL Access to
37.142.220.250 |[lIsrael 147.237.77.243|nobi [ e.i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 Bl ock 30
109. 65.51. 137 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 30
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
109. 67. 203. 194 |l srael 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 30
. ] ] D stributed Unhaut hori zed URL Access on
66. 249. 78. 52 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | e chi nuch. aka, i df i | /404, htm Bl ock 30
46.117.8.62 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 30
109. 67.203. 194 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/aj ax/ updat estatus. php  |Bl ock 30
31. 168. 245. 206 |l srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response CQode B ock 30
66.249.78.173 |[Israel 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 173 B ock 30
79.183.61. 48 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 30
Dstributed Paraneter Read OQily Mol ation
37.142. 68. 96 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 30
par anet er
84.229.243.193 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 30
40.77.167.44  |hited Sates |147. 237. 76. 147 |chi nuch. aka. i df .j|  |D Stributed hauthorized URL Access on B ock 24
waw chi nuch. aka. i df . il/404. htm
212.116. 169. 152|i srael 147.237.72. 166 |aka. i df . i | Wnknown Paramet er ct| 00Sct| 00ScphM n$ephSachar $ct1 09 in None 15
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
] . . Parameter Type M ol ati on PageNumin
68. 180. 230. 167 [Wited Sates [147.237.76.31 |nakchal .idf.il nakhal .i df i |/ 1073- hel nakhal . aspx Bl ock 15
. . Unaut hori zed URL Access to
66.249.78.109 |[Israel 147.237.77.216|dover . i df .i | 147. 237. 77, 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 15
151.80.31.112 |italy 147.237.77. 216 |dover . i df . i | O stributed Suspicious Response Gode B ock 15
. . Unaut hori zed URL Access to
66.249.67.134 [Israel 147.237.77. 170 [maar achot . i df . i | 147. 237, 7. 170/ peff /11 es/ 0/ 112760. pef Bl ock 15
93. 44.74. 87 Italy 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1406- he/ at al . aspx B ock 15
84.108. 236. 115 |Israel 147.237.77. 216 |dover . i df . i | Distributed Lhaut hori zed LR Access on B ock 15
v i df i | /https: /wwidf.il/
184. 105. 247. 195|Uhited Sates |147. 237. 72. 156 [anan. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ B ock 15
. . Unhaut hori zed URL Access to
66.249.79.228 |Israel 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994~ 8913- he/ r ef uah. aspx Bl ock 15
. . Unaut hori zed URL Access to
66.249. 67.250 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi rd yoman/ yonan. asp Bl ock 15
66. 249. 67. 27 I srael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/2/112762. pdf [B ock 15
. . D stributed Unhaut hori zed URL Access on
85.64.118.128 [Israel 147.237.72. 166 [aka. i df . i | v aka i o i1/ htt ps: /ww aka. i o i1/ Bl ock 15
213.57.160.27 |[Israel 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 104 cooki es B ock 15
66.249.78.166 |lsrael 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to wanidf.il/atal 1/izkor/print_text.asp Bl ock 15
. . Unaut hori zed URL Access to
151. 80.31. 112 |italy 147.237.77. 216 |dover . i df .i | vawd i df i |/ nevs t e/ hebr ew bagat z_sar bani m st m Bl ock 15
96.43.209.210 |Lhited Sates [147. 237. 77. 216 |dover. i df . il Enail collector robots 14 Bl ock 15
. . Unaut hori zed URL Access to
66.249. 67. 143 [Israel 147.237.77. 170 [maar achot . i df . i | 147. 237, 7. 170/ peff /11 es/ 1/ 109241. pcf Bl ock 15
84.109.184.98 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Untraceabl e SSL Sessions from84.109. 184.98 (Cpen Mde) [None 15
184. 105. 247. 196|Uhited Sates |147.237.0.19 |nadi matal .idf.il Unhaut hori zed URL Access to 147.237.0. 19/ Bl ock 15
. . Unaut hori zed URL Access to
66.249.79.235 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 8910- he/ r ef uah. aspx Bl ock 15
66. 249. 67. 53 I srael 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wwidf.il/atal /i zkor/print_bottomasp [B ock 15
. . D stributed Unaut hori zed URL Access on
85. 65. 60. 23 I srael 147.237.72. 166 [aka. i df . i | v aka i o i1/ htt ps: /ww aka. i of i1/ Bl ock 15
74.82.47.2 Uhited Sates |147.237.72. 167 |i shuri maka. i df . il Unaut hori zed URL Access to 147.237.72. 167/ B ock 15
5.29.218. 157 | srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx B ock 15
213.175. 183. 170|Lebanon 147.237.77. 216 |dover.i df .i | Ml tipl e Unhauthorized URL Access from 213.175. 183. 170 B ock 15
66.249.78.173 [Israel 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock 15
176.13. 0. 46 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 15
96. 43.209.210 |hited Sates [147.237.77.216|dover.idf.il eMi | Hoar di ng B ock 15
66.249.67.234 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 15
84.109.184.98 |lIsrael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 15
. . Unknown Paraneter anp;t in
192. 198. 151. 45 |Eur ope 147.237.72. 166 [aka. i df . i | voww aka. i o . i |/ mai 1V snal i miscri pt resour ce. axd None 15
. . Uhaut hori zed URL Access to
66.249.79.242 |Israel 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994- 8974- he/ r ef uah. aspx Bl ock 15
66. 249. 78. 66 I srael 147. 237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 15
. . Unaut hori zed URL Access to
66. 249. 67. 59 | srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ si p. st or agel {1 es/ 9/ 71549, plf Bl ock 15
85. 65. 60. 23 I srael 147.237.77. 216 |dover.i df . i | Uhaut hori zed LR Access to wawidf.il/https:/wanidf.il/ B ock 15
m ny- kosher-kravi .i | ,
79.182.218. 155 |[Israel 147.237.0. 17 df il O stributed Doubl e URL Encodi ng Bl ock 15
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