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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3281
66. 249. 67. 20 Lhited Sates 147.237.77. 170 naar achot . i df .i | TCP handshake vi ol ation, first packet not syn |drop 1132
66. 249. 67. 27 Lhited Sates 147.237.77.170 naar achot . i df .il TCP handshake viol ation, first packet not syn |drop 706
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 44
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 28
79.178.176. 189 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
185. 32.179. 78 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
46.120. 61. 143 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 15
2.54.160. 181 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
93.172. 4. 49 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 8
46.120. 61. 143 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
195. 91. 216. 59 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 6
5. 29. 187. 58 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
5. 29. 236. 202 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
31.171. 244,115 Sn tzerl and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
109. 66. 209. 21 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
84.108. 123. 237 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
77.126. 43. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.181. 163. 184 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
66. 249. 67. 53 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
46. 19. 85. 2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
77.127.173.234 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
2.54. 30. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
62.0.114. 113 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.160. 181 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 4
2.54.45. 15 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 19. 221 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
185. 32. 179. 65 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46.19. 85. 118 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
109. 66. 26. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.13. 9. 148 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
81.218. 15. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62.219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets drop 3
37.140. 188. 78 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
120. 32. 199. 207 Chi na 147.237.76. 148 ggcenter. aka. i df.il|JLM Under Attack Con_Tcp drop 2
202. 106. 211. 99 Chi na 147.237.0. 19 nadi matal .idf.il |Frk _Under Attack_Con_Tcp drop 2
176. 2. 86. 214 Ger many 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
79.181.163. 184 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
46. 19. 85. 75 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
77.125.75. 143 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
46.19. 85. 78 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
108. 59. 253. 71 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
85. 25. 103. 50 Ger nany 147.237.76. 199 e. nakchal .idf.il B ock Wdp Al Nets drop 1
204. 42. 253. 132 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ock_Udp Al Nets dr op 1
85. 65. 185. 11 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
77.127.173.234 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
46.117. 76. 222 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
2.54.30. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Count |
173. 0. 139. 152 Lhited Sates 147.237.77.233 |atal .idf.il| |3808: HITP. SQ Injection Variable Decl arati on Evasi on B ock 19
69.113.124.178 Lhited Sates 147.237.77.216 |dover.idf. il |CL0O00004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



10-31-2015-09:04:08 to 10-31-2015-10:04:08

|Top Attackers In FW |

‘Attacker Qountry Target Address |Ste Signature
194. 118. 249. 45 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 144
109. 83. 150. 78 [Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 107
205.203.135.1 |Lhited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 102
176. 13.5. 218 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 73
79.183.118. 201 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 65
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 55
66.249. 78.166 |Uhited Sates 147, 237. 77, 216 |dover icr.i1 | " €AM NG Engine: TGP | nvalid |invalid segnent retransnission drop 50
Ret r ansm ssi on Packet dropped.
46. 116. 248. 23 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 45
37.140. 188. 78 |Russi an Federati on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 45
62.198.213. 171 |Dennar k 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 42
31.171. 244. 115 |Sn t zerl and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
77.125.14.187 |israel 147. 237,77, 243 |t e i1 | €M NG Engi ne: TGP Ivalid linvalid segnent retransnissi on drop 24
Ret r ansni ssi on Packet dr opped.
41.220.68.242 |Ngeria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
66.249.78.173 |Wited Sates 147.237.77. 216 |dover i r.i1 | €AM NG Engine: TCP Invalid finvalid segnent retransmissi on drop 22
Ret r ansni ssi on Packet dr opped.
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 20
41.220.68.243 |Ngeria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
66.249.78.159 |United Sates 147, 237. 7. 216 |dover i1 | SAM NG Engine: TGP | nvalid |invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.
185. 32.179.78 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
108.59. 253. 71 |lhited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 17
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 16
176. 106. 46. 249 g‘ijcisgii;';a“ Territory. |17, 237, 77. 216 |dover. ick.il  |drop First packet ismt SWN drop 15
46. 19. 86. 167 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 15
208. 69.40. 101 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
195.91.216.59 |Russian Federation 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 13
5.29.187. 58 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
176.13.4.64 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
80. 246. 130. 165 |I srael 147, 237.77. 216 |dover. 111 | €AM NG Engine: TP Inval id invalid segrent retransmission. |, o, 12
Ret r ansm ssi on Packet dr opped.
109. 67. 220. 14 |Israel 147.237.72. 166 |aka.i df .l Streamng Engi ne: TCP Invalid |invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dr opped.
79.177.183.40 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
5.90. 128. 174 Italy 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
213.57. 128. 221 |I srael 147.237.0.19 |madimatal.idf.i{Bad TCP sequence ﬂﬁnrj\;;ggﬁcﬁﬂ :‘ th moni tor |10
168. 235. 195. 72 |Lhited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 10
117.193. 74. 179 |Indi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
176.2.86.214  |Ger many 147.237.77. 216 |dover. 111 || S2MNg Engine: TP Invalid |invalid segnent retransmssion. | o 9
Ret r ansm ssi on Packet dr opped.
151. 80. 31. 112 |[italy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
109. 66. 190. 188 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
176.13. 18. 140 |israel 147,237, 77, 243 |mebi e i 11 | €M NG Engine: TCP Invalid invalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
212.179. 21. 194 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
54.244.22.103 |Whited Sates 147.237.77. 176 |matpash.idf .il  |dr op Frst packet isn't SN drop 8
5.28.133. 115 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
37.76.214. 224 g‘ijcisgii;';a“ Tertitory. f147. 237, 77. 216 |dover. ick.il  |drop First packet ismt SWN drop 8
77.75.77.123 |Czech Republic 147.237.77. 176 |matpash.iof .il  |dr op Frst packet isn't SN drop 8
68.180.228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
100. 100. 108. 64 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
213.57.128. 221 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
109. 200. 30. 154 |Uhi ted Ki ngdom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
} . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 30
151.80.31.112 |italy 147.237.77.216|dover . i df . il O stributed Suspicious Response Code B ock 30
52. 2. 65. 189 Lhited Sates  [147.237.77.176|nat pash. i df . i | Drectory Traversal - 16 B ock 15
31.215. 221. 243 g:;deﬁ”ab 147.237.77. 216 |dover . i df . i | Enail collector robots 14 B ock 15
184.105. 139. 68 |Uhited Sates [147.237.76.39 |nobile.neitav.idf.il |Wauthorized URL Access to 147.237.76. 39/ B ock 15
. . Uhaut hori zed URL Access to
66.249.79.235 |[Israel 147.237.76.42 |refuah.idf.il 147.237. 76, 42/ i p_st or age/ fi | es/ 3/ 2883, pcf B ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 25 I srael 147.237.77. 170 |naar achot . i df . i | vown zar achot i df i1/ pdf /11 | es/ 9/ 107829 pef Bl ock 15
46.117. 245. 187 |lIsrael 147.237.72.166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 15
141.212.121. 192|nited Sates  |147.237.72.167|i shuri maka. i df . il Unaut hori zed URL Access to 147.237.72. 167/ B ock 15
wwwv, chanat z. aka. i d i
66.249.69.34  |Israel 147.237.77.226|. . Uhaut hori zed LR Access to B ock 15
foil waw, chamat z. aka. i df . i | /1150- en/ hanaz. aspx
65.78.117. 21 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Met hod HEAD for wwn aka.idf.il/rights/asp/info.asp|B ock 15
31.215. 221. 243 LQ:;L”” 147.237.77. 216 |dover . i df . i | eMi | Hoardi ng Bl ock 15
188. 40. 123. 141 |Ger many 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/test-for-404-page Bl ock 15
. . Uhaut hori zed URL Access to
66.249.79.242 |[Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p. st or age/ i | es/ 2/ 2882. pef Bl ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 65 | srael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 15
46.121.108. 123 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
149. 88.136.11 |Israel 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 15
Uhaut hori zed URL Access to
66.249. 74.100 |Israel 147.237.77. 176 [mat pash. i df . i | wiaw cogat . i df . i |/ usef ul i nformati on/i dkoni nf pages/ 21032011suf a. |B ock 15
aspx
: ; ; Uhaut hori zed URL Access to
66. 102. 9. 81 Lhited Sates  |147.237.77.216|dover.idf .il v i df i /1294 env i i df . i 1/ engl i sh Bl ock 15
37.142.68.8 I srael 147.237.72. 166 |aka. i df . i | Uhknown Par anet er anp; ut m canpai gn in waww aka. i df.il/ None 15
} . . Uhaut hori zed URL Access to
207.46.13.100 |thited Sates  [147.237.77. 176 |nat pash. i df . i | v cogat . df i 1/si p storagel fil es/ 7/ 3367 Bl ock 15
. . D stributed Uhaut hori zed URL Access on
66.249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 15
. . DO stributed Whaut hori zed URL Access on
46.121.113.98 |Israel 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i of i1/ B ock 15
66. 249. 75. 54 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 15
66.249. 64.195 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to ww aka. i df.il/min/rabanut/62312 |B ock 15
207.46.13.113 |lhited Sates |147.237.72.166aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
. . Unknown Par anet er anp; ut m canpai gn in
37.142.68.8 I srael 147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ mai n/ home/ def aul 1 . aspx None 15
79.177.183.40 |lsrael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ t ext . css |B ock 15
. . Lhtraceabl e S3. Sessi ons: Protocol violation
66.249. 67.240 |[Israel 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 15
52. 2. 65. 189 Lhited Sates [147.237.77.176 |nat pash. i df . i | Drectory Traversal (In UR) B ock 15
] ] . Uhaut hori zed URL Access to
2.54.160. 181 | sr ael 147.237.77. 243|nobi | €. i df . i nobi | e.idf.il/categorytenplates/|istchil ddocunent s/ 1362 B ock 15
176. 12. 148. 100 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 15
. . Uhaut hori zed URL Access to
66.249.79.228 [Israel 147.237.76.42 |refuah.idf.il 147.237. 76, 42/ i p_st or age/ fi | es/ 1/ 2881, pef B ock 15
. . Uhaut hori zed URL Access to
66.249. 65. 139 |l srael 147.237.76.86 [navy.idf.il v nawy. | df i 1/ si z6220x0/ si p, st or age B ock 15
213.57.251.198 |[lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1273-he/ atal . aspx |B ock 15
Uhaut hori zed URL Access to
38.111.147.88 |lnited Sates |147.237.77.216|dover.idf .il ww i df . i 1/tenpl at es/ depar t nent sl obby/ shar ed/ user cont r ol s/ prom |Bl ock 15
ot i oncube/
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85. 250. 225. 114 [l srael 147.237.72. 166 |aka. i df . i | vown aka. i df . |/ nai v sachar / nar ki veysachar . aspx None 15
. . Uhaut hori zed URL Access to
66.249.67.250 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai v gi yus/ gi yus/ gener al . aspx B ock 15
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