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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action [Count|
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 8739
66. 249. 67. 20 Lhited Sates 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 1670
107. 6. 154. 229 Net her | ands 147.237.77. 74 lawidf.il TP Scan (vertical) drop 1323
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 758
79.182. 137. 42 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 91
84.228. 110. 76 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 64
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 44
85. 65. 101. 226 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 25
176.13. 15. 72 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22

5. 9. 88. 82 Ger many 147.237.77. 216 dover.idf.il SYNHood full table drop 10
85. 65. 16. 128 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

46. 117.76. 222 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 6
31.154. 254. 78 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5

66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
107. 6. 154. 229 Net her | ands 147.237.77. 74 lawidf.il HTTP- M SG- Acuneti x- Ur | dest - r eset 4

94. 210. 158. 144 Net her | ands 147.237.77. 216 dover.idf.il SYNHood full table drop 4
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3

66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 3
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

66. 249. 67. 65 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
149. 78. 104. 57 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
5.244.198. 103 Saudi Arabi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 1
71.6.186. 90 Lhited Sates 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1

66. 249. 75. 60 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1
46.19. 85. 146 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
204. 42. 253. 132 Lhited Sates 147.237.76. 177 ncore.idf.il B ock_Udp Al Nets drop 1
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Devi ce Action |Count
107. 6. 154. 229 Net her | ands 147.237.77. 74 lawidf.il 10767. HITP. Acunetix Security Scanner B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8. 46 e.chinuch.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Si gnature
5.244.198. 103 Saudi Arabi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 441
23.27.220.231 |lWhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 272
5.244.198.103 |Saudi Arabia 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or 194
31.166.128. 109 |Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 172
216.185.58.139 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 123
31.210. 180. 223 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
37.140.188. 78 |Russi an Federation 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 41
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 39
5.244.198. 103 Saudi Arabi a 147.237.77. 216 |dover.idf.il dr op drop 35
66.249.78.173 |Wited Sates 147.237.77. 216 |dover. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission. drop 32
Ret ransni ssi on Packet dr opped.
66.249. 78.166 |Lhited Sates 147. 237.77. 216 |dover . i df .i | Streaning Engine: TCP Invalid invalid segnent retransmssi on. drop 32
Ret r ansni ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf il drop SAMrul e drop 28
176.13.15.72 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 28
66.249.78.159 |Wnited Sates 147.237.77. 216 |dover. i df .1 Streaning Engine: TCP Invalid invalid segnent retransnission drop 24
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
46. 19. 85. 140 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
66.249.67.53  |lited Sates 147. 237.77. 216 |dover . i df .i | Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 14
Ret r ansni ssi on Packet dr opped.
66.249.67.59  [Uhited Sates 147.237.77. 216 |dover i .11 [/ €M NG Engine: TP Inval i d {invalid segnent retransmssion. | oo 14
Ret ransni ssi on Packet dr opped.
46. 19. 85. 146 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
84.228.110.76 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
100. 100. 121. 178 147.237.72. 166 |aka. i df. il dr op First packet isn't SN drop 14
106. 77.17. 114 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
5.244.198. 103 Saudi Arabi a 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 12
198.58.102. 156 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
79.179.28.7 I'sr ael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
46.19. 85. 34 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber nonitor |8
66.249.67.65 |lnited Sates 147.237.77. 216 |dover. i df . Streaning Engine: TCP Invalid invalid segnent retransmission drop 8
Ret r ansni ssi on Packet dr opped.
176. 106. 46. 79 g‘ilcisgii:;a” Territony.\1 47, 237. 7. 216 {dover. i df . i1 dr op Frst packet isn't SWN drop 7
46.19.85.0 I 'srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |7
77.127.238.226 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
85.65.101. 226 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
100. 100. 56. 200 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 6
213.57.136.91 [Israel 147.237.77. 243|mbile.idf.il  |Bad TCP sequence ﬂﬁrﬁﬁgﬁégth moni tor |6
151.80.31. 112 |itay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
100. 100. 80. 223 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop
207.46.13.136 |Wnited Sates 147. 237.77. 216 |dover. i df . Streaning Engi ne: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
194. 150. 168. 95 |Ger many 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 117.76. 222 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
94.210. 158. 144 |Net herl ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
5.9.88.82 Ger many 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 5
54.187.55.213 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
162. 243. 192. 180|Lhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 4
213.57.143.133 [israel 147.237.72. 166 |aka i df . i Bad TCP sequence ;ﬂ'\fﬁtﬁxgzz&gth moni tor |4
54.244.22. 103 Lhited Sates 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SN drop 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address [Site Sgnature Action ‘Count
208.115.113.88 |Lhited States 147.237.76.86 |navy.idf.il Mil tipl e Unaut horized URL Access from 208. 115. 113. 88 B ock 90
46.19. 85. 128 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed LRL Access to waw i df.il/navy/ B ock 30
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited States 147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 30
149.78.174.35 |Israel 147.237.77.243|nobi | e.i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index Bl ock 30
66. 249. 69. 81 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1492-he/ atal . aspx |B ock 15
66. 249. 67. 59 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 15
5.29. 126. 239 | srael 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/https:/ww aka.idf.il/ |B ock 15
107. 6. 154. 229  [Netherl ands 147.237.77.74 |lawidf.il Uhaut hori zed LRL Access to waw | aw i df.il/14-he/ B ock 15
68.180. 228. 112 |[lhited Sates 147.237.77.216|dover . i df . i Suspi ci ous Response Code B ock 15
. . Uhknown Paraneter gt; in
66. 249. 67. 122 | srael 147.237.72.166|aka. i df . i | whw aka. i df . i |/ nai n/ r abanut / gener al . aspx None 15
157. 55. 39. 86 Lhited Sates 147.237.76.31 |nakchal .idf.il Lhaut hori zed LRL Access to 147.237.76.31/ robots. t xt B ock 15
46.117.100.25 |[Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ favi con. i co B ock 15
Pal estinian Territory, . . Unaut hori zed URL Access to
82.213.13.62 |40 e 147.237.77. 176 [nat pash. i df . i | v cogat i df i 1/si p storagel i | es/ 6/ 4466, ] pg Bl ock 15
66. 249. 69. 89 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ Bl ock 15
. . Unaut hori zed URL Access to
66.249.67. 65 | sr ael 147.237.72. 166 aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp Bl ock 15
141.212.121. 192|United Sates 147.237.76.30 |hinush.idf.il Uhaut hori zed URL Access to 147.237.76. 30/ B ock 15
68.180.228. 112 |Lited Sates 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw i df.il/newsitelenglish/fence- Bl ock 15
. . |Waut horized URL Access to
66.249.67.134 [Israel 147.237.77. 170 [maar achot . i df . i | 147. 237, 77 1700 peff /111 es/ 2/ 105962. pdf B ock 15
46. 120. 240. 101 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTI ONS for ww aka. i df . i |/ mai n/ sachar/ B ock 15
. . S Untraceabl e Gonnection - Protocol violation
83.71.247. 34 I'rel and 147.237.72. 166 [aka. i df . i | (SSL OONN LI ENT FELLO) None 15
. . Unaut hori zed URL Access to
66. 249. 75. 54 | srael 147.237.77.74 |lawidf .il 147.237.77. 74/ si p storagel {11 es/ 5 225. pf B ock 15
. . D stributed Uhaut hori zed URL Access on
66. 249. 67. 71 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ g yus/ gener al . aspx B ock 15
. . Unknown Paranmeter _ VI EASTATEENCRYPTED i n
46.19. 85. 192 | srael 147.237.72. 166 |aka. i df . i | voww aka. i f . i |/ nai v Sachar/ decl ar at i onexpl anat i on. aspx None 15
149.78.174.35 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 15
. . Unaut hori zed URL Access to
66.249.67.234 [Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 15
208.115.113.88 |Wited Sates 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to navy.idf.il/edi myonan/ yonan. asp Bl ock 15
66. 249. 65.139 I srael 147.237.76.86 |navy.idf.il thaut hori zed URL Access to Bl ock 15
WA navy. i df . il/navy/ navy/ arti cl es. aspx
5.20.62.234  |Israel 147.237. 72. 166 |aka. i df . i | tnknown Parameter __V1 EWETATEENCRYPTED i n None 15
ww aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
. - Unaut hori zed Met hod PCST for
84.108. 250. 47 [lIsrael 147.237.72. 166 |aka. i df . i | vw aka i df i |/ mai / sachar / nes. aspx B ock 15
. . Unaut hori zed URL Access to
66.249.78.173 |l srael 147.237.77.216|dover.i df . il vaw i of i 1/ engl i sh/ announcenent s/ 2002/ apri | /1. B ock 15
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 66.249. 67. 122 B ock 15
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46.19.85.192 I srael 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ mai n/ sachar/ decl ar at i onof enpl oynent . aspx None 15
. . D stributed Uhaut hori zed URL Access on
79.177. 41. 37 I srael 147.237.77.216|dover. i df . il v i o i1/t tps: /v df i1/ B ock 15
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
66.249. 67. 13 | srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 15
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
5.29.126. 114 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ i 1V sachar/ r equest . asp None 15
. . . Unaut hori zed URL Access to
85.93.91.84 Ger many 147.237.0.34  [tikshuv.idf.il wwy ti kshuv. i df . i1/ shared/ user control s/ header upper/ Bl ock 15
] . . Par aneter Type M ol ati on PageNumin
68.180.228. 112 |thited Sates 147.237.77. 216 |dover . i df . i | v i df i 1/ 1158- he/ dover . aspx Bl ock 15
. . Unaut hori zed URL Access to
66.249.67.122  |Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ 1148- he/ chi nuch. aspx B ock 15
. . Unaut hori zed URL Access to
149. 88.82. 120 |l srael 147.237.76.31 |nakchal .idf.il 147. 237.76. 31 si p, st or agel f | es/ 8/ 1668. doc B ock 15
46. 19. 85. 192 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx |B ock 15
82.118.237.111 |Rulgaria 147.237.72. 167 |i shuri maka. i df . i|haut hori zed URL Access to 147.237.72. 167/ B ock 15
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