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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
5. 244.198. 103 Saudi Arabi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2235
66. 249. 67. 34 Lhited Sates 147.237.77. 170 naar achot . i df . il TCP handshake vi ol ation, first packet not syn |drop 1423
212.199. 182. 150 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1105
66. 249. 67. 27 Lhited Sates 147.237.77.170 naar achot . i df.il TCP handshake viol ation, first packet not syn |drop 480
107. 140. 141. 118 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 475
31.168. 206. 161 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
79.182.17. 216 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

62. 219. 254, 22 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets drop 3

62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
176.13.11.54 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1

85. 25. 103. 50 Ger nany 147.237.76. 39 nobi | e.nei tav.idf.il|Bl ock Wip All _Nets drop 1
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|Top Attackers In IPS|
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S‘te ‘Signature
5.244.198. 103 Saudi Arabi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1761
100. 14. 2. 193 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 92
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 75
54.187.55.213 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 62
66.249.93.200 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 60
5.244.198. 103 Saudi Arabi a 147.237.77. 216 |dover.idf.il dr op drop 58
85. 64. 135. 39 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 39
37.140. 188. 78 gz::;”i on 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 39
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 37
79.177.179. 253 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 36
66.249.93.196 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
5.244.198.103 |Saudi Arabia 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 30
66.249.93.192 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 26
66.249.78.166 |United Sates 147,237 7. 216 |dover.icr. i1 | S2M NG Engine: TP Invalid  finvalid segnent retransnissi on drop 26
Ret r ansn ssi on Packet dr opped.
66.249.78.173 |Uited Sates  [147. 237. 77, 216 |dover i i1 || @M NG Engine: TP Invalid invalid segnent retransmission. drop 24
Ret ransn ssi on Packet dr opped.
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
66.249.78.150 |United Sates 147,237 77, 216 |dover.icr. i1 | 2" €@M NG Engine: TGP Invalid - finvalid segnent retransnission drop 19
Ret ransm ssi on Packet dr opped.
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18
46. 19. 86. 239 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 18
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 18
157.55.30. 214  |United Sates  |147. 237. 7. 216 |dover icti1 | SN NG Engine: TCP Invalid  invalid segnent retransnission drop 18
Ret ransn ssi on Packet dr opped.
46.172. 206. 249 |krai ne 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
70.117.118.49 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
176.228.41.8 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
213.57.160.27 |israel 147.237.72.156 lanan.icf.il  |Bad TCP sequence mdﬁvrsa:;r? wth different monitor |11
112.87.68.246 |Chi na 147.237.77. 216 |dover.idf.il |drop drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
14.201.169. 193 |Australia 147, 237.76. 200 [ei tan aka. i of .| | SAM NG ENgine: TGP Invalid — invalid segnent retransnission drop 10
Ret ransn ssi on Packet dr opped.
77.127.238.226 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
199. 16. 156. 124 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
199. 16. 156. 125 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
112.87.68.246 |China 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 8
54.244.22.103 |lhited Sates 147.237.77. 176 |matpash.i df . il |[dr op First packet isn't SYN drop 8
199. 16. 156. 126 |lLhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
112.87.68.246 |China 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 8
166.137. 246. 61 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
107. 140. 141. 118|lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
31. 13.100. 119 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
157. 55. 39. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
93.173.238. 247 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
65.19. 138. 33 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
31.13.100.113 |lreland 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
5.244.198. 103 Saudi Arabia 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 5
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |nat pash. i df . i | |Miltiple Wauthorized URL Access from 46. 118. 155. 216 B ock 45
68.180.228.112 |[hited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 30
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 30
. . Unaut hori zed URL Access to
66.249.79. 242 I srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 15
. . D stributed Uhaut hori zed URL Access on
66. 249. 67. 234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 15
. ; ; URL is Above Root DOrectory
112.87.68.246  |China 147.237.77. 216 |dover . i df . i1 viwy i df . i | /. ./ shared/ user cont rol s/ header upper/ B ock 15
66.249.78.159 |Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to ww i df.il/894-ar B ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147.237. 72, 166/ mai v kapat 2/ ci ti zencont act . aspx Bl ock 15
188. 165. 15. 241 |France 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 15
. . DO stributed Unaut hori zed URL Access on
66. 249. 67. 242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 15
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df .i| |PHP Attenpt B ock 15
141.212.121.192|thited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ Bl ock 15
. . Uhaut hori zed URL Access to
66.249.79. 144  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ si p._st or age/ fi | es/ 9/ 2879, pef Bl ock 15
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ sachar/ f ag. aspx B ock 15
207.46.13.155 |Whited Sates |147.237.76.42 [refuah.idf.il D stributed Unauthorized URL Access on 147.237.76. 42/ robot s. t xt B ock 15
. ; D stributed Uhauthori zed URL Access on
66.249. 67.250 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 15
46.118. 155. 216 |Wkrai ne 147.237.77. 176 [mat pash. i df . i | |Uhauthorized URL Access to waw cogat.idf.il/xnirpc. php B ock 15
157. 55. 39. 122 Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 15
66.249.79.228 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9331- he/ r ef uah. aspx |8 ock 15
. . Unaut hori zed URL Access to
66. 249. 67. 71 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 15
5.244.198.103 |Saudi Arabia |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 15
213.57.160.27 [Israel 147.237.72. 156 |anan. i df . i | Too Many Qookies in a Request - 104 cooki es B ock 15
79.181.27.142 |[israel 147.237.77.216|dover . i df .i | Dstributed Unauthori zed URL Access on vwwvidf.il/https:/vwnidf.il/ B ock 15
66. 249. 69. 76 | srael 147.237.77.74 |lawidf.il Dstributed I11egal Paraneter Encoding None 15
52.23. 156. 32 Uhited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 15
176.228.41.8 |israel 147. 237.72. 166 |aka. i df . i | thknown Paraneter V| BASTATEENCRYPTED i n None 15
wn aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
66.249.79.235 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8935- he/ r ef uah. aspx |8 ock 15
66.249.67.143  |Israel 147.237.77. 170 [naar achot . i df . i l|Unaut hori zed URL Access to 147.237.77. 170/ B ock 15
14.201. 169. 193 |Australia 147.237.76. 200 |ei t an. aka. i df . i I| 0K € Tampering on cookie _atssc: Expected facebook1, (served —fy, o 15
f acebook; 2
84.228.73.150 [Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 15
66. 249. 69. 97 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1245-he/ at al . aspx B ock 15
66. 249.67.6 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/val tam B ock 15
182.58.106.57 |India 147.237.0.34 |tikshuv.idf.i| |known HITP Request Method GCOK in URL Bl ock 15

wa ti kshuv. i df . i1/1048-7535- he/ ti kshuv. aspx
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