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|Top Attackers | n DDoS- Def ence |

Attacker Target
Address Attacker Country Address

‘Site ‘Signature

66. 249. 67. 20 Lited Sates 147.237.77.170  |nmarachot.idf.il Z;]; handshake violation, first packet not |, 7150
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il |Bock Wdp All Nets drop 3
185. 5. 222. 138 &"’Jcisgi';'ja” ferritory, 147.237.77.176  |natpash.idf.il Block_Wip Al _Nets drop 3
115. 239. 228. 8 Chi na 147.237.76. 39 nobi | e. nei tav.idf.i|JLM Under Attack_Con Htp drop 2
112.175. 228. 17 Korea, Republic of 147.237.76. 30 hi nush. i df.il Invalid TGP H ags drop 1
142. 4.105. 172 Lhited Sates 147.237.76. 198 e.yohal an.idf.il JLMPurple Gon Linmt Htp drop 1
112.175.228. 17 Korea, Republic of 147.237.76. 39 nobi | e.nei tav.idf.i|lnvalid TGP H ags drop 1
142. 4. 105. 172 Lhited Sates 147. 237. 76. 202 e halag.idf.il JLMPurple Gon Linit Htp dr op 1
112.175. 228. 17 Korea, Republic of 147. 237. 76. 197 e. hinush.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



10-31-2015-06:04:04 to 10-31-2015-07:04:04

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 65

205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 51

54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 41

176. 13. 8. 141 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 39

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 32
Sreaming Engine: TCP Invalid i i ssi

66.249.78.173 |twited Sates  |147.237.77.216 |dover.idf.il 9 =g Invalid segment retransmssion. drop 26
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi

66.249.78.159 |Uited Sates  |147. 237.77. 216 |dover. i df .l 9 =g Invalid segnent retransmssion. drop 18
Ret ransm ssi on Packet dr opped.

100. 100. 1. 104 147.237.72. 166 |aka.idf .i dr op First packet isn't SYN drop 18

70.27.111. 214 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14

108.75.133.30 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14

82.166. 22. 118 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SYN drop 13

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12

198.58.102. 156 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
Sreamng Engine: TCP Invalid i i ssi

14.201.169. 193 |Asstralia 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.

52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12

37.140. 188. 78 RJSIS::t”i o 147.237.77. 216 |dover.icf.il  |drop First packet isn't SWN drop 12

40.77.167.71 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10

54.244.22.103 |lhited Sates 147.237.77. 176 |t pash.i df il |[dr op First packet isn't SYN drop 10
Sreamng Engine: TCP Invalid i i ssi

66.249.78.166 |Wited Sates |147.237.77.216 |dover.idf.il 9 g Invalid segment retransmssi on. drop 8
Ret ransm ssi on Packet dr opped.

172.0.118.31 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8

212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

77.125.75.188 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7

100. 100. 61. 170 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 7

157. 55. 39. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6

200.104.52.36 |Qhile 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
Sreaning Engine: TGP Invalid i i ssi

69.171. 231. 225 |Uited Sates  |147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.

219.75.100. 65 |9 ngapore 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
Sreamng Engine: TCP Invalid i i ssi

66.249.78.37  |Wited Sates  |147.237.77.234|hal ag.idf.il 9 =g Invalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.

109. 200. 30. 154 [Uni ted Ki ngdom|147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop

38.111.147.88 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop

75.137.113.17 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi

69.171.231. 224 |Whited Sates  |147.237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

45.50. 179, 51 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

80. 246. 136. 183 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransnission. drop 3
Ret ransni ssi on Packet dr opped.

64.114. 251. 33 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3
Sreaming Engine: TCP Invalid i i ssi

66.249.67.6  |Uited Sates  |147.237.72. 166 |aka i df il 9 =g Inval i d segnent retransnission drop 2
Ret ransm ssi on Packet dr opped.

79.176.208.27 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2

198.58.103.36 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2

87.69.220.169 |[Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber rmoni t or 2
Sreaning Engine: TGP Invalid i i ssi

207.46.13.36  |United Sates  |147. 237. 77. 216 |dover. i df .i 9 =g Invalid segnent retransmssion. drop 2
Ret ransm ssi on Packet dr opped.

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2

188.165.15.79 |Rance 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 2

151.80.31.112 (italy 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2

89. 138.237.26 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2

125. 202. 25. 184 |Japan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2
Sreaming Engine: TCP Invalid i i ssi

38.111.147.88 |lnited Sates  |147. 237. 77. 216 |dover. i df .i 9 =g Inval i d segnent retransnission drop 2
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
183.13.181.17 |China 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 183.13.181. 17 B ock 360
183.13.181.17 |[China 147.237.77.216|dover.i df . il D stributed PHP Attenpt B ock 75
94.153.10. 149  |kraine 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed UR. Access from 94.153. 10. 149 B ock 45
} . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
162. 243.192. 180|Uhited Sates |147.237.77.74 [lawidf.il D stributed Unaut horized URL Access on waw nag. i df.il/14-he B ock 15
79.182.109.25 |Israel 147.237.72. 156 |anan. i df . i | Whaut hori zed UL Access to B ock 15
wan anan. i df . il /https:/ww aman.idf.il/
. . Il egal Paraneter Encodi ng searchText in
66.249.69.84  |Israel 147.237.77.74 |lawidf.il vow | aw i df i 1/ 275- he/ pat zar . aspx None 15
. . DO stributed Whaut hori zed URL Access on
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 15
. . . Uhaut hori zed URL Access to
151.80.31.127 |italy 147.237.0.34 |tikshuv.idf.il tikshuv. i cf . i |/ shar ed/ user cont rol s/ header upper/ B ock 15
66.249.78.159 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/894-ar B ock 15
. . O stributed Uhaut hori zed URL Access on
66.249.67.242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 15
162. 243.192. 180|Uhited Sates |147.237.77.74 [lawidf.il Unhaut hori zed URL Access to waw nag. i df . il/228-he/faqg. aspx B ock 15
79.182.109.25 |Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wanidf.il/https:/wanidf.il/ B ock 15
66. 249. 69. 89 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1446-he/ atal . aspx  |B ock 15
. . Uhaut hori zed URL Access to
66.249.67.91  [Israel 147.237.77.234|hal ag. i df . il voww | ogi stics. atal i df .11/ 1090- he/ hal ag. aspx- publ i sher = Bl ock 15
157. 55. 39. 10 Lhited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 15
66.249.78.166 |lIsrael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on v i df.il/894-ar B ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 247  |Israel 147.237. 77. 170 [maar achot . i df . i | 147. 237.77. 170/ 71936- he/ maar achot . aspx Bl ock 15
174.129.228. 67 |Wnited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 15
] . . Uhaut hori zed URL Access to
38.111.147.88 |[Wited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 20187- he/ dover . aspx) Bl ock 15
Uhaut hori zed URL Access to
66. 249. 74. 96 I srael 147.237.77. 176 |nat pash. i df . i | W cogat . i df . i |/ usef ul i nfornat i on/ i dkoni i pages/ si | vanshal omas |Bl ock 15
px
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parareter pop in www aka.idf.il/nain/ hore/ None 15
] . . Unknown Paraneter 136¢d360 in
157. 55. 39. 50 Lhited Sates |147.237.72. 166 aka. i df .i | vanw aka, i df . |/ i n/ hone/ def aul t . aspx None 15
66.249.78.166 |lIsrael 147.237.77.216|dover. i df . il Suspi ci ous Response Code B ock 15
. . D stributed Uhaut hori zed URL Access on
66.249. 67.250 |[lIsrael 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 15
-kosher -kravi . i ing - : i
176.13.1. 11 | srael 147.237.0.17 | y-Koshe a dDoubl e LRL Encoding - paraneter: ReturnUtl in B ock 15
f.il m ny-kosher -kravi . i df.il/tenpl ates/| ogi n. aspx
. . Lhknown Paraneter hc_location in
66.249.67.6 I srael 147.237.72. 166 [aka. i df . i | vown aka. i df i |/ rai v har edi i gener al . aspx None 15
94.153.10. 149 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 15
66. 249. 75. 70 I srael 147.237.77.74 |lawidf.il D stributed Wauthori zed URL Access on 147.237. 77. 74/ Bl ock 15
. . Uhknown Par aneter utmsource in
66.249. 67.122 |Israel 147.237.72. 166 |aka. i df . i | vown aka. i df . |/ mai n/ r abanut / gener al . asp None 15
157.55.39.160 |Wited Sates [147.237.77.176 |nat pash. i df.il Unaut hori zed URL Access to 147.237.77.176/robot s. t xt Bl ock 15
66. 249. 69. 81 I srael 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to 147.237.77.233/ 1317-he/ atal . aspx |Bl ock 15
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.i df . il vwwy. i df . i |/1133-17899- he/ kkkkkkk=70d4317dkkkkkkk_70d431 |B ock 15
7d
. . D stributed Whaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 15
94.153.10. 149 |lkraine 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/xmrpc. php B ock 15
66. 249. 78. 66 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to wa chi nuch. aka.idf.il/404. ht m B ock 15
66.249.67.143 |Israel 147.237.77. 170 |maar achot . i df . i | Unhaut hori zed URL Access to 147.237.77.170/robots. t xt B ock 15
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