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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 6042
66. 249. 67. 20 Lhited Sates 147.237.77. 170 naarachot.idf.il |TQP handshake viol ation, first packet not syn |drop 3134
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 466
66. 249. 67. 27 Lhited Sates 147.237.77.170 naarachot.idf.il |TGP handshake viol ation, first packet not syn |drop 340
151. 80. 31. 112 Italy 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 90
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 6
134. 147. 203. 115 Ger nany 147.237.76. 196 e.sviva.idf.il ock Wdp Al _Nets drop 4
81.218. 235. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 161. 98. 23 Russi an Federation 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 2
121. 40. 213. 227 Chi na 147. 237. 76. 147 chi nuch. aka.idf .i 1 |JLM Under Attack Con_Tcp drop 2
222.186. 21. 180 Chi na 147. 237.76. 198 e.yohalan.idf.il |JLM Under Attack Con_Tcp drop 2

62. 210. 148. 246 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
134. 147. 203. 115 Ger nany 147.237.76. 196 e.sviva.idf.il B ock Np Al _Net drop 2
91.228.127. 198 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2

85. 25. 43. 94 Ger nany 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1

46. 116. 206. 159 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1

91. 228. 127. 198 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1




10-31-2015-05:04:00 to 10-31-2015-06:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In FW |

A tacker

Attacker Address | o ry Target Address |[Ste Signature

70.214.17.64 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 87

46. 19. 86. 136 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 64
Sreanming Engine: TCP Invalid i i ssi

66.249.78.173 |tited Sates  |147.237.77. 216 |dover.idf .il 9 =g Invalid segent retransmssion. drop 50
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i Ssi

66.249.78.166 |Uited Sates  |147.237. 77. 216 |dover.idf i1 9 =g Invalid segnent retransmssion. |, 46
Ret r ansm ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 32
Sreamng Engine: TCP Invalid i i ssi

66.249.78.159 |lited Sates  |147.237.77. 216 |dover.idf il 9 =g nval i d segnent retransmssi on. drop 30
Ret ransm ssi on Packet dr opped.

99. 8. 13. 238 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18

100. 100. 1. 104 147.237.72. 166 |aka.i df.il dr op Frst packet isn't SN drop 14
Sreaning Engine: TGP Invalid i i Ssi

45. 50. 179. 51 147. 237.76. 200 |ei tan. aka. i f . 9 =g Invalid segnent retransmssion. |, 12
Ret r ansm ssi on Packet dr opped.

70.75.131. 84 Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12

149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
Sreaming Engine: TGP Invalid i i ssi

66.249.78.44  |lnited Sates  |147.237.77. 234 |nalag.idf i1 9 =9 Invalid segnent retransmssion. g, 10
Ret r ansm ssi on Packet dr opped.

91.228.127. 198 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9

37.140. 188. 78 RJSf;:I”i on 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SIN drop 8

151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7

179.218.118. 106|Brazil 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7

157.55. 39. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5

81. 218. 235. 10 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
Sreaming Engine: TGP Invalid i i ssi

199.83.71.22  |Wited Sates  |147.237.76. 200 [ei tan. aka i df i1 9 =9 Invalid segnent retransmssion. g, 4
Ret r ansm ssi on Packet dr opped.

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i Ssi

175. 144, 167. 215|Mi aysi a 147. 237. 77. 216 |dover. i df .| 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dr opped.

94.228.34.248 |Wnited K ngdom|147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi

79.182.55.98 | srael 147.237. 77. 243 |nobi l e. i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.

24.254.141.12 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3

37.26. 148. 229 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3

50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3

74.88.173. 49 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2

134. 196. 163. 223|Thai | and 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACGK nunber roni t or 2

8.37.70.81 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2

37.142.231. 174 |[Israel 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Invalid ACK nunber noni t or 2

98.169. 227.52 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2

109. 200. 30. 154 |United Ki ngdom|147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 2

46. 116. 206. 159 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2

110. 168. 229. 93 |Thai | and 147.237.77. 170 |maarachot .idf .il |[Bad TCP sequence Invalid ACK nunber noni t or 2

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2

66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
Sreaning Engine: TGP Invalid i i Ssi

99. 8. 13. 238 Wited Sates  |147. 237.77. 216 |dover. i df.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansm ssi on Packet dr opped.

198.58.102.49 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2

54.224.21. 23 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2

128.242.249. 13 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2

37.142.231. 174 |lsrael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber alert 1

220. 181. 108. 163|Chi na 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1

184. 105. 247. 204 |lhited Sates 147.237.72. 217 |e.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent |drop 1

50.116. 28.209 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 1

109. 75.76. 6 Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1

207. 46. 13. 36 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1

141.212.121. 192|Lhited Sates 147.237.76. 197 |e.hinush.idf .il |Geo-| ocati on enf or cenent Geo- 1 ocation i nbound enf or cenent |drop 1

184. 105. 247. 216|Uhited Sates  |147.237.76.197|e.himush.idf.il |Geo-| ocati on enf or cenent Geo-l ocation i nbound enf or cenent |drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
66.249. 67.122 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 67. 122 Bl ock 30
’ . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 30
66.249.78.128 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenporary Bl ock 30
66. 249. 67. 6 I srael 147.237.72. 166 |aka. i df . i | Illegal Byte (e Character in URL /nain/kapatz//res B ock 15
our ces/ i mages/ i nner page/ goback. gi f
74.217.148.72 |Wnited Sates  [147.237.72.166|aka.idf .il Illegal HTTP Version chrone. exe HITP 1. 1 Bl ock 15
66. 249. 75. 76 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www nmag. i df.il/14-he Bl ock 15
. . Uhknown Paraneter catid in
66.249.67.122  [Israel 147.237.72. 166 [aka. i df . i | v aka. i df . |/ mai n/ r abanut / gener al . aspx None 15
] . . . Paraneter Type Mol ati on PageNumin
68.180.228.109 [Wited Sates |147.237.0.34 [tikshuv.idf.il vown ti kshuv, i df i 1/901- he/ 1 kshuv. aspx Bl ock 15
66. 249. 69. 81 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 15
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 66. 249. 67. 6 Bl ock 15
141.212.121.192|United Sates |147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77.74/ B ock 15
- . Unaut hori zed URL Access to
66.249.78.109 |Israel 147.237.77. 216 |dover . i df . il 147. 237. 7. 216/ 1133- he/ dover . aspx Bl ock 15
. . DO stributed Uhauthorized URL Access on
66.249.67.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
] . . Paraneter Type Mol ati on PageNumin
68.180.228.112 |lhited Sates [147.237.77.216 |dover.idf.il v i df i 1/1133- he/ dover . aspx Bl ock 15
66.249.69.84  |Israel 147.237.77.74 |lawidf il |1 egal Faraneter Encodng searchText in None 15
wan | aw i df . i |/ 275- hel pat zar . aspx
151.80.31.112 |italy 147.237.77. 216 |dover.i df .i | Distributed Suspicious Response Code Bl ock 15
. - . O stributed Waut hori zed URL Access on
66.249.78.121 |l srael 147. 237.76. 147 |chi nuch. aka. i df . i | chi nuch. aka. i df .i1/404. htm B ock 15
66.249. 67.243 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/bamnachane/ B ock 15
66. 249. 69. 89 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1285-he/ atal . aspx |B ock 15
. . Unaut hori zed URL Access to
66.249.67.122  |Israel 147.237.72. 166 [aka. i df . i | vaww aka, i df i 1/ 1146- he/ chi nuch. aspx Bl ock 15
175. 144. 167. 215|Mil aysia 147.237.77. 216 |dover.i df .i | Distributed Suspicious Response Code Bl ock 15
. . Unaut hori zed URL Access to
66.249.67.250 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 15
74.217.148.72 |Wited Sates [147.237.72.166|aka.idf .il Abnornal |y Long Request request version Bl ock 15
66. 249. 69. 97 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1274-he/ atal . aspx |B ock 15
66.249.67.122 | srael 147.237.72. 166 |aka. i df . i | thknown Paranet er 4d9c6f40 in None 15
waw aka. i df . i |/ gi yus/for und asp/ showf or um asp
Russi an - . Unknown HTTP Request Method COK in URL
178. 47.203. 181 e ot i on 147.237.77.216|dover . i df .i | v i df i 1/ 1564- en/ dover . aspx B ock 15
66.249.78.135 |l srael 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to chinuch. aka. i df.il/404. htm B ock 15
WA chamat z. aka. i d Unaut hori zed URL Access to
66. 249. 69. 42 I srael 147.237.77. 226 ¢ |. ’ ’ wwy chanat z. aka. i df . i |/t enpl at es/ depar t nent sl obby/ depart nent sl |Bl ock 15
. obby. aspx
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