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[Top Attackers |

M dover.idf.il
M navy.idf.il
M aka.idf.il
M refuah.idf.il
M naarachot . i df.il
M nadimatal .idf.il
[ nobi le.neitav.idf.il
W awforumidf.il
chi nuch. aka. i df.il
B ny-kosher-kravi.idf.il

M 208. 115. 113. 88
176.13. 6. 41
I 68. 64. 169. 226
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Top Attackers

66. 249. 78. 173
Il 66. 249. 78. 166
W 41.33.231.90
I 66. 102. 8. 238
W 181.176.34. 19
78.47. 67. 232
MW 72.9.148.10
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn |drop 7237

66. 249. 67. 27 Lhited Sates 147.237.77. 170 naar achot . i df . il TCP handshake vi ol ation, first packet not syn |drop 73

62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
62.219. 254. 22 I srael 147. 237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
17.142.152. 110 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
71.6.135.131 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All _Nets drop 1

85. 25. 103. 50 Ger nany 147.237.76. 30 hi nush. i df . i | B ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

94.73. 145. 90 Tur key 147.237.72.166  |aka.idf.i| [3808: HITP. SQ Injection Variabl e Decl aration Evasi on B ock 20
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry |Target Address ‘Ste ‘Signature Action ‘Count

176.13. 6. 41 I srael 147.237.77. 216 [dover.idf.il  |drop First packet isn't SWN drop 47

66.102.8.238  |nited Sates 147, 237.77. 216 |dover. i i1 || S NG Engine: TP Invalid finvalid segnent retramsmssion. | 36
Ret r ansni ssi on Packet dropped.

181.176.34.19 |Peru 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SN drop 34

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il  |drop SMMrule drop 30

66.249.78.173 |Whited Sates 147,237, 77. 216 |dover i 11| €M NG Engine: TP Invalid invalid segnent retransnission. drop 26
Ret r ansni ssi on Packet dr opped.

66.249.78.166 |Lhited Sates 147. 237 77. 216 |dover idr.i1 | €2 ng Engl ne: TGP Invalid invalid segnent retransnissi on. drop 24
Ret r ansni ssi on Packet dropped.

17.142.152.85 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 18

66.102.8.243  |Uited Sates 147. 237. 7. 216 |dover iar.i1 || €M NG Engi ne: TCP | nvalid finvalid segnent retransnissi on, drop 18
Ret r ansni ssi on Packet dropped.

17.142.152.68 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18

66.102.8.233  |Wnited Sates 147.237.77. 216 |dover.iar.i1 | S3M NG Engine: T Invalid Jinvalid segnent retransnssion drop 18
Ret r ansni ssi on Packet dropped.

17.142.152.72 |wited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14

17.142.152.86 |lhited Sates 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SYN drop 14

66.249.78.159 |uited Sates 147. 237. 7. 216 |dover iar.i1 || €M NG Engi ne: TCP | nvalid finvalid segnent retransnissi on, drop 12
Ret r ansni ssi on Packet dropped.

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 11

17.142.152.81 |lhited Sates 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SYN drop 10

17.142.152.111 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10

75.126.221.55 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9

66.249.78.51  |wnited Sates 147.237.77. 234 |hal ag.i df .1 Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il  |dr op Frst packet isn't SWN drop

17.142.152. 110 |Whited Sates 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SYN drop

66. 87. 64. 60 Lhited Sates 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SN drop

131, 253. 25,181 |Wnited Sates 147, 237.77. 216 |dover. i .11 | SN NG Engine: TP Invalid  Jinvalid segnent retransmission. |y 6
Ret r ansni ssi on Packet dropped.

37.140.188.78 |Russian Federation |147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6

80.246.130.82 [l srael 147. 237, 76. 200 |ei tan. aka. i ot i > | €2 ng Engl ne: TGP Invalid invalid segnent retransnissi on. drop 4
Ret r ansni ssi on Packet dropped.

17.142.152.94 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4

52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SN drop 4

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il  |dr op Frst packet isn't SN drop 4

86.190. 118. 194 |United Kingdom |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 4

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SN drop 4

66. 102. 8. 233 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3

17.142.152.89 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2

2.54.47.117 | srael 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SN drop 2

66.249.78.37  |Uited Qates 147.237.77. 234 |palag i1 | 3 NG Engine: TP Invalid  Jinvalid segnent retransmission. |y 2
Ret r ansni ssi on Packet dropped.

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SYN drop 2

66.249.78. 159 |l srael 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SN drop 2

157.55.39.214 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2

65. 19.138. 34 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2

66. 102. 8. 243 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2

149. 88. 230. 134 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2

5.144.131. 170 IF;;EHE' ?’C 147.237.77. 216 |dover.idf.il |Bad TOP sequence Invalid ACK nunber aert 2

157.55.39. 245 |Wited Sates 147.237.72. 166 |aka it i1 | 3N NG Engine: TP Invalid  Jinvalid segnent retransmission. | 2
Ret r ansni ssi on Packet dropped.

84.111.38.70 | srael 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SYN drop

151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

5.144.131. 170 'F;xa :i'ﬁ;’“c 147.237.77. 216 |dover.idf.il  |Bad TCP sequence Inval i d ACK nunber monitor |2

66.249.67.91  |uwited Sates 147.237.77. 234 |hal ag. i df . i | Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on, drop 2
Ret r ansni ssi on Packet dropped.

212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2

46. 19. 86. 201 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 1

89. 234. 157. 254 |France 147.237.77. 216 |dover.idf.il |DOrectory Traversal directory traversal overflow noni t or 1

184. 105. 247. 231|nited Sates 147.237.8.50 |e.tikshuv.idf.i|Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |dr op 1

157. 55. 39. 10 Lhited Sates 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
208.115.113. 88 |lnited Sates |147.237.76.86 |navy. idf.il Mil tipl e Whaut hori zed URL Access from 208. 115. 113. 88 Bl ock 120
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 30
78.47.67. 232 Ger many 147.237.77.216|dover .i df . i | Distributed Suspicious Response Gode B ock 30
66.249.78.173 |lIsrael 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 15
66.249.67.122 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/bookl ets. aspx B ock 15
192.92.196.71 |uhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237.77. 216/ B ock 15
68. 64. 169. 226 Lhited Sates [147.237.0.19 nadimatal .idf.il Unhaut hori zed URL Access to 147.237.0. 19/ Bl ock 15
66. 249. 78. 95 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx |B ock 15
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/1158-he/ chi nuch. aspx |B ock 15
151.80.31.112 |italy 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 15
. . Uhaut hori zed URL Access to
66.249.79.228 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 8847- he/ r ef uah. aspx Bl ock 15
. . Uhaut hori zed URL Access to
66.249.67.134 [Israel 147.237.77. 170 |maar achot . i df . i | 147.237.77. 1701 pdlf /1 1 es/ 0/ 112800, pdf B ock 15
207.46.13.113 |Lnited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter sorderby in aka.idf.il/iturinasp/ wars. asp None 15
68.64.169.226 [lnited Sates [147.237.77.19 [lawforumidf.il Unhaut hori zed URL Access to 147.237.77.19/ B ock 15
. . Uhaut hori zed URL Access to
66.249.78.102 |Israel 147.237.77. 216 |dover.idf . il 147.237.77. 216/ 1133- 19916- he/ i df gdover . aspx Bl ock 15
. . D stributed Lhauthori zed URL Access on
66. 249. 67. 59 | srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
. ; ; URL is Above Root Drectory
176.126.252. 12 |Fomani a 147.237.77. 216 dover . i df . i vy i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nmn.js B ock 15
. . Uhaut hori zed URL Access to
66.249.79.235 |Israel 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 8944- he/ r ef uah. aspx B ock 15
. ; Uhaut hori zed URL Access to
66.249. 67.143  [Israel 147.237.77. 170 [maar achot . i df . i | 147.237.77. 1701 pdlf /1 1 es/ 2/ 109692. pdf B ock 15
. . Uhaut hori zed URL Access to
66.249.78.109  |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1133- 18457- he/ dover . aspx B ock 15
. . D stributed Uhauthorized URL Access on
66. 249. 67. 65 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
178. 255. 215. 87 |France 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
. . Uhaut hori zed URL Access to
66.249.79.242 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8873- he/ r ef uah. aspx B ock 15
. . D stributed Lhauthorized URL Access on
66.249. 67.242 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 15
208.115.113.88 |Lhited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed LR Access to navy.idf.il/edindlibrary/library.asp B ock 15
. . Uhaut hori zed URL Access to
66.249.78.166 |[lsrael 147.237.77.216|dover . i df .i | ww i of i |/ at al 1/ zkor/ vi ew pi ot ures. asp Bl ock 15
. . DO stributed Unaut hori zed URL Access on
66. 249. 67. 71 | srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
. ny- kosher - kravi . i df . .
184. 105. 139.68 |lhited Sates [147.237.0.16 i Unaut hori zed URL Access to 147.237.0. 16/ B ock 15
68.64.169.226 |Lhited Sates [147.237.0.19 |nadimatal .idf.il Unaut hori zed HTTP Met hod B ock 15
66. 249. 78. 66 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to wwwu chi nuch. aka. i df .il/404. htm B ock 15
66.249. 65. 251 [Israel 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy.idf.il/navy/ navy/terns. aspx |B ock 15
141.212.121. 192|lhited Sates |147.237.76.39 [nobile.neitav.idf.il [Uhauthorized LR Access to 147.237.76. 39/ B ock 15
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