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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
66. 249. 67. 27 Lhited Sates 147.237.77.170 naarachot . i df . il TCP handshake viol ation, first packet not syn|drop 6096
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 2911
66. 249. 67. 20 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 501
109. 67.179. 191 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 36
85. 250. 183. 206 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka idf.il B ock_ UWp Al _Nets drop 6

66. 249. 69. 50 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 6

62. 219. 254, 22 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 3
222.186.129. 85 Chi na 147.237. 76. 86 navy.idf.il JLM Under Attack Con Htp drop 2
71.6.158. 166 Lhited Sates 147.237. 76. 86 navy.idf.il Bock Np Al _Net dr op 1
204. 42. 253. 132 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 1

66. 249. 69. 34 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 1
71.6.135.131 Lhited Sates 147.237.76. 31 nakchal .idf.il Bl ock_UWp Al _Nets drop 1
204. 42, 253. 132 Lhited Sates 147.237.76. 34 yohal an. i df . il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Slgnarure Devi ce Action |Oount ‘

50. 59. 103. 190 Lhited Sates 147.237.0. 34 tikshuv.idf.il|3808: HITP. SQ Injection Variabl e Decl aration Evasi on Bl ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 2
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address | . ry Target Address |Ste Signature Acti o ‘Count
89.187.219. 181 |Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 92
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 62
174.16.178.188 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 47
54.244.22.103 |Whited Sates 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 38
54.244.22.103 |lhited Sates 147.237.77.233|ata .idf.il drop First packet isn't SN drop 37
105. 198. 245. 113|Hgypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 35
41.33.231. 90 Egypt 147.237.77. 216 [dover.idf.il  |drop SAMrul e drop 34
66.249.78. 166 |Uited Sates  |147.237. 7. 216 |cover icr. i1 || SAM NG Engine: TP Invalid inval i d segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.
66.249.78.150 |Uited Sares  |147.237.77. 216 |dover.icr.i1 || S@M NG Engine: TGP | nvalid invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.
38.111.147.88 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
198.58.103.91 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
100. 100. 112. 145 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 12
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
173.174.203.61 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
37.140. 188. 78 :32::1”' on 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 10
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
72.143.11.98 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
151.80.31. 112 |itay 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46.19.86. 77 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 7
109. 67.179.191 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
37.26.147.243  |israel 147.237.76.42 |refuahidf.il [Bad TCP sequence md'oitvrsa:asl”lt Wth different monitor |7
46.4.10.6 Ger many 147.237.77. 170 |nmar achot . i df . i 1|dr op First packet isn't SN drop 6
40.77.167.33  |Wited Sares  |147. 237. 77, 216 |dover.iar.i1 | SAM NG Engi ne: TGP Invalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
79.180.36.35  |Israel 147, 237. 77, 243|obi e ior i1 | SAM NG Engine: TP Invalid - invalid segnent retransnission dr op 6
Ret r ansni ssi on Packet dr opped.
37.26.147.243 |israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence mdﬁrsa:;”lt wth dfferent dert 6
40.77.167.37  |Uited Sates  [147.237. 7. 216 |dover icr. i1 | SaM NG Engine: TP Invalid - limvalid segnent retramsmssion. | o 6
Ret r ansni ssi on Packet dr opped.
87.68. 76. 25 I srael 147.237.77.233|atal .idf.il  [Bad TOP sequence mdﬁrsa:;”lt wth dfferent monitor |5
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
85. 250. 183. 206 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
87.68.76.25 |Israel 147.237.77.74 |lawidf.il Bad TCP sequence mdro?f:éznlt vith different moni tor 4
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
54.187.55.213 |lWhited Sates 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop
65. 55. 210. 2 Uited Sates  [147. 237, 76. 200 fei tan aka i o 1| S2M NG Engine: TP Invalid finvalid segnent retransnission drop 4
Ret r ansni ssi on Packet dr opped.
185.24.169.57 |Denmar k 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
66. 249. 67. 65 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
64.180. 36. 215 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
157.55. 2. 159 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
66.240.67.27  |wited Sates  |147. 23777, 243|mbiteicr. i | AN NG Engine: TCP Invalid  Jinvalid segnent retransnissi on dr op 3
Ret r ansni ssi on Packet dr opped.
84.111.242.94 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
66. 249. 78. 166 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
94.245.88.231 [United Kingdom|147. 237. 72. 166 |aka.i of .i Bad TCP sequence mdr(;tvr;”:l”lt Wth different moni tor 2
176. 228. 144. 45 |Israel 147, 237.77. 243 |noti 1o i 11 || AM NG Engi ne: TCP Ivalid invalid segnent retransnissi on. drop 2
Ret r ansni ssi on Packet dr opped.
108.49.125.25 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46. 19. 85. 87 I srael 147.237.77. 170 |mearachot . i of .il1|Bad TCP sequence Inval i d ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
94.153.10. 149 |Wkrai ne 147.237.77.74 |lawidf.il Mil tipl e Uhaut horized URL Access from 94. 153. 10. 149 B ock 45
66.249.78.173 |Israel 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Qode B ock 45
54.244.22.103 |[wnited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Distributed Suspicious Response Code_Qust om Tenporary B ock 30
38.111.147.88 |Wited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 30
176. 228. 144. 45 |Israel 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 30
. . . Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
. . D stributed WUhaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 15
94. 245, 88. 231 LK*i"rfgegom 147.237.72. 166 |aka. i df . i | Dstributed MSQ Dita Retrieval with Inplicit Qnversion Errors(+)  |None 15
31.193.51.17 France 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code Bl ock 15
68.64.169.226 |lLhited Sates [147.237.76.30 |hi nush.idf.il Unaut hori zed HTTP Met hod B ock 15
. . D stributed Uhaut hori zed URL Access on
66.249. 67. 234  |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
46. 19. 85. 255 I srael 147.237.77.243|nobi l e. i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 15
. . . Unhaut hori zed URL Access to
207.46.13. 36 Wited Sates 147.237.77. 216 dover . i df . i1 wan i df . i1/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ nazi . i df i | B ock 15
77.237.138.202 |Czech Republic |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to / B ock 15
66.249.78.128 |[Israel 147. 237. 76. 147 [chi nuch. aka. i df . i|D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
. . D stributed Whaut hori zed URL Access on
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
94. 245, 88. 231 z‘;;gom 147.237.72. 166 [aka. i df . i | Ml tiple signatures from94. 245, 88. 231 Bl ock 15
37.26.147.147 |israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ nav. css B ock 15
68.64.169.226 |lLnited Sates [147.237.76.30 |hinush.idf.il Unhaut hori zed URL Access to 147.237.76. 30/ B ock 15
. . DO stributed Whaut hori zed URL Access on
66.249. 67.242 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 15
54.186.248.49 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294-he/ wan i df . il B ock 15
66.249.78.128 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Uhaut hori zed UR. Access on chi nuch. aka. i df.il/404. htm B ock 15
. . O stributed Whaut hori zed URL Access on
66. 249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
37.26.147.243 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css B ock 15
157.55.39. 121 |Uited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ robot s. t xt B ock 15
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vww i df . il/1415-he/ dover. aspx  |B ock 15
. . Ill1egal Paraneter Encodi ng searchText in
66.249.69.92  |Israel 147.237.77.74 |lawidf.il vow | aw i df . i |/ 275- he/ pat zar . aspx None 15
94.153.10.149 |lkraine 147.237.77.74 [lawidf.il PHP At t enpt B ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 77 I srael 147.237.77.216|dover . i df . i | 147, 237. 7. 216/ 1133- 20379- he/ i df gdover . aspx B ock 15
. . . Unhaut hori zed URL Access to
68.180.228. 183 |lhited Sates |147.237.77.233|atal .idf.il v atal i f i | /tenpl at es/ shar ed/ user cont rol s/ header upper/ B ock 15
. . Uhaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover. i df . il 147. 237. 77. 216/ 1133- 20451- he/ dover . aspx Bl ock 15
. . Unknown Par anet er docl d\ u003d65772 in
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | vaww aka, i df . i |/ i n/ smal i n showbi g. aspx None 15
94.153.10. 149 |krai ne 147.237.77.74 [lawidf.il Unhaut hori zed URL Access to v | aw idf.il/xmrpc. php Bl ock 15
23.81.90. 154 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed Method HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 15
66.249.79.235 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ scri pt r esour ce. axd B ock 15
66. 249. 67. 83 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 15
38.111.147.88 |wited Sates [147.237.77.216|dover.idf . il Wnaut hori zed LR Access to ww i df .1/ newsi tef engli st sal ah. stnf B ock 15
target="_hl ank
184. 105. 247. 196|Uhited Sates |147.237.72.166|aka. i df . il Uhaut hori zed URL Access to 147.237.72. 166/ B ock 15
66.249.78.121 |lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unhaut hori zed URL Access to chi nuch. aka. i df.il/404. ht m B ock 15
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