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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 67. 20 Lhited Sates 147.237.77.170 naarachot.idf.il |TGP handshake viol ation, first packet not syn |drop 4866
66. 249. 67. 27 Lhited Sates 147.237.77. 170 naarachot.idf.il |TQP handshake viol ation, first packet not syn |drop 3246
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 3058
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 2575
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 773
220. 181. 108. 93 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 255
50. 116. 30. 23 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 61
66. 249. 67. 34 Lhited Sates 147.237.77. 170 naarachot.idf.il |TQP handshake viol ation, first packet not syn |drop 5

62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets drop 3

85. 250. 3. 123 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
134.147. 203. 115 CGer many 147.237.76. 147 chinuch. aka.idf.il |[Block Np Al Net drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

66. 103. 79. 166 Lhited Sates 147.237. 76. 42 refuah.idf.il ock Wdp Al _Nets drop 1
181. 166. 222. 246 Argentina 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
66.102. 8. 237 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

83.168. 248. 11 Sweden 147.237.72.166  |aka.idf.il [3808: HITP. SQ Injection Variabl e Decl arati on Evasi on Bl ock 20
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|Top Attackers In |D|

‘Target Addr ess g)tui‘ikre; Signature
83.168.248. 11 [147.237.72. 166 |Sweden akaidf.il SQ Injection - Select From 60
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
66.249.84.67 |147.237.76.86 [lhited Sates  [navy.idf.il ET SCAN NVAP -sA (2) 2
66.249. 75. 106 [147.237.77.233|lhited Sates aal.idf.il ET SCAN NVAP -sA (2) 2
37.49.226.136 |147.237.0.19 [Netherlands nadi matal .idf.i|ET SCAN Potential SSH Scan 1
198.20.69. 74  [147.237.76.42 |lLited Sates refuah.idf.il  [ET DRCOP Dshiel d B ock Listed Source 1
98. 102. 200. 172 [147. 237. 76. 200 [Lhi ted Sates eitan.aka.idf.il [ET SCAN NVAP -sS w ndow 4096 1
58.253.96. 122 [147.237.77. 179|Chi na enazi.idf.il |ET SCAN NMAP -sS wi ndow 3072 1
37.49.226.136 |[147.237.0.34 |[Netherlands tikshuv.idf.il |ET SCAN Potential SSH Scan 1
31.184.242.17 |147.237.77.216 ?éj:;;m dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
201 191 7186|147 237 76.31 |costa A ca vokehal i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
Russi an . . -
95. 221. 254. 58 eration 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 73
89.187.219. 181 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 66
Sreaning Engine: TCP Invalid i i ssi
66.102.8.243  |lited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 54
Ret ransnm ssi on Packet dropped.
Russi an s .
93. 80.91. 58 Feder at i on 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
Russi an S -
2.92.219. 149 erati on 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 33
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
2.92.137.32 RJF Sﬁ::ﬂ on 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 27
Sreaning Engine: TCP Invalid i i ssi
66.102.8.233  |Uited Sates  |147. 237.77. 216 |dover. i df .l 9 =g Invalid segnent retransmssion. drop 24
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249.78.51  |twited Sates  |147.237.77.234|hal ag.idf.il 9 =g Invalid segment retransmssion. drop 24
Ret ransnm ssi on Packet dropped.
63. 234. 66. 2 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
e SN retransmit wth different .
195. 74. 38. 14 Sweden 147.237.72. 156 [amn.idf.il  [Bad TCP sequence vi ndow scal e noni t or 23
195.74.38. 14 Sweden 147.237.72. 156 |anan. i df . il drop First packet isn't SN drop 22
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 21
Sreanming Engine: TGP Invalid i i ssi
66.249.78.173 |twited Sates  |147.237.77.216 |dover.idf.il 9 =g Invalid segment retransmssion. drop 20
Ret ransnm ssi on Packet dropped.
. . . SWNretransmt wth different .
95. 215. 227. 115 |United Ki ngdom|147.237.72. 166 |aka.idf.il Bad TCP sequence Vi ndow scal e noni t or 19
Russi an R SN retransmt wth different .
87.242.112.36 [ o0 oo 147.237.72. 166 |aka.i df .il Bad TCP sequence vi ndow scal e noni t or 19
Sreaning Engine: TCP Invalid i i ssi
66.249.78.159 |Uited Sates  |147. 237.77. 216 |dover. i df .l 9 =g Invalid segnent retransmssion. drop 18
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249.78.166 |lited Sates  |147.237.77.216 |dover.idf.il 9 =g Invalid segment retransmssion. drop 14
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
173.68.157.64 |Wited Sates  |147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
109.65.42.61  |Israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence S retransmt with different monitor [0
w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
40.77.167.37  |Wited Sates  |147.237.77.216 |dover.idf. il 9 =g Invalid segnent retransmssion. drop 10
Ret r ansm ssi on Packet dr opped.
54.244.22.103 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
73.161. 45. 95 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
37.140. 188. 78 RJF Sﬁ::ﬂ on 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
Sreaning Engine: TCP Invalid i i ssi
66.249.67.65 |United Sates  |147. 237. 77. 216 |dover. i df .i 9 =g Invalid segnent retransmssion. drop 8
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
157.55.39.231 |Wited Sates  |147.237.77. 216 |dover.iof.i | 9 =g Invalid segment retransmssion. drop 8
Ret ransn ssi on Packet dropped.
Russi an s .
95. 25. 195. 146 ration 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
Sreanming Engine: TGP Invalid i i ssi
79.176.23.230 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 6
Ret ransn ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.67.41  |United Sates  |147.237. 77. 243 |nobile.i df i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 64. 187. 191 I srael 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segment retransmssion. drop 6
Ret ransn ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.181. 127. 205 |i srael 147. 237.77. 243 |mobi l e, i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249.78.37  |wited Sates  |147.237.77.234|hal ag.idf.il 9 =g Invalid segment retransmssion. drop 6
Ret ransn ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.12.137.35 |l srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi
220. 255. 97. 166 |4 ngapore 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
66. 102. 8. 238 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi
66.249.78.44  |Wnited Sates  |147.237.77.234|halag.idf. il 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
109. 200. 30. 154 [United Ki ngdom|147.237.77.216 |dover.idf.il |drop Frst packet isn't SYN drop 6
Sreanming Engine: TGP Invalid i i ssi
199.30.24.183 |Wited Sates  |147.237.77. 216 |dover.iof.il 9 =g Invalid segment retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.102.8.238  |Uited Sates  |147.237.77. 216 |dover. i df .l 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
77.127.221.185 |israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segment retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
66. 102. 8. 243 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
65. 130. 210. 195 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
181. 166. 222. 246|Argenti na 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi
65.55.210.22  |wited Sates  |147.237.77. 216 |dover.idf . il 9 g Invalid segment retransmssion. drop 4

Ret r ansm ssi on

Packet dropped.
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At t acker ) .
Attacker Address count ry Target Address ‘Ste ‘Slgnature
54.72.73. 168 I'rel and 147.237.77. 216 dr op First packet isn't SN
68.180.228. 112 |lLhited Sates 147.237.77. 216 drop Frst packet isn't SN
Sreaming BEngine: TCP Invalid i i ssi
66.249.67.122 |Wnited Sates |147.237.72. 166 9 =g Invalid segnent retransmssion.
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.64.75  |Uited Sates  |147.237.76. 200 |ei tan. aka.i df . 9 =g Invalid segnent retransmssion.

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry ‘Target Address |Site S gnature Acti on ‘Count
66. 249. 67. 122 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized LRL Access from 66.249. 67. 122 B ock 45
87.68.76.25 I srael 147.237.77.233|atal .idf.il Paraneter Type M ol ation searchText in ww atal.idf.il/1367-he/atal.aspx |B ock 45
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut horized URL Access from 46. 118. 155. 216 B ock 45
66.249. 78. 166 |l srael 147.237.77.216|dover. i df .i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 166 Bl ock 30
) . . Unaut hori zed URL Access to
72.9.148.10  |Wited States  [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
66.249. 78. 128 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Suspi ci ous Response Code_Qust om Tenpor ary B ock 30
176.12.137.35 |[lIsrael 147.237.77. 243 |nobi l e. i df . i | Distributed Suspicious Response Code B ock 15
. - .|D stributed Waut hori zed URL Access on
66.249.78.59 |[lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i vz chi nuch. aka. i df i 1/404. htm B ock 15
66.249. 67. 122 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wwwu aka. i df . il/1149- he/ chi nuch. aspx Bl ock 15
95. 215. 227. 115 |Uni t ed Ki ngdom|147.237.72. 166 |aka. i df .| Dstributed MSSQ Data Retrieval wth Inplicit  Qonversion Errors(+) None 15
87. 68. 76. 25 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 15
66. 249. 67.6 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 66. 249. 67. 6 Bl ock 15
66.249. 78. 135 |[lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unhaut hori zed UR. Access to chinuch. aka.idf.il/404. htm Bl ock 15
. . Paraneter Read Qily Molation in
149.78.25. 181 |l srael 147.237.72. 166 |aka. i df . i | vw aka i dff i 1/ mai n/ sachar /£ or got passwor d. aspx None 15
66. 249. 67. 251 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/milui m/nai nd9ea. ht m B ock 15
94.245.88.217 |United Kingdom|147.237.72. 166 |aka.idf.il Dstributed MSSQ Data Retrieval wth Inplicit  Qnversion Erors(+) None 15
. . O stributed Unaut hori zed URL Access on
66.249.67.65 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
66.249. 79. 228 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt Bl ock 15
. . .|D stributed Waut hori zed URL Access on
66.249.78.66 |[lsrael 147.237.76. 147 |chi nuch. aka. i df . i o chi nuch. aka, i df . i1/404. htm B ock 15
177.81. 248. 152 |Rrazil 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to v i df . i|/894-en/i df gdover. aspx B ock 15
66. 249. 67. 143 |l srael 147.237.77. 170 [maar achot . i df . i | |Unauthorized URL Access to 147.237.77. 170/ pdf/fil es/ 7/112327. pdf  |B ock 15
95. 215. 227. 115 |Uni t ed Ki ngdom|147.237.72. 166 |aka. i df.il Mil tipl e signatures from 95, 215. 227. 115 B ock 15
87.242.112. 36 23:;;} o 147.237.72. 166 |aka. i df . i | MSSQ Data Retrieval with Inplicit Qonversion Erors None 15
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/925-he/ chi nuch. aspx B ock 15
66. 249. 78. 159 |Israel 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to wawidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 15
157.55. 39. 3 Lhited Sates  [147.237.72.166|aka.idf .il Uhknown Paraneter catid in aka. idf.il/giyus/ ganda/ defaul t. asp None 15
66.249.75.70 |[lIsrael 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77. 74/ B ock 15
. . Unaut hori zed URL Access to
66.249.67.71 |[lIsrael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp Bl ock 15
94.245.88.217 |United K ngdom|147.237.72.166|aka.idf.il Mil tipl e signatures from94. 245, 88. 217 B ock 15
64.14.68. 11 Lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal.idf.il/wordpress/ wp-adnin/ B ock 15
Unaut hori zed URL Access to
68. 180. 229. 239 |Lhited Sates 147.237.72. 166 [aka. i df . i | ww aka. i df . i1/ si p_storagelfil es/ 2/ 62532. pdf g2=whvq9j gvov3i gmof | eg [B ock 15
da
66.249.78.121 |[lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Unaut hori zed LRL Access on chi nuch. aka. i df .il/404. htm Bl ock 15
195.74.38.14  |Sweden 147.237.72. 156 |anan. i df . i | MSQ Dnta Retrieval with Inplicit nversion Erors None 15
. . O stributed Uhaut hori zed URL Access on
66. 249. 67. 234 [l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 15
96.30.50.236 |Lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp-admn/ B ock 15
87.242.112. 36 2333". o 147.237.72. 166 |aka. i df . i | Mil tipl e signatures from 87.242. 112. 36 B ock 15
66.249.67.13 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/defaul t.aspx B ock 15
. . . Unknown Paraneter sorderby in
157. 55. 39. 3 Lhited Sates  |147.237.72.166|aka.idf.il aka.if i1 /ituri ndasp/ di spl ayal | sol i ers. asp None 15
66.249.78. 4 I srael 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to list.ips.gov.il/listl htm B ock 15
66.249. 67. 122 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 15
94.245.88.250 |United Kingdom|147.237.72.166|aka.idf.il Dstributed MSSQ Data Retrieval wth Inplicit  Qnversion Errors(+) None 15
. ; ; Unaut hori zed URL Access to
66. 249. 64. 190 |[lsrael 147.237.0.34 |tikshuv.idf.il vown ti kshuv. i df . 1/ modul es/ f or uns. f ik r muser det ai | 5. aspx Bl ock 15
66.249. 78. 128 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Unhaut hori zed URL Access on chi nuch. aka. i df .il/404. ht m B ock 15
195.74.38.14 |Sweden 147.237.72. 156 |anan. i df . i | Mil tipl e signatures from195. 74. 38. 14 Bl ock 15
109. 65. 42.61  |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 15
. . Distributed Lhaut hori zed URL Access on
66.249. 67. 250 |[lsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
94.245.88. 135 |United Kingdom|147.237.72. 166 |aka.idf.il Dstributed MSSQ Data Retrieval wth Inplicit  Qonversion Erors(+) None 15
. . Distributed Uhaut hori zed URL Access on
66.249.67.59 |[lIsrael 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 15
37.230.106. 78 |[Turkey 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal.idf.il/ol d/wp-admn/ B ock 15
66. 249. 78. 166 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to widf.il/atal 1/izkor/ vi ew i ny. asp B ock 15

10-31-2015-02:04:05 to 10-31-2015-03:04:05




