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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 8173
66. 249. 67. 20 Lhited Sates 147.237.77.170 naarachot .idf.il |TGP handshake violation, first packet not syn |drop 3876
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2729
128. 54. 79. 70 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 858
66. 249. 67. 27 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCP handshake viol ation, first packet not syn |drop 674
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df.il |TCP handshake viol ation, first packet not syn |drop 537
213. 139. 53. 147 Jordan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 95
31. 168. 209. 222 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 54
84.111.4.114 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
2.52.148.8 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 24
176.13.7. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
31. 168. 209. 222 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 18
79.181.97. 76 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
46. 19. 86. 110 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 13
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6
213.57.190. 150 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
209. 170. 255. 14 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
17.142. 152. 89 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4

90. 214. 125. 65 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
46.120. 115. 145 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3

62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp All Nets drop 3
176. 106. 226. 178 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

41. 33.231. 90 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
17.142. 152. 94 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

46. 19. 86. 86 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
212.199.182. 150 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
17.142.145.3 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
71.6.167. 142 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |Block Wdp All Nets drop 1

66. 249. 67. 53 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
146. 185. 239. 100 Russi an Federation 147.237.76. 42 refuah.idf.il bl ock-sp-trafl drop 1
2.241.209. 173 Ger many 147.237.77.216 dover.idf.il SYNHood full table drop 1

66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66. 249. 75. 60 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231. 90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
66.249. 67. 122 147. 237. 72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
112.171.173.85 147.237.8. 28 Korea, Republic of e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
112.171.173.85 147.237.8. 24 Korea, Republic of elifestyle.idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 194 147.237.8.28 Net her | ands e nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62.212.230.9 147. 237.76. 197 Azerbai j an e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
186. 147. 233. 160 147. 237. 76. 39 Col onbi a nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 4096 1
186. 147. 233. 160 147.237.76. 39 Col onbi a nobi | e. nei tav.idf.il ET SCAN NVAP -f -sS 1
12.216.138. 71 147. 237.76. 196 Lhited Sates e.svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
118. 244. 216. 171 147.237.76. 44 Chi na erefuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
112.171.173. 85 147. 237. 8. 46 Korea, Republic of e.chinuch.idf.il ET SCAN Potential SSH Scan 1
112.171.173.85 147.237.8. 27 Korea, Republic of e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
112.171. 173. 85 147.237.8.14 Korea, Republic of e.orchot.idf.il ET SCAN Potential SSH Scan 1
66. 249. 78. 166 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP DO stributed Portscan 1
62.212.230.9 147. 237.76. 177 Azerbai j an ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
186. 147. 233. 160 147. 237.76. 39 Col onbi a nobi | e. nei tav.idf.il ET SCAN NVAP -sS wi ndow 2048 1
12.216. 138. 71 147. 237. 76. 196 Lhited Sates e svivaidf.il ET SCAN NVAP -sS wi ndow 4096 1
118. 244. 216. 171 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
118. 244. 216. 171 147.237.76. 44 Chi na erefuah.idf.il ET SCAN NVAP -f -sS 1
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A tacker
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190. 24. 146. 71 Col onbi a 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 218
128.54.79.70 Lhited Sates 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 111
149.78.154.69 |l srael 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 86
31.168.209. 222 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 63
75.171. 98. 50 Lhited Sates 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 53
209. 170. 255. 14 |lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 48
46.19. 86. 110 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 45
12.9.250. 183 Lhited Sates 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 40
Sreamng Engine: TCP Invalid ' i ssi
66.249.78.173 |lited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 38
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid ' i ssi
66.249.78.159 |Uited Sates  |147.237. 77. 216 |dover. i df i1 9 =g Invalid segnent retransmssion. drop 38
Ret ransm ssi on Packet dr opped.
99. 17.228.75 Lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 37
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 36
46. 19. 85. 112 | srael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 35
54.187.55.213 |lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 34
187.50.199. 66 |Brazil 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 34
17.142.152.72 |lhited Sates 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 33
37.140. 188. 78 R‘SS::I”i o 147. 237. 77. 216 |dover. i df .i1|dr op First packet isn't SIN drop 30
17. 142. 152. 68 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 27
176.12.138. 103 |l srael 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 26
176.12.141. 247 |l srael 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 26
17.142.145. 3 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 25
17.142.152. 110 |Whited Sates 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 20
176.13.7.26 | srael 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 18
Sreaning Engine: TCP Invalid ' i ssi
40.77.167.71  |wited Sates  |147.237. 77. 216 |dover. i of .1 9 =g Invalid segnent retransmssion. drop 18
Ret ransm ssi on Packet dr opped.
24.182.106.14 |lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 17
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 17
41.33.231.90 Egypt 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 16
54.72.0.55 Irel and 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 16
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i of .i | [dr op SAMrul e drop 16
17.142.152.94 |lhited Sates 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 16
17.142.152. 111 |UWhited Sates 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 15
90.214.125.65 |Wnited Kingdom|147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 15
54.72.73.168 Irel and 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 15
46. 19. 86. 246 | srael 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 15
Sreamng Engine: TCP Invalid i i ssi
66.249.78.166 |lWited Sates  |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. drop 14
Ret ransm ssi on Packet dr opped.
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 14
17.142.152.86 |lLhited Sates 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 13
17. 142. 152. 85 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 12
100. 100. 101. 179 147.237.72. 166 |aka. idf.il [drop First packet isn't SYN drop 12
Sreamng Engine: TCP Invalid i i ssi
2.54.45. 15 I'sr ael 147.237.77. 243 |nobi | e. i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
2.241.209.173  |Ger many 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 12
Sreamng Engine: TCP Invalid ' i ssi
66.249.67.41 |lited Sates  |147.237.77. 243 |mobile.idf. | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 205 I srael 147.237.72. 166 |aka idf.il [Bad TCP sequence Invali d ACK nunber noni t or 10
46.117.108.94 |Israel 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 9
46.120.22.21 | srael 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SN drop 9
177.41.75.205 |Brazil 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 8
Sreamng Engine: TCP Invalid [ i ssi
40.77.167.33  |wited Sates  |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion drop 8
Ret r ansn ssi on Packet dr opped.
151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 8
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 8
17.142.152.81 |lWhited Sates 147.237.77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 8
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Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
] . . Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 30
2.54.45. 15 I srael 147.237.77.243|nobi [ e. i df . i | O stributed Suspicious Response Code B ock 30
. . O stributed Unaut hori zed URL Access on
66.249.67.242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
. - Unaut hori zed URL Access to
178.255.215. 87 |France 147.237.77. 176 [mat pash. 1 df .1 | vy cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock 15
109. 145. 248. 250 zlnt:gom 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx B ock 15
66. 249. 65. 251 |l srael 147.237.76.86 |navy.idf.il Paraneter Type Mol ation catld in ww navy.idf.il/navy/articles. aspx B ock 15
68.180.230. 167 |lWnited Sates [147.237.76.31 |nakchal .idf.il [Paraneter Type Mol ation PageNumin nakhal . i df.il/1073- he/ nakhal . aspx Bl ock 15
. . Dstributed Parameter Type Mol ation on wa i df.il/1283-en/ dover. aspx
192.99.20. 92 CGanada 147.237.77. 216 [dover . i df . i | par anet er ct| 00$Cont ent Pl acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker Bl ock 15
. . Unaut hori zed URL Access to
66.249.78.102 I srael 147.237.77. 216 dover . i df . i | 147.237. 77. 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 15
157. 55. 39. 51 Lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/eitan/listpagel default.asp None 15
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwwy aka. i df . il /yohal an. B ock 15
. . . Paraneter Type Mol ation ctl 00$Cont ent Al aceHbl der 1$txt Eai | in
5.254.65.183  [Ronani a 147.237.77. 216 [dover. i df . il vaw i df i 1/ 1038- en/ dover . aspx Bl ock 15
66.249.79.235 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8896- he/ r ef uah. aspx  |B ock 15
Unaut hori zed URL Access to
209. 249.157.69 |Wited Sates |147.237.77.216|dover.idf.il v i df . i1/t enpl at es/ honepage/ honepage. aspx/ t enpl at es/ sendt of ri end/ se |Bl ock 15
ndt of ri end. aspx
66. 249. 69. 81 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1237-he/ at al . aspx B ock 15
179.223. 121. 108|Brazil 147.237.77.74 |lawidf.il PHP Att enpt B ock 15
Korea, Republic - - D stributed Paraneter Type Mol ation on wwu i df.il/1283-en/ dover. aspx
110.45.135. 229 of 147.237.77. 216 [dover . i df . i | par anet er ct | 00$Cont ent Pl acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker Bl ock 15
66.249.67.6 |Israel 147.237.72. 166 |aka. i df . i | thknown Paranet er 4d9c6f40 in None 15
waw aka. i df . i |/ gi yus/for und asp/ showf or um asp
193.143.77.22 |Pol and 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 193.143. 77. 22 B ock 15
66.249.78.166 [Israel 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code Bl ock 15
66.249. 67. 134 |l srael 147.237.77. 170 |m@ar achot . i df . i l[|Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 7/ 108997. pdf B ock 15
157. 55. 39. 51 Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/sites/nktzoa/ default.asp None 15
Paraneter Type Mol ation
58.210. 44.162 |China 147.237.77. 216 |dover.i df .i | ct1 00$Cont ent P acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in Bl ock 15
wa i df . i1 /1283- en/ dover . aspx
79.180.221. 148 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from 79. 180. 221. 148 Bl ock 15
66.249.79.242 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8769- he/ ref uah. aspx  |B ock 15
66. 249. 69. 89 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1401- he/ at al . aspx Bl ock 15
179.223.121. 108|Brazil 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw mag. i df.il/xmrpc. php B ock 15
157. 55. 39. 51 Lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/brothers/news/default.asp None 15
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 66.249. 67. 13 Bl ock 15
2.11. 140. 151 France 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to waw idf.il/sip storagelfiles/2/4912. png Bl ock 15
75.171.98.50  |Wnited Sates |147.237.77.216|dover.idf .il Distributed Lhadthorized LR Access on B ock 15
WA i df . i1/ newsi t e/ engl i sh/ nai n. asp
] . . Unaut hori zed URL Access to
199. 16. 156. 124 [lhited Sates |147.237.77.216|dover.idf .il v o i /i p storagel i1 es/ 9/ si e220x0/ 17329 | pg B ock 15
66.249.78.173 |lsrael 147.237.77.216|dover. i df .i | D stributed Suspici ous Response CQode B ock 15
66.249. 67. 143 [Israel 147.237.77. 170 [maar achot . i df . i [|Uhaut hori zed URL Access to 147.237.77. 170/ pdf/fi| es/ 9/ 107389. pdf Bl ock 15
157. 55. 39. 51 Lhited Sates |147.237.72.166|aka.idf.il Unknown Paranet er docid in aka.idf.il/brothers/kurs/defaul t.asp None 15
66. 249. 65. 132 | st ael 147.237.76.86 |navy. idfil Dstributed Paraneter Type Mol ati on on v navy. idf.il/navy/articl es. aspx B ock 15
paraneter catld
Russi an . . Unaut hori zed URL Access to
85.143.24.70 Federation 147.237.77. 216 [dover . i df . i | wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 15
68.180.228.112 |Lnited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ation PageNumin waw i df . il/1283-en/ dover. aspx B ock 15
Unaut hori zed URL Access to
183. 245. 77. 242 |China 147.237.77.216|dover. i df . i | v i df . i 1/t enpl at es/ honepage/ honepage. aspx/ t enpl at es/ soci al /tw tter. as |B ock 15
px
66. 249. 69. 97 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1403- he/ at al . aspx B ock 15
157. 55. 39. 51 Lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/chanatz/klali/default.asp None 15
- . Distributed Lhaut hori zed URL Access on
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
2.52.148.8 I srael 147.237.77.216|dover . i df . i | SSL Wntraceabl e Gonnection - pen Mde None 15
77.6.140. 80 Ger many 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw i df.il/newsite/english/nain. asp B ock 15
] . . Unaut hori zed URL Access to
199. 16. 156. 125 [lhited Sates |147.237.77.216|dover.idf.i | v i o i /i p storagel i1 es/ 4/ si e220x0/ 17344, | pg B ock 15
66.249.78.173 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66.249. 78. 173 B ock 15
- . Distributed Lhaut hori zed URL Access on
66. 249. 67. 234 |Israel 147.237.72.166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
O stributed Unhaut hori zed URL Access on
177.21.255.18 |Brazil 147.237.77. 216 |dover.i df . i | wwy i df . i |/t enpl at es/ honepage/ honepage. aspx/ t enpl at es/ soci al / tvi tter. as |B ock 15
px
108.227.98.31 |Uhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 15
66.249. 65. 139 |l srael 147.237.76.86 |navy.idf.il Lhaut hori zed LR Access to waw navy. i df.il/navy/ navy/ general . aspx B ock 15
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