10-31-2015-00:04:00 to 10-31-2015-01:04:00

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

M aka.idf.il

M nobile.idf.il

M navy.idf.il

M refuah.idf.il

Wiawidf.il

M atal.idf.il

M chinuch. aka. i df . i
nmaarachot . idf.il

MW aman.idf.il

Top Tar get

M 66. 249. 78. 159
79. 176. 60. 54

I 149. 78. 154. 69
66. 249. 78. 166

N”'éber M 208. 115. 113. 88
Attacks M 193. 143.77. 22

[ 168. 235. 195. 72
Il 157.55. 39. 84

41. 33. 231. 90
M 157.55.39.3

Top Attackers



10-31-2015-00:04:00 to 10-31-2015-01:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 4180
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3132
173. 84. 92. 52 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 955
66. 249. 67. 20 Lhited Sates 147.237.77.170 naar achot . i df . i ||TAP handshake vi ol ation, first packet not syn|drop 358
66. 249. 67. 6 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn|drop 217
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 180
154. 72.174. 197 Caner oon 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 89
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il TP handshake viol ation, first packet not syn|drop 65
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . i ||TAP handshake vi ol ation, first packet not syn|drop 54
145, 53. 254. 110 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 20
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 12
66. 249. 84. 187 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 6

66. 249. 67. 122 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 6

66. 249. 84. 188 Lhited Sates 147.237.77.216 dover.idf.il SWNHood full table dr op 5
212.179. 227. 147 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
170. 149. 100. 10 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
134.147. 203. 115 Cer many 147.237.76. 38 eeneitav.idf.i|B ock Udp Al Nets drop 4
37.26.148. 136 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4

80. 246. 136. 194 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

62. 219. 254, 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3
37.8.46.154 Pal estinian Territory, Qcupieq147.237.77.216 dover.idf.il SYNHood full table drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
134.147. 203. 115 Cer many 147.237.76. 38 eeneitav.idf.i|Bock Np All Net drop 2

86. 128. 79. 238 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 1
154. 72.174. 197 Camer oon 147.237.77. 216 dover.idf.il SYNHood full table drop 1
188. 138. 9. 50 Ger many 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

78.25. 120. 42 Russi an Feder ation 147.237.77. 216 dover.idf.il [12580: HITP. SQ Injection (Cookie Header) B ock 1
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41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 75. 2 147.237.77.233|Wnited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
59. 45, 79. 117 147. 237. 77. 227 |Chi na e. hanaz.idf .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 178 |Chi na e. mat pash. i df . il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 159|147. 237.76.31 |[Lhited Sates |nakchal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
59. 45. 79. 117 147. 237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
197.225.31.39 [147.237.76.38 |Mwritius eeneitav.idf.il ET SDAN Behavi oral Lnusual ly fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 72. 156 |Chi na anan. i df.il ET SCAN Potential SSH Scan 1
169. 57. 5. 20 147.237.77.226 Netherl ands  |[wwu chamat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
169. 57. 5. 20 147.237.77.176 |Netherl ands ~ |natpash.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.7.181.51 147.237.77. 179 |Thai | and e nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
61.7.181.51 147.237. 77. 179 |Thai | and enazi.idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237. 77. 226 |Chi na wa chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.19 |China | awforumidf.il ET SCAN Potential SSH Scan 1
200. 195. 135. 82 |147.237.76. 44 |Eazil e.refuah.idf.il ET SCAN NMAP -sS w ndow 4096 1
59. 45. 79. 117 147. 237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.76.30 |Whited Sates |hinush.idf.il ET DROP DBshiel d B ock Listed Source 1
59. 45. 79. 117 147. 237. 72. 166 |Chi na akaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
169. 57. 5. 20 147. 237. 77. 178 |Net her | ands e. mat pash. i df.il ET SCAN NVAP -sS w ndow 1024 1
61.7.181.51 147. 237.77. 179 | Thai | and e.nazi.idf.il ET SCAN NMAP -sS w ndow 2048 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address | . ry Target Address |Ste Signature Acti o ‘Count
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 83
31.173.80.21  |Romania 147. 23777, 216 |dover it i1 | S NG Engine: TCP Invalid  finvalid segnent retransnission drop 27
Ret r ansm ssi on Packet dr opped.
190. 24.146.71  |Col onbi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
66.249.78.166 |Uited Sates  |147.237.77. 216 |dover.ir i1 | AN NG Engine: TP Invalid  Jinvalid segnent retransnission dr op 24
Ret r ansm ssi on Packet dr opped.
173.84.92. 52 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
66.249.78.173 |Uited Sares  |147.237.77. 206 |dover. it it |2 €8N ng Engl ne: TP Invalid  finvalid segnent retransnission drop 22
Ret r ansm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 21
166.170.0.126 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
108. 61. 122. 218 |Fance 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
37.140.188. 78 g;z:;nl on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 19
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
66.249.78.159 |Uited Sates  |147.237. 7. 216 |cover ict.i1 || SAm g Enginer TP Invalid invalid segnent retransnission. drop 16
Ret r ansni ssi on Packet dr opped.
66.249.84. 166 |Uited Sates  |147. 237 77. 216 |dover.ir i1 | ! AN NG Engine: TP Invalid  |invalid segnent retransission dr op 14
Ret r ansm ssi on Packet dr opped.
100. 100. 73. 230 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 13
84.228. 242. 123 |l srael 147.237.72. 166 |aka. i df .i | Stream ng Engl ne: TP Invalid  finvalid segnent retransnission drop 12
Ret r ansm ssi on Packet dr opped.
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
100. 100. 73. 230 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
176. 106. 227. 36 |l srael 147, 237. 77, 243|obi e ior i1 | SAM NG Engine: TP Invalid  invalid segnent retransnissi on dr op 12
Ret r ansm ssi on Packet dr opped.
54.164.132. 119 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
86.128.79.238 |United Kingdom|147.237.77.216|dover.idf.il drop First packet isn't SN drop 10
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
46. 19. 86. 74 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
31.186.228.32 |Uhited Kingdom|147.237.72.166 |aka.idf.il drop First packet isn't SYN drop 8
207.46.13.36  |Uited Sares  |147.237.77. 216 |dover.icr.i1 || S@M NG Engine: TGP | nvalid invalid segnent retransnission drop 8
Ret r ansm ssi on Packet dr opped.
31.186.228.93 |Wnited K ngdom|147.237.72.166 |aka.idf.il dr op First packet isn't SYN drop 8
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
157.55.39.231 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
79.180.9.72 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
66.249.78.173 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
157. 55. 39. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
31.186.228.96 |United Kingdom|147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 6
54.244.22.103 |lhited Sates 147.237.77. 176 |natpash.idf.il |dr op First packet isn't SYN drop 6
46. 19. 86. 205 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
82.166. 22. 63 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
31.186.228.60 |Wnited K ngdom|147.237.72.166 |aka.idf.il dr op First packet isn't SYN drop 6
92.247.181.31 |Bllgaria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
64.233.172. 163 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
31.186.228.57 |United Kingdom|147.237.72.166 |aka.idf.il drop First packet isn't SYN drop 6
46.4.10.6 Ger many 147.237.77. 170 |nmar achot . i df . i 1|dr op First packet isn't SN drop 6
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop drop 6
31.186.228.95 |United Kingdom|147.237.72.166 |aka.idf.il drop First packet isn't SYN drop 6
82.17.243.170 |United Kingdom|147.237.77.216|dover.idf.il drop First packet isn't SN drop 5
46. 19. 85. 203 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence I'nval i d AGK nunber noni t or 5
41.108.14.143 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
31.210. 186. 168 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79. 176. 60. 54 | srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 120
208.115.113.88 |lhited Sates |147.237.76.86 [navy.idf.il Mil tipl e Unauthorized URL Access from 208. 115. 113. 88 B ock 75
66.249.78.159 |[Israel 147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed LRL Access from 66.249. 78. 159 B ock 75
193.143.77.22 |Poland 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 193. 143. 77. 22 B ock 60
79. 170. 40. 38 Uni ted Ki ngdom|147.237.72.166|aka.idf.il Mul ti pl e Unaut horized URL Access from 79. 170. 40. 38 B ock 45
66.249.78.159 |[Israel 147.237.77.216|dover.idf.il Dstributed Suspicious Response Code B ock 45
168.235.195. 72 |lhited Sates  |147.237.77.216|dover.idf .il Mil tiple Unhauthorized URL Access from 168. 235. 195. 72 B ock 45
66.249.78.166 |l srael 147.237.77.216|dover . i df . il Mul ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 30
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. | df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
. . S Untraceabl e Gonnection - Protocol violation
2.54. 167. 247 I srael 147.237.72. 156 [aman. i df . i | (SSL OONN LI ENT FELLO) None 15
66.249.78.166 [Israel 147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 15
66.249.60.84  |israel 147.237.77.74 |lawidf.il Paraneter Type ol ation Infocenter!temin B ock 15
v | aw i df.i | /tenpl ates/getfil e/ getfil e. aspx
157. 55. 39. 84 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhknown Paranet er newsitemin aka.idf.il/chi nuch/ news/ def aul t. asp None 15
Russi an . . Unknown HTTP Request Method COOX in URL
145.255.140. 215~ -0 147.237.77. 216 [dover. i df . il [ df i 1/1283- 19111- en/ dover . aspx Bl ock 15
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ smal i nd showbi g. aspx B ock 15
66.249.79.228 |[Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unauthorized URL Access from 66. 249. 79. 228 B ock 15
176. 106. 227. 36 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 15
. . Unaut hori zed URL Access to
66. 249. 78. 95 I srael 147.237.77. 216 |dover.idf . il 147. 237.77. 216/ 1133- 17890- he/ dover . aspx B ock 15
157.55.39.3 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhknown Paraneter sorderby in aka.idf.il/ituriniasp/ vars. asp None 15
. . D stributed Unaut hori zed URL Access on
66.249. 67.242 [Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 15
46.19. 85. 158 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 15
66.249.73.194 |lsrael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/eitan/listpage/ Bl ock 15
: . . Unknown Par aret er 4f9c0c80 in
157.55.39. 106 |Uited Sates |147.237.72.166|aka.idf.il v aka. i dff i 1/ mai n/ hone/ def aul t . aspx None 15
151.25.230.40 |italy 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw idf.il/ https:/twtter.con Bl ock 15
66. 249. 67. 59 I srael 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to waw idf.il/see B ock 15
66.249.79.235 |[Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 79. 235 B ock 15
. . Uhaut hori zed URL Access to
66.249. 78.109 |l srael 147.237.77.216|dover . i df . i 147. 237.77. 216/ 1133- 17032- he/ dover . aspx Bl ock 15
66.249. 67. 243 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/default.asp B ock 15
157. 55. 39. 84 Lhited Sates |147.237.72.166|aka. i df . il Lhknown Paraneter catid in aka. idf.il/sites/niktzoa/default.asp None 15
66. 249.67.6 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized URL Access from 66.249. 67. 6 B ock 15
84.111.104.217 [israel 147.237.72. 166 [aka. i df . i | Mil tiple Untraceabl e SSL Sessions from84.111. 104. 217 (Cpen Mbde)  |None 15
66.249.78.166 |[Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/1133-18362 B ock 15
66. 249. 75. 54 | srael 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77.74/ B ock 15
: . . Unaut hori zed URL Access to
157.55.39. 214 |UWited Sates  [147.237.77.216|dover.idf .il Wi i df i 1/ engl i sh announcenent s/ 2003/ j une10a. st ) B ock 15
151.80.31.112 |[italy 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 15
. . Unaut hori zed URL Access to
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ smal i nd showbi g. aspx B ock 15
. . . Uhaut hori zed URL Access to
68.180.228.175 [Wited Sates  |147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994~ 8911- he/ r ef uah. aspx Bl ock 15
193.143.77.22 |Pol and 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admin/ B ock 15
. . Unaut hori zed URL Access to
66.249. 67. 247  |Israel 147.237.77. 170 |n@arachot . i df . i | |17 a7 77 170/ 71733 he/ nmar achot . aspx Bl ock 15
157. 55. 39. 84 Lhited Sates |147.237.72.166|aka. i df .il Uhknown Paraneter catid in aka idf.il/tizmoret/klali/default.asp None 15
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/1152- he/ chi nuch. aspx B ock 15
84.111.104.217 |[israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 15
66.249.78.173 |lIsrael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wa i df . il/bamahane Bl ock 15
66. 249. 78. 52 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to ww chi nuch. aka. i df.i|/404. htm B ock 15
157.55.39. 3 Lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/chanatz/klali/default.asp None 15
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 71 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 15
. . D stributed Unaut hori zed LRL Access on
66. 249. 67.250 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 15
157. 55. 39. 84 Lhited Sates |147.237.72.166|aka. i df .il Unknown Paraneter docid in aka.idf.il/edinfund/ funddesc. asp None 15
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
84.111.233.28 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka i df . i |/ i n/ sachar / decl ar at | onof enpl oyment . aspx None 15
66.249. 67. 13 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/1148- he/ chi nuch. aspx B ock 15
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