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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
66. 249. 67. 27 Lhited Sates 147.237.77.170 naar achot . i df . i || TGP handshake vi ol ation, first packet not syn |drop 217
0.0.0.0 147.237.77.216 dover.idf.il SWNHood full table dr op 62
109. 64. 104. 9 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
37.26. 146. 209 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 16
46. 19. 86. 166 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 10
46. 19. 86. 36 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46.19. 86. 150 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
84.108. 235. 162 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 6
79.179. 18. 143 | srael 147.237.77. 216 dover.idf.il ock Wp Al Nets drop 6
46.19. 86. 188 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
5. 22.130. 253 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 5
93.173. 241. 78 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 67 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
37.26. 148. 234 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 3
46.117. 162. 235 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 19. 86. 150 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
24.183. 166. 32 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
176. 13. 13. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62. 219. 254, 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3
185. 5. 223. 12 Pal estinian Territory, Qcupieq147.237.77.216 dover.idf.il SYNHood full table drop 2
17.142. 156. 109 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
66. 249. 67. 59 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2
84.228.209. 175 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
5. 100. 86. 152 Russi an Federation 147.237. 76. 200 eitan.aka.idf.il|B ock Wdp All Nets drop 2
109. 66. 175. 19 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 2
89. 235. 243. 44 Estoni a 147.237. 76. 201 e atal.idf.il ock Wp Al Nets drop 1
176. 12. 148. 45 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46. 19. 85. 54 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
2.52.147.57 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
196. 217. 64. 222 Mor occo 147.237.77. 216 dover.idf.il HTTP- M sc- BadB| ue-D r - Tr ave- 2 dest - r eset 1
176.12.149. 155 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 1
196. 217. 64. 222 Mor occo 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
85. 250. 125. 12 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
82.221. 105. 6 | cel and 147.237.76. 44 e.refuah.idf.il |Bock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
196. 217. 64. 222 Mor occo 147.237.77. 216 dover.idf.il |1633: HITP. VébDAV Protocol PROPFIND Met hod B ock 69
149. 255. 204. 91 Iraq 147.237.77. 216 dover.idf.il [8262: HTTP. Soworis DoS Tool B ock 3
196. 217. 64. 222 Mor occo 147.237.77.216 dover.idf.il [0820: HITP. adnmin_files Access Bl ock 2
37.210. 121. 249 Qtar 147.237.77. 216 dover.idf.il [3643: HITP. N kto HTTP Request Bl ock 1
149. 255. 204. 30 Iraq 147.237.77. 216 dover.idf.il [8262: HTTP. Soworis DoS Tool B ock 1
149. 255. 204. 52 Iraq 147.237.77.216 dover.idf.il [8262: HITP. Soworis DoS Tool Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
196. 217. 64. 222 |147.237.77. 216 |Mor occo dover.idf.il SERVER APACHE Apache Tontat al [ owLinking LR encoding directory 14
traversal attenpt
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW wth fake user agent 5
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
218. 205. 129. 146(147. 237. 77. 178 |Chi na e.matpash.idf.il|ET SCAN NMAP -sS wi ndow 2048 1
61.149.252.54 |147.237.77.178|Chi na e.matpash.idf.il|ET SCAN NVAP -sS w ndow 2048 1
198. 20. 69. 74 147.237.77. 216 |Wnited Sates dover.idf.il ET DRCP Dshield B ock Listed Source 1
61.50.100.130 [147.237.77.178|Chi na e.matpash.idf.iI[[ET SCAN NVAP -sS w ndow 2048 1
196. 217. 64. 222 |147.237. 77. 216 |Mor occo dover.idf.il SERER IS . cnf access 1
46.183.219.66 [147.237.77.61 |Latvia e.cogat.idf.il |ET SCAN NVAP -sS w ndow 1024 1
196. 217. 64. 222 |147.237. 77. 216 |Mor occo dover.idf.il GPL WEB_SERVER / et ¢/ passwd 1
196. 217. 64. 222 [147.237.77. 216 |Mor occo dover.idf.il GPL WB SERVER /et c/inetd. conf access 1
36.110.44.178 |147.237.77.178|thina e.natpash.idf.il|[ET SCAN NVAP -f -sS 1
196. 217. 64. 222 |147.237. 77. 216 |Mor occo dover.idf.il ET VB SERVER / et ¢/ shadow Detected in UR 1
169. 57. 5. 20 147. 237. 76. 177 |Net her | ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62.212.230.9 147. 237.77. 212 |Azerbai j an e.dover.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
61.149.252.58 |147.237.77.178|Chi na e.matpash.idf.il|ET SCAN NVAP -f -sS 1
218. 205. 129. 146|147. 237. 77. 178 |Chi na e.matpash.idf.il|ET SCAN NVAP -f -sS 1
61.149.252.54 [147.237.77.178|thina e.natpash.idf.il|[ET SCAN NVAP -f -sS 1
196. 217. 64. 222 |147.237.77. 216 |Mor occo dover.idf.il SERVER- WEBAPP TRACE att enpt 1
61.50.100. 130 |147.237.77.178|China e.matpash.idf.il|ET SCAN NVAP -f -sS 1
46.151.54.209 |147.237.76. 198 |Ukrai ne e.yonalan.idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
196. 217. 64. 222 |147.237. 77. 216 |Mor occo dover.idf.il GPL WEB_SERVER /et c/notd access 1
36.110. 44. 178  |147.237.77.178|Chi na e.matpash.idf.il|ET SCAN NVAP -sS w ndow 2048 1
196. 217. 64. 222 |147.237. 77. 216 |Mor occo dover.idf.il GL BEXPLAT .cnf access 1
5. 8. 66. 110 147.237.8.46 ?;Z:;;”im e.chinuch.idf.il|ET SCAN Potential SSH Scan 1
124.937.60.33  |147. 237, 0.34  |ni na Cikshov. i ] ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force
61.149.252.58 [147.237.77.178|Chi na e.matpash.idf.i[[ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 147
37.238.180.95 |lraq 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 92
70.133.145.5 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 81
196. 217. 64. 222 |Mor occo 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 80
41.238.30.217 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 76
107.77.100.34 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 68
70.194.178. 2 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 68
82. 145. 222. 150 |Eur ope 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 60
196. 217. 64. 222 |Mor occo 147.237.77. 216 |dover.idf.il |drop drop 60
75. 82.50. 94 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 58
70.155.28.242 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 56
77.125.133.107 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 50
198. 96. 223. 190 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 49
85.250.141.76 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 48
100. 100. 122. 241 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 48
17.142.156.109 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 43
149. 161. 132. 176|Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 42
109. 64.202. 97 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 39
46.19. 86. 109 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 34
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 32
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 32
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 31
5.31.171. 209 Lhited Arab Enirates [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 30
109. 66.175.19 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 29
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 28
84.228.82. 39 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 26
162. 206. 16.52 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 26
46. 19. 85. 55 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 25
5.28.164.130  |Israel 147. 237, 77. 243 |mbi e i1 | SAM NG Engine: TP Invalid |invalid segnent retransmssion. |, o, 24

Ret r ansni ssi on Packet dr opped.

109. 186. 41. 193 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
64.233.172. 163 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
100. 100. 106. 246 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 22
84.108.246.61 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
64.233.172. 155 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
46. 19. 85. 202 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
46.19. 86. 166 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 16
24. 42.50. 206 Puerto R co 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
5.29. 164. 247 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
100. 100. 2. 95 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SWN drop 16
79.179.151. 137 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
176. 67. 119. 167 g";'cisgiig;a” Territory: 147, 237. 77. 176 |nat pash. i f.i1|dr op First packet ism't SWN dr op 15
109. 200. 30. 154 [United Ki ngdom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 14
46. 19. 86. 150 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
79.182.212.231 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 13
37.142.215.93 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 13
149.88.53.219 |lIsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
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|Top Attackers In V\AF|

At acker

Devi ce

147. 237. 72. 166/ nai n/ gi yus/ gener al . aspx

count ry Target Address |Site Sgnature Acti on ‘Count
. . . Uhaut hori zed URL Access to
109. 67. 107. 48 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e, . | 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1152 B ock 105
5.28.164.130 |lsrael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 90
. - . D stributed Unaut hori zed URL Access on
66.249.64.75 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | ww i tan. aka i df i |/ shar edl  ax/| i ght boxredi agal | ery. aspx B ock 45
46.19. 85. 54 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex Bl ock 45
176. 12. 149. 155 |I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 45
176. 12. 149. 155 [l srael 147.237.77.243|nobi | e. i df . i | Par anet er Type Mol ation Password in nobil e.idf.il/sachar/login B ock 30
66. 249. 78. 166 |l srael 147.237.77. 216 |dover . i df .i | Ml tipl e Unhaut hori zed URL Access from 66. 249. 78. 166 B ock 30
98.231.50.205 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed LRL Access on v idf.il/arr/ B ock 30
54.244.22.103 |Uhited Sates |[147.237.76.147|chi nuch. aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 30
! . . Unaut hori zed URL Access to
72.9.148.10  |Wnited Sates (147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 30
. - . D stributed Unaut hori zed URL Access on
66.249.64.70 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | ww i tan. aka i df i |/ shar edl a ax/| i ght boxredi agal | ery. aspx B ock 15
46. 19. 85. 39 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 15
95.211.168. 172 [Netherl ands ~ [147.237.0.15 |kosher-kravi.idf.il [Unauthorized LRL Access to / B ock 15
} . . Unknown Par anet er sorderby in
207.46.13.25 |Uited Sates [147.237.72.166|aka.idf.il aka.i i 1/ituri maspl di spl ayal | sol di ers. asp None 15
. . Unaut hori zed URL Access to
66.249.67.65 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ si p st orage/ {1 es/ 9/ 69039. plf Bl ock 15
157.55.39.245 |Lhited Sates |[147.237.72.166aka.idf.il Unknown Paraneter catid in aka.idf.il/brothers/skira/default.asp None 15
58.8.156.149 [Thail and 147.237.77.74 |lawidf.il Email collector robots 14 B ock 15
. . Unknown Paraneter __ VI EASTATEENCRYPTED i n
79.183.148.72 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai r/ sachar/ pi r suneymof et . aspx None 15
. . Too Many of the Same Response Code (403) in Session from
213.57.187. 135 |l srael 147.237.72. 166 |aka. i df . i | 213.57. 187, 135 B ock 15
. . Unaut hori zed URL Access to
66. 249. 67. 247 |[lsrael 147.237.77. 170 |naar achot . i df . i | 147.237. 77,1701 pdf /11 | es/ 3/ 108143, pdf B ock 15
176.13.16.18 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 15
. . Unaut hori zed URL Access to
66.249.79. 242 |l srael 147.237.76. 42 |refuah.idf.il 147.237.76. 42/ si p_storagel 11 es/ O/ si e100x0/ 2430,  pg Bl ock 15
207.46.13.95 |Uhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/kanar/gallery/ None 15
. . D stributed Uhauthori zed URL Access on
66.249.67.71 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 15
176.12. 148. 45 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df . i1/ giyus/ general . aspx B ock 15
58.8.156.149  |Thailand 147.237.77.74 |lawidf.il eMi | Hoarding B ock 15
: . . Unaut hori zed URL Access to
8.37.70.126  |Wnited Sates [147.237.77.216|dover.idf.il v i df i |/ &usg=al ki rhj i srdqd-r_o3eykj mewcoeakt urw Bl ock 15
79.183.148.72 |israel 147.237.72. 166 |aka. i df . i | tnknoun Par anet er __VI EABTATEENCRYPTED i n None 15
wv aka. i df . i | / mai n/ sachar/ r equest . aspx
66.249.69.84 |lsrael 147.237.77.74 |lawidf.il Dstributed I11egal Paraneter Encodi ng None 15
ny- kosher - kravi . i df _ C
66. 249. 65. 246 |l srael 147.237.0. 16 i| Uhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt |B ock 15
176.13.21. 141 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 15
: . . Unknown Paraneter docid in
207.46.13.164 [Wnited Sates [147.237.72.166|aka.idf.il aka.i i1 /i turi ndasp/ di spl ayonesol di er. asp None 15
. ; Unaut hori zed URL Access to
66.249. 67. 134 |l srael 147.237.77. 170 |maar achot . i df . i | 147.237. 77,1701 pef /1 | es/ 3/ 112343, pdf B ock 15
176.12. 148. 45 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 15
58.8.156.149 |Thail and 147.237.77. 176 [nat pash. i df . i | Enail collector robots 14 B ock 15
37.26.147.134 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
. . D stributed Uhaut hori zed URL Access on
85. 64. 190. 238 [l srael 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: /v aka, i df i1/ B ock 15
. . Unaut hori zed URL Access to
66.249.75.70 [l srael 147.237.77.74 (lawidf.il 147.237.77. 741 1078- 6106- he/ pat zar . aspx Bl ock 15
66.249. 67.6 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/val tam B ock 15
178.233.5.152 |Turkey 147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to waw navy.idf.il/english Bl ock 15
151.80.31.112 |[italy 147.237.77. 216 |dover . i df .i | D stributed Suspicious Response Code B ock 15
54.245.64.111 |tnited Sates [147.237.77.176|nat pash. i df . il Mil tipl e Unaut hori zed URL Access from 54.245. 64,111 Bl ock 15
78.187.88.182 |[Turkey 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to wawidf.il/arr/ B ock 15
213.57.50.230 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 15
. . Unaut hori zed URL Access to
66. 249. 67. 143 [l srael 147.237.77. 170 |naar achot . i df . i | 147.237. 77,1701 pdf /1 | es/ 0/ 107520, pdf B ock 15
58.8.156.149  |Thailand 147.237.77. 176 |mat pash. i df . i | eMi | Hoarding Bl ock 15
37.26.147.206 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
93.172.38.103 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 15
. . Unaut hori zed URL Access to
66.249.78.95 [l srael 147.237.77. 216 (dover.idf .il 147. 237.77. 216/ 1133- 18858- he/ dover . aspx Bl ock 15
66.249.67.59 |Israel 147.237.72. 166 |aka. i df . i | Distributed thauthorized UR Access on Bl ock 15
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