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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 3410
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1100
66. 249. 67. 32 Lhited Sates 147.237.77. 170 naar achot . i df . il | TGP handshake vi ol ation, first packet not syn |drop 714
173. 213. 212. 245 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 25
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 20
79.177.109. 114 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
82. 166. 22. 50 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
109. 67. 53. 113 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 9
87.69. 43. 217 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
79.181.174.73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
85. 65. 199. 188 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
85. 65. 60. 211 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
93. 173. 252. 140 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 4
212.179.219. 176 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.28. 158 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
149. 78. 254. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 12. 142. 177 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.179. 213. 132 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
85. 250. 112. 161 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
84.108. 169. 5 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
77.125.81. 90 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.182. 14. 210 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.183. 8. 107 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
109. 67. 17. 232 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
2.54.28.158 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
173.162. 34. 45 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 1

5. 8. 66. 70 Russi an Federation 147. 237. 76. 44 e.refuah.idf.il |B ock Wp Al Nets drop 1
176. 12. 142. 177 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
174.70. 24. 194 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 1




10-30-2015-17:04:08 to 10-30-2015-18:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaIure |Devi ce Action |Count |

143. 53. 85. 143 Lhi ted Ki ngdom 147.237.77.170 |mmarachot.idf.il |CL000004: HITP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 10
66. 249. 67. 27 147.237.77.170|Whited Sates  |mmarachot.idf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 3
66. 249. 75. 60 147.237.77.74 |Whited Sates  |lawidf.il ET SCAN NVAP -sA (2) 2
200. 195. 135. 82 |147.237.76. 201 |Brazi | e.aa.idf.il ET SCAN NVAP -sS wi ndow 4096 1
14.102.30. 122|147 237, 0.33  lindia il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
onnections, Potential Scan or Brute Force
196.47.173.21 |147.237.77.243|te Divoire  |nobile.idf.il ET SCAN NMAP -sS wi ndow 4096 1
193. 107. 16. 206 [147.237.77. 212 ?éjj;’}m e. dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
139. 162. 148. 165|147. 237. 77. 179 [Net her | ands e.nazi.idf.il ET SCAN Potential SSH Scan 1
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net
121.183.191.29 (147.237.0.17 Ok;)rea, Republ i ¢ m ny-kosher - kravi . i df il Connections, Fotenti al Scanyor Brute Force 1
89.248.174.55 [147.237.0.200 [Netherlands rdu. i df il ET SCAN Potential WNC Scan 5900- 5920 1
201.7.170.106 |147.237.76.42 |Brazil refuah.idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
200. 195. 135. 82 |147.237. 76. 201 |Brazi | e.atal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
196. 47.173.21 |147.237.77.243|Qte Dlvoire  |nobile.idf.il ET SCAN NMAP -sS wi ndow 3072 1
193.107. 16. 206 |147. 237. 77. 212 ?ég:;;”im e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
192.42.130.15 |147.237.77. 176 |Net her | ands nat pash. i df . i | ET SCAN Potential SSH Scan 1
139. 162. 146. 89 |147. 237. 77. 179 |Net her | ands e.nmazi.idf.il ET SCAN Potential SSH Scan 1
104. 152. 185. 175[147.237.8.24 |Uhited Sates elifestyle idf.il ET SCAN NVAP -sS wi ndow 4096 1
89.248.174.55 |147.237.0.16 |Netherlands ny- kosher -kravi .i df il ET SCAN Potential VWNC Scan 5900- 5920 1
208. 80. 155. 220 |147.237.77.176|lhited Sates  |natpash.idf.il Tehila - Perl LW with fake user agent 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘S|gnature

92. 40. 249. 165 LKJ?Ir:;gom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 59

149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 56

109. 75. 75. 49 Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 56

79.178. 165. 41 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 55

172.56.38.100 |[thited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 51

2.52.12.163 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 50
Sreaning Engine: TGP Invalid i i ssi

66.249.78.173 |Uited Sates |147.237.77. 216 |dover.idf.i| 9 =g Invalid segnent retransmssion. drop 48
Ret r ansni ssi on Packet dropped.

173.162.34.45 [lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 48

80.101. 197.9 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 48

189. 125.239.91 |Bazil 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 47
Sreanmng Engine: TCP Invalid i i ssi

66.249.78.166 |lhited Sates |147.237.77.216|dover.idf. il 9 =g Invalid segnent retransnssion. drop 42
Ret r ansni ssi on Packet dropped.

204.28.105.82 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 37

46. 19. 86. 224 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 36

reamng Engi ne: TCP Invali i i ssi

66.249.78.150 |United Sares |147.237. 77, 216 |dover.icr. i1 || @M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 32
Ret r ansni ssi on Packet dropped.

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 28
Sreamng Engine: TCP Invalid i i ssi

189. 125. 239. 92 |prazil 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransnssion. drop 28
Ret r ansni ssi on Packet dropped.

173.213. 212. 245|thited Sates |[147.237.77.216|dover.idf.il |drop First packet isn't SWN drop 28

189.125.239.92 |Brazil 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 27

89.139.171. 124 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 26

52.16.5.197 Lhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 18

112.208.51.84  |Philippines 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 16

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 14

46. 19. 85. 206 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 14

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13

87.69. 43. 217 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13

100. 100. 55. 185 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 12

184. 70. 160. 158 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
Sreanming Engine: TCP Invalid i i ssi

141.0. 15. 33 Eur ope 147. 237.77. 216 |dover. i df . g =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

207. 46. 13. 36 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 12

84.99.211.221 |Fance 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
Sreaming Engine: TCP Invalid i i SSi

46.19.85.203  |Israel 147, 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.

80.246.130.71 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 11

41.107.97.189 |Ageria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
Sreaming Engine: TCP Invalid i i ssi

87.69.149. 137 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion drop 10
Ret r ansni ssi on Packet dr opped.

46. 116. 240. 36 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9

77.125.81.90 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 9

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 9

151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9

212.199. 250. 239|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 9
Sreamng Engine: TCP Invalid i i ssi

46.19.86.109  |Israel 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransnissi on. dr op 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

31.210. 186. 238 I srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. dr op 9
Ret r ansni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

2.54.47. 241 I'srael 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransnission. dr op 9
Ret r ansni ssi on Packet dropped.

217.21.60.251 |Belarus 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi

185.32.179.43 [israel 147. 237, 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i SSi

212.179. 219. 176 I srael 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.121.62.118 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion drop 8
Ret r ansni ssi on Packet dr opped.

77.125.95. 150 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop

94.22.74. 38 F nl and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop

84.109.184.40 | srael 147.237.77.233|atal .idf.il  |Bad TCP sequence StNretransmt wth different wndow, o, 7

scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
m ny- kosher -kravi .id
79.182.14. 210 | srael 147.237.0. 17 f inly Dstributed I11egal Paraneter Encodi ng None 90
m ny- kosher - kravi . id , ,
37.26. 149. 213 | srael 147.237.0. 17 £l Dstributed I11egal Paraneter Encodi ng None 60
46. 19. 85. 203 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode Bl ock 60
m ny- kosher-kravi.id
176. 13. 8. 157 | srael 147.237.0. 17 f inly Dstributed I11egal Paraneter Encodi ng None 59
173. 230. 254. 165|Uhited Sates [147.237.77.74 [lawidf.il PHP Attenpt Bl ock 45
213.8.173.188 |[lIsrael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 45
173. 230. 254. 165|United Sates |147.237.77.74 [lawidf.il Uhaut hori zed LRL Access to waw | aw i df.il/index. php Bl ock 30
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 15
141.212.121. 192|nited Sates [147.237.76. 147 |chi nuch. aka. i df . il Unaut hori zed URL Access to 147.237.76. 147/ Bl ock 15
. . . Unaut hori zed URL Access to
66. 249. 64. 70 I srael 147.237.76.200(ei tan. aka. i df .| ww i tan, aka i df i 1/ shar edl aj ax/| i ght boxred agal | ery. aspx B ock 15
79.177.197.177 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
Unaut hori zed URL Access to
66. 249. 74. 96 I srael 147.237.77. 176 |mat pash. i df . i | wamn cogat . i df . i |/ usef ul i nfor mati on/i dkoni ni pages/ 19092010shyue |Bl ock 15
e. aspx
173. 230. 254. 165|Uhited Sates [|147.237.77.74 [lawidf.il Mil ti pl e Unaut hori zed URL Access from 173. 230. 254. 165 Bl ock 15
66. 249. 67. 20 I srael 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed LR Access to naarachot.idf.il/pdf/files/7 B ock 15
46. 19. 85. 206 I srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unaut hori zed URL Access from 46. 19. 85. 206 Bl ock 15
. . D stributed Uhauthori zed URL Access on
84. 110. 36. 99 I srael 147.237.72. 166 |aka. i df . i | ww aka. i of i1/ htt ps: /v aka, i df i1/ B ock 15
66.249.79.235 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1227- hel r ef uah. aspx |B ock 15
2.54.47. 241 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 15
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthori zed URL Access from 66. 249. 67. 122 Bl ock 15
. . D stributed Uhauthorized URL Access on
176. 106. 226. 245|1 srael 147.237.77.216|dover. i df . i | ww i of i1/t tps: /v df i1/ B ock 15
157. 55. 39. 52 Lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/brothers/skiral defaul t.asp None 15
. . . D stributed Unaut hori zed URL Access on
66. 249. 64. 75 I srael 147.237.76.200|ei tan. aka. i df . i | ww i tan, aka. i df . i 1/ sher edl aj ax/ | i ght boxmedi agal | ery. aspx B ock 15
37.142.113.205 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 15
66.249.74.98 I srael 147.237. 77. 176 |mat pash. i df . i | thauthorized UR. Access to o Bl ock 15
wan cogat . i df . i |/ usef ul i nf or nat i on/ news/ pages/ shagri ri maspx
66. 249. 67. 34 I srael 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/9/109049 |8 ock 15
. . . Unaut hori zed URL Access to
46. 19. 85. 206 I srael 147.237.77.243|nobi | e.i df . i | nobi | e, o . i |/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1071 B ock 15
. . D stributed Uhauthorized URL Access on
84.110. 36. 99 I srael 147.237.77.216|dover. i df . i | ww i of i1/t tps: /v df i1/ B ock 15
66.249.79.242 [israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1317- he/ r ef uah. aspx |B ock 15
. . SS. Uhtraceabl e Gnnection - Protocol violation
2.54.142. 57 I srael 147.237.72. 166 [aka. i df . i | (SSL_OONN QLI ENT HELLO) None 15
. . D stributed Uhauthori zed URL Access on
66.249. 67.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
. . D stributed Unaut hori zed URL Access on
206.45.51.39  |Canada 147.237.77.233|atal .i df . il 147, 237.77. 233/ 1136- hel at al . aspx B ock 15
] . . Unknown Par aneter sorderby in
157. 55. 39. 52 Lhited Sates |147.237.72.166|aka.idf.il aka.i f i1 /ituri nasp/di spl ayal | sol i ers. asp None 15
66. 249.67.6 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 66.249. 67. 6 B ock 15
. . D stributed Uhauthori zed URL Access on
79.183.151. 161 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: /v aka, i df i1/ B ock 15
46.19.85. 77 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 15
66. 249. 78. 52 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm Bl ock 15
. . Unaut hori zed URL Access to
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 15
46.121.68.117 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
. . Paraneter Type Mol ation search in
84.111.216.58 |[lIsrael 147.237.76.31 |nakchal .idf.il nakhal i df i1/ 1120- hel nakhal . aspx B ock 15
66.249.93.192 [Israel 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to www i df.il/894-he Bl ock 15
Lhi ted . . D stributed Uhauthorized URL Access on
31.186.228.57 | dom 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1136- hel at al . aspx B ock 15
66. 249. 69. 81 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1238-he/ atal . aspx  |B ock 15
} . . Uhknown Paraneter docid in
207. 46.13. 11 Lhited Sates |147.237.72.166|aka.idf.il aka.i o .i1/i turi nasp/ ci spl ayonesol di er. asp None 15
157. 55. 39. 85 Lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/shalishut/site/general.aspx |None 15
66.249.67.6  |Israel 147.237.72. 166 |aka. i df . i | thknown Paraneter docl.. in None 15
wwy aka. i df . i | / mai n/ gi yus/ gener al . aspx
46.19. 85. 136 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 15
84.108. 60. 31 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 15
. . Uhaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover. i df . il 147. 237.77. 216/ 1133- 16350- he/ dover . aspx B ock 15
. . D stributed Uhaut hori zed URL Access on
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 15
176.12. 142. 207 | srael 147.237.72. 166 |aka. i df . i | Doubl e LRL Encoding - paraneter: search in B ock 15
ww aka. i df . i |/ nai n/ gi yus/ pni ot handl er 1. asnx/ sear ch
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