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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 78. 190 Lhited Sates 147.237.77.176 nat pash.idf.il |TGP handshake viol ation, first packet not syn |drop 3087
66. 249. 67. 27 Lhited Sates 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 2734
66. 249. 67. 34 Lhited Sates 147.237.77. 170 naar achot . i df . il | TGP handshake vi ol ation, first packet not syn |drop 1208
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 181
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 126
87.69. 110. 239 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
93.172.111. 117 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 29
93.172.111. 117 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 28
46.19. 85. 169 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
62.90. 180. 116 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
54. 244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 14
85. 65. 48. 182 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 12
46.19. 85. 128 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
2.54.43. 42 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 9
79.181.194. 167 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
176. 12. 143. 31 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 7
176. 12. 143. 31 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 5
5.29.52. 23 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.111. 39. 179 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
84.111. 39. 179 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 4
2.54.186.128 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
193. 106. 54. 36 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 4
193. 106. 54. 36 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 226. 26. 82 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
46. 19. 85. 243 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
149. 78. 58. 170 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46.19. 85. 149 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 3
46. 19. 85. 97 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 19. 86. 206 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176.12. 144. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
193. 106. 54. 36 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
176. 13. 10. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
79.183. 165. 127 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
46.19. 85. 128 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
66. 249. 75. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 2
46.121.70. 177 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
217.64.17.122 Azer bai j an 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
46. 19. 86. 59 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
46. 19. 85. 228 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46.19. 85. 149 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46. 101. 3. 227 Russi an Federation 147.237. 76. 86 navy.idf.il B ock Np Al _Net drop 1
46. 19. 86. 59 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
84. 229. 159. 235 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 1
176. 13. 10. 28 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
80. 246. 137. 60 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46.19. 85. 128 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il |ClL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

‘Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 10
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
66.249.67.13 [147.237.72.166 [Lhited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
66.249.75. 68 [147.237.77.74 |Whited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
185. 13. 194. 50 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
169. 57. 5. 20 147.237.8.50 |Netherl ands e tikshuv.idf.i[ET SCAN NVAP -sS w ndow 1024 1
103. 232. 35.98 [147.237.76.31 |Hong Kong nakchal .idf.il |JET SCAN NVAP -sS w ndow 1024 1
66.249. 67 232|147 237 72 166l ted Sates  lakaidt il SER’\/ER—_APACI-E Apache nod_ssl non-SSL connection to SSL port deni al 1
of service attenpt
169. 57. 5. 20 147. 237. 72. 217 |Net her | ands eidf.il ET SCAN NMAP -sS wi ndow 1024 1
103. 232. 35. 98 [147.237.76.31 |Hong Kong nakchal .idf.il [ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

At acker

country Target Address |[Ste Signature
37.142.142. 46 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 55
149.78.154. 69 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
100. 100. 11. 23 147. 237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 34
109. 66. 138. 73 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 33
46.121.214.2  |israel 147.237.77.234|ndl ag.icf.i1  |Bad TOP sequence mdﬁr;n;"lt wth different monitor |26
79.178. 121. 108 |I srael 147, 237. 77, 243 |wbi e i or 11 | €AMNg Engine: TGP Inval i d nvalid segnent retransmssion. drop 21
Ret r ansn ssi on Packet dropped.
46. 121. 253. 23 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
54.224.21. 23 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 21
100. 100. 1. 104 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 20
46.19.86.36  |Israel 147.237.77. 243 |rbit e ior i1 | 3N NG Engine: TGP Invalid  Jinvalid segnent retransnission drop 18
Ret r ansn ssi on Packet dr opped.
188.247.77.28 |Jordan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17
37.26.148.197 |[lIsrael 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 17
46. 19. 86. 59 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
93.173. 148. 125 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 16
54.91.204.73 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 16
62.90. 180. 116 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
2.54.43. 42 I'srael 147237, 77, 243 bl e.ior 1 | €AM NG Engine: TCP Invalid invalid segnent retransnission dr op 15
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 13
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 13
66.249.84. 165 |nited Sares |147. 237, 77. 216 |dover.icr.i1 | SaM NG Engine: TP Invalid - finvalid segnent retransmssi on. drop 12
Ret r ansnm ssi on Packet dr opped.
2.54.18.228  |Israel 147.237.77. 243 |moti e ior i1 | ! &M NG Engine: TP Invalid Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
66.249.84. 166 |United Sares |147. 237, 77. 216 |dover.icr.i1 | SaM NG Engine: TP Invalid - finvalid segnent retransmssi on. drop 12
Ret r ansnm ssi on Packet dr opped.
79.178. 165. 133 |I srael 147, 237. 76. 200 e tan. aka i of i1 || SAM NG Engi ne: TCP Inval i d nvalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
66.249.84. 167 |nited Sares |147. 237, 77. 216 |dover.icr.i1 | SaM NG Engine: TP Invalid - finvalid segnent retransmssi on. drop 12
Ret r ansnm ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
46.19.86.176 |Israel 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
79.178.164.74 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
85. 250. 200. 223 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 10
87.68.215.53 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransmssion drop 10
Ret ransni ssi on Packet dr opped.
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 10
46.19.86.198 |Israel 147.237.77. 243 |rbit e ior 1 | 3 NG Engine: TGP Invalid - Jinvalid segnent retransnission drop 9
Ret r ansnm ssi on Packet dr opped.
109. 66. 194. 163 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
176.13.4.144 |israel 147237, 77, 243 bl e ich 1 | €AM NG Engine: TCP Invalid invalid segnent retransnission dr op 9
Ret r ansni ssi on Packet dr opped.
37.26.146.215 |Israel 147, 237. 77, 243 |wbi e i or 11 | SAMNg Engine: TCP Inval i d Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
2.54.186.128 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
109. 64. 17. 118 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransmssion drop 9
Ret ransni ssi on Packet dr opped.
54.72.0.55 Ireland 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
41.45.133.99 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
185. 120. 126. 45 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
54.244.22.103 |Whited Sates |147.237.77.176|matpash.idf.il |dr op Frst packet isn't SN drop 8
109. 64.175. 25 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
149.88.58.195 |Israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence V?’:d;ir;”;rit wth different monitor |8
46. 19. 86. 20 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
79.181.37.211 |(Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
157.55.39. 173 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 7
46.4.10.6 Ger many 147.237.77. 170 |nmar achot . i df . i1 |dr op Frst packet isn't SWN drop 7
46. 19. 86. 36 I srael 147.237.0.19 |madimatal.idf.i{Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 253 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.142.253.76 |israel 147.237.77. 243 |nobi | e. i df . i | Dstributed Paraneter Type Mol ation on nobile.idf.il/sachar/login B ock 255
par anet er Passwor d
62.90. 35. 177 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 120
62.90.35.177  |israel 147.237. 72. 166 |aka. i df . i | Distributed thaut hori zed LR Access on B ock 120
ww aka. i df . i |/ aj ax/ updat est at us. php
84.108. 90. 56 | srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At enpt B ock 90
. - D stributed Lhaut hori zed URL Access on
84. 108. 90. 56 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ aj ax/ updat est at us. php B ock 90
78.90.118.215 |Rilgaria 147.237.72.166|aka. i df . i | Mil tipl e Unhaut horized URL Access from 78.90. 118. 215 B ock 75
2.54.133.1 I srael 147.237.77.243|nobi l e. i df . i | D stributed Unaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex B ock 45
46.121.214. 2 I srael 147.237.0.34 |tikshuv.idf.il Unhaut hori zed URL Access to waw ti kshuv. i df.il/aj ax/ updat est at us. php B ock 45
46.121.214.2 I srael 147.237.0.34 |tikshuv.idf.il Dstributed PHP Attenpt B ock 45
2.54.18. 228 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspici ous Response Code B ock 45
54. 84. 175. 84 Lhited Sates |147.237.72.166|aka. i df.il Ml tipl e Unaut hori zed URL Access from 54.84.175. 84 B ock 45
37.26.146.215 |lsrael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 30
54.91.130.206 |lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Method HEAD for wan aka. i df.il/brothers/skira/ default.asp [B ock 30
176. 13. 4. 144 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspici ous Response Gode B ock 30
93.172.111. 117 |lsrael 147.237.77.243|nobi l e.i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/nekudot/i ndex B ock 30
. . . Unaut hori zed URL Access to
2.52.17.175 I srael 147.237.77.243|nobi l e.idf . i | nobi l e, i o i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 Bl ock 30
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
149.78.92.200 |Israel 147.237. 72. 166 |aka. i df . i | Wnknown Paranet er ct | 003ct | 00Scphiei n$cphSachar $ctl59.y in None 15
wwy aka. i df . i |/ nai n/ sachar/ vi ewpni ot . aspx
66.249. 67.247 |lsrael 147.237.77. 170 [maar achot . i df . i | |Uauthorized URL Access to 147.237.77. 170/ pdf/fil es/ 5/ 112075. pdf Bl ock 15
66.249.65. 112 [l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ scri pt r esour ce. axd B ock 15
. . Unaut hori zed URL Access to
66. 249.78. 102 I srael 147.237.77. 216 [dover . i df . i | 147.237. 77. 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 15
176.13.15.255 |Israel 147.237.77.243|mobi l e. i df . i | Dstributed Unhaut horized URL Access on nobil e.idf.il/sachar/index B ock 15
2.54.38. 197 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 15
109. 160. 132. 185]I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df .il/nain/gus B ock 15
. ] D stributed Unaut hori zed URL Access on
66.249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 15
79.181. 4. 87 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df.il/mai n/ gi yus/ general . aspx  |Bl ock 15
54.84. 175. 84 Lhited Sates |147.237.72. 166aka.idf.i | Lhaut hori zed URL Access to aka.idf.il/wp-1ogin. php Bl ock 15
46. 19. 86. 236 I srael 147.237.77.243|nobi l e.i df . i | Ostributed Waut hori zed UR. Access on nobi | e. i df. i/ nekudot /i ndex B ock 15
207.46.13.165 |[Wited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 15
66.249.78.173 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66.249. 78. 173 B ock 15
5.29.52. 23 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 15
176.12.141.3 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 15
. . DO stributed Unaut hori zed URL Access on
66.249.67.250 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx Bl ock 15
. . D stributed Lhaut hori zed URL Access on
66.249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il 147 237. 76. 42/ scr i pt r esour ce. axd Bl ock 15
46.121.214.2 | srael 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul l et 1. gif  |B ock 15
. . Unaut hori zed URL Access to
66.249. 78.109 |l srael 147.237.77. 216 |dover.i df . il 147, 237. 77. 216/ shar edl ol i ent scri pt s/ sa_swf obj ect | s Bl ock 15
37.26.147.145 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response GCode_Qust om Tenpor ary B ock 15
176.13.18.172 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 15
2.54.43.42 I srael 147.237.0.19 |nmadimatal .idf.il|SSL Untraceabl e Connection - Qpen Mode None 15
109. 160. 189. 2121 srael 147. 237, 72. 166 |aka. i df . i | mknovm_ Par_arret er ct100sct | 00$cphh/h| n$cphSachar $cb10097562 i n None 15
wwv aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
66.249.67.122 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/val tam B ock 15
79.181.103.29 [Israel 147.237.77.243|mobi l e. i df . i | Dstributed Unhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 15
46. 120. 57. 36 | srael 147.237.72.167|i shuri maka. i df . i[O stributed PHP Attenpt B ock 15
. . Unaut hori zed URL Access to
212.143.236. 177|l srael 147.237.76.86 [navy.idf.il v nawy. i of i 1/si p storagel i1 es/ 3/ si 23380/ 1613, | pg Bl ock 15
66.249.78.173 |[Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to ww i df . il /1446163200040 B ock 15
66. 249. 69. 97 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1239- he/ at al . aspx Bl ock 15
. - Doubl e URL Encoding - paraneter: search in
5. 102. 234. 59 I srael 147.237.72. 166 [aka. i df . i | vw aka i df i |/ nai 1V gi yus/ pri ot hand er 1. asnx/ sear ch Bl ock 15
66.249. 65. 118 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 15
78.90.118.215 |Rulgaria 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 15
54. 84. 175. 84 Lhited Sates |147.237.72.166|aka. i df.i | Ostributed PHP At tenpt B ock 15
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