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10-30-2015-09:04:00 to 10-30-2015-10:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |signature |Device Action|Count|
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 4752
46. 5. 86. 83 Ger many 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 945
176. 205. 61. 144 Lhited Arab Bmirates 147.237.77. 216 dover.idf.il HTTP- M SC- WebLogi c- Str-BO dest - reset 891
220.181.108. 111 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 247
5. 29. 164. 247 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 89
213.151. 35. 218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
149. 78. 160. 58 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
0.0.0.0 147.237.77. 216 dover.idf.il SN Hood full table drop 22
84. 228. 188. 64 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 17
79.182.17. 216 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 13
176. 13. 3. 232 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
176. 77. 125. 224 Russi an Federati on 147.237.77. 233 atal.idf.il TCP handshake vi ol ation, first packet not syn |drop 6
176. 205. 61. 144 Lhited Arab BEnirates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6
46.117. 207. 159 | srael 147.237.77. 216 dover.idf.il SN Hood full table drop 6
85. 250. 233. 116 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.117.170. 17 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 4
2.52.17. 175 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79. 181. 200. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 19. 86. 59 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
188. 225. 184. 138 Pal estinian Territory, Qcupi eq147.237.77.216 dover.idf.il SWNHood full table drop 3
79.182.152. 14 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
158. 169. 40. 7 Bel gi um 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
54.244.22. 103 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 1
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
176.118. 79. 146 Russi an Federation 147.237.76. 176 test.ncore.idf.i|B ock Udp All _Nets drop 1
158. 169. 40. 10 Bel gi um 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
176.118. 79. 146 Russi an Federation 147.237.76. 177 ncore.idf.il Bl ock Udp All Nets drop 1
158. 169. 40.5 Bel gi um 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 1
46. 19. 85. 66 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
196. 46. 248. 158 Ageria 147.237.77. 216 dover.idf.il SN Hood full table drop 1
46.117. 207. 159 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
158. 169. 40. 6 Bel gi um 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1




10-30-2015-09:04:00 to 10-30-2015-10:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Count |

176. 205. 61. 144 Lhited Arab Enirates 147.237.77.216 |dover.idf.i| |Cl000203: HTTP: Thorshammer - Post to root dir B ock 316




10-30-2015-09:04:00 to 10-30-2015-10:04:00

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Potential Scan or Brute Force

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 6
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 65.37  [147.237.76.42 [lhited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 2
66.249.67.20 [147.237.77.170|hited Sates |maarachot.idf.il |ET SCAN NVAP -sA (2) 2
50. 204. 188. 142 [147.237.8.28 [Lhited Sates |e.nobile-ks.idf.il|ET SCAN NVAP -sS wi ndow 2048 1
913, 151, 32. 163 |147. 237 72. 166 |1 51 ael akaidh il ET DO Large amount of TQP ZeroVWndow - Possible Nkiller2 DDos 1
att ack
79.179. 213. 103 (147. 237. 72. 166 || srael akaidf.il portscan: TGP D stributed Portscan 1
50.204. 188. 142 [147.237.8.28 |nited Sates |e.mobile-ks.idf.il|ET SCAN NVAP -sS w ndow 4096 1
50. 204. 188. 142 [147.237.8.28 [lhited Sates |e.nobile-ks.idf.il|ET SCAN NVAP -f -sS 1
50,50 164. 75 |147 237 76.31 |oni na vekehal i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1




10-30-2015-09:04:00 to 10-30-2015-10:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S‘ te ‘Signature
176. 205. 61. 144 gﬁited Arab 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SYN drop 2162
rates
149.88.58.195 [Israel 147.237.76.42 |refuah.idf.i|Bad TCP sequence mdﬁ';”;“zt Wth different monitor  [1162
46. 5. 86. 83 Ger many 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SN drop 851
41. 33.232. 66 Egypt 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SN drop 119
158. 169. 40.5 Bel gi um 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SYN drop 109
70.199. 68.158 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 92
176. 77. 125. 224 gz::;”i on 147.237.77.233|atal .idf.il |drop First packet isn't SN drop 88
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SN drop 80
158. 169. 40. 10  |Bel gi um 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 61
109. 67. 250. 126 |l srael 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SYN drop 55
46. 19. 86. 95 | srael 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SN drop 54
158. 169. 40.9 Bel gi um 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 49
158. 169. 150. 10 |Bel gi um 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SYN drop 47
158. 169. 40. 8 Bel gi um 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SN drop 46
158. 169. 40. 7 Bel gi um 147.237.77. 216 |dover.i df . i l{dr op Frst packet isn't SN drop 42
158. 169. 40. 6 Bel gi um 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SYN drop 40
64.233.172. 163 |lhited Sates 147.237.77. 216 |[dover. i df . i l{dr op First packet isn't SN drop 39
64.233.172. 171 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 38
46. 19. 86. 225 | srael 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SYN drop 38
158.169. 150. 6  |Bel gi um 147.237.77. 216 |[dover. i df . i l{dr op First packet isn't SN drop 38
158. 169. 150.5  |Bel gi um 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 34
64.233.172.155 |lhited Sates 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SYN drop 32
149.78.154.69 |l srael 147.237.77. 216 |[dover. i df . i l{dr op First packet isn't SN drop 31
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 30
46. 19. 85. 100 | srael 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SYN drop 30
66.249.78.159 |Wnited Sates 147, 237. 7. 216 |dover it 11| . €31 NG Engine: TCP Invalid nvalid segnent retransmssion. drop 28
Ret r ansni ssi on Packet dr opped.
158. 169. 150. 4  [Bel gi um 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SN drop 27
158.169. 150. 9  |Bel gi um 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SYN drop 25
158.169. 150. 8  |Bel gi um 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SN drop 24
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SN drop 22
195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SYN drop 22
185. 27.105. 118 |l srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 21
41.33.231.90 Egypt 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SN drop 21
109. 64. 24. 153 |l srael 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SYN drop 20
66.240.78.166 |Uited Sates 147,237, 77. 216 |dover. ior 1| | €M NG ENgi ne: TGP Inval i d Ivalid segnent retransmssion. drop 20
Ret r ansni ssi on Packet dr opped.
190. 137. 17. 177 |Argentina 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SYN drop 19
212.143.134. 129|l srael 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SN drop 18
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 18
66.249.81. 218 |lhited Sates 147, 237.77. 216 |dover i a1 " €AM N9 Engine: TP Inval i d nval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
100. 100. 95. 220 147.237.72. 166 |aka.idf.il [dr op Frst packet isn't SN drop 18
66.240.81.212 |uited Sates 147,237, 77. 216 |dover. iof 1| T €AM NG BNgine: TCP Inval id nval i d segnent retransmssi on. drop 18
Ret r ansnmi ssi on Packet dr opped.
109. 186. 135. 67 |l srael 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SN drop 18
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.i df . i l{dr op Frst packet isn't SN drop 17
5.29. 164. 247 | srael 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SYN drop 17
194. 44.15. 214  |lkraine 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SN drop 17
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.i df . i l{dr op Frst packet isn't SN drop 17
100. 100. 108. 69 147.237.72. 166 |aka.idf.il [drop First packet isn't SYN drop 16
46. 19. 85. 22 | srael 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SN drop 16
84.51.87.135 :Z:::Inl on 147.237. 77. 216 |dover. i df . i l{dr op First packet isn't SN drop 16
82. 80. 25. 221 | srael 147.237.77. 216 |dover.i df . i l{dr op First packet isn't SYN drop 15
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|Top Attackers In V\AF|

Devi ce

At acker

count ry ‘Target Address |Site Sgnature Acti on ‘Count
91.200.12.86 |Wkraine 147.237.77. 176 |nat pash. i df . i | PHP At t enpt B ock 300
176. 205. 61. 144 EhT;:aetdesN ab 147.237.77. 216 |dover . i df .i | Mil tiple Abnormal |y Long Request from 176.205. 61. 144 Bl ock 255
91.200.12.86  |lkraine 147.237.77. 176 [n@at pash. i of . i | Ml tiple Unaut hori zed URL Access from 91.200. 12. 86 Bl ock 180
91.200.12.86 |kraine 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to wwww cogat . idf.il/xnrpc. php Bl ock 120
176. 228. 129. 98 | srael 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 105
176. 228. 129. 98 |I srael 147.237.72. 166 |aka. i df . i | Distributed haut hori zed URL Access on B ock 105
wa aka. i df . i | /aj ax/ updat est at us. php
131. 253. 25. 203 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm Bl ock 75
93.172. 133. 218 |I srael 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unauthorized URL Access from93.172.133.218 Bl ock 75
84.108.122.86 |Israel 147.237.77. 243 |nobi | e. i df . i | Dstributed Paraneter Type Mol ation on nobile.idf.il/sachar/login B ock 60
par anet er Password
46.19. 86. 37 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 45
46.121.214.2  |Israel 147.237.72. 166 |aka. i df . i | Distributed haut hori zed URL Access on B ock 30
wav aka. i df . i | /aj ax/ updat est at us. php
46.117.132.83 |[Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 30
46.117.170.17 |Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw i df.il/894-he B ock 30
213.8.173.188 |Israel 147.237.77.243|nobi | e. i df . i | Paranet er Type M ol ation Password in nobile.idf.il/sachar/login B ock 30
! . . Unaut hori zed URL Access to
72.9.148.10  |Wited Sates  |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
176.12. 141. 82 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Qode B ock 30
46.121.214.2  |lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 30
46.117.19.168 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter docld in ww aka.idf.il/mai n/sachar/fag. aspx None 15
188. 165. 15. 66 |France 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/1132-8613- he/ navy. aspx. aspx |B ock 15
68. 180. 228. 112 |Lhited Sates 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 15
176. 12. 149. 130 | srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 15
66.249.67.59  |Israel 147. 237.72. 166 |aka. i df . i | Distributed thaut horized URL Access on Bl ock 15

147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx
Unknown Par anet er ct | 00$ct | 00$cphMai n$cphSachar $ct184.y in

85. 250. 176. 174 |I srael 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v/ sachar / pays! i ps. aspx None 15
79.176. 152. 159 |l srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 15
2.54.61.239 I 'srael 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul | et 1. gi f |Bl ock 15
162.243.32. 128 |Uited Sates  |147. 237.76.200|ei tan. aka., i df . i | |"uthorized R Access to B ock 15

eitan. aka.idf.il/tenpl at es/ shared/ user cont rol s/ header upper/

. . . Unhaut hori zed URL Access to
66.249.75.30 |Israel 147.237.76.200|ei tan. aka. i df . i | v i tan, aka, i df i 1/ sher edl aj ax/ | i ght boxrredi agal | ery. aspx B ock 15

D stributed Unhaut hori zed URL Access on

66.249. 65. 139 |l srael 147.237.76.86 |navy.idf.il v navy. i o . i |/ navy/ navy/ general . aspx B ock 15
207.46.13.187 |Lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
84.108. 237. 118 [l srael 147.237.72. 156 |anan. i df . i | PHP At t enpt B ock 15

Paraneter Type M ol ati on PageNumin

68.180.230.29 |lhited Sates  [147.237.77.176|nat pash. i df . il vaw cogat i df . i /1043 ar/ cogat . aspx B ock 15
176.13.3.204 |lIsrael 147.237.77.243|nobi | e.i df . i | D stributed Whaut hori zed LRL Access on nobil e.idf.il/sachar/index B ock 15
149. 88. 58. 195 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css B ock 15
. . D stributed Whaut hori zed URL Access on
66. 249. 67.65 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
. . Paraneter Read Qlly Molation in
87.68. 64. 79 I srael 147.237.72. 166 [aka. i df . i | vow aka i dff i |/ mai v sachar/ f or got passwor d. aspx None 15
. . Unaut hori zed URL Access to
66. 249. 65. 112 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel 111 es/ 9/ si ze100x0/ 3259, pg B ock 15
37.26.149.176 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 15
176. 205. 61. 144 g:aetdef 1147, 237.77. 216 |dover . i df . i | Unknown HTTP Request Method M crosoft in URL wi ndows B ock 15
. . DO stributed Uhaut hori zed URL Access on
79. 176. 152. 159 [l srael 147.237.72. 166 [aka. i df . i | vww aka. i o . i 1/ a ax/ updat est at us. php Bl ock 15
162. 243.188. 75 |Lhited Sates 147.237.76.200|ei tan. aka. i df . i| |Unauthorized URL Access to / B ock 15
66.249.75.54 |Israel 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 15
. . D stributed Uhaut hori zed URL Access on
66. 249. 65. 251 |l srael 147.237.76.86 |navy.idf.il v navy. i of . i | / navy/ navy/ vt er cr aft s. aspx B ock 15
84.108. 237. 118 |I srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to www anan. i df . i |/ aj ax/ updat est at us. php B ock 15
176.13.9.191  |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
149.88.113.0 |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 15
66. 249. 67. 143 |l srael 147.237.77. 170 |maar achot . i df . i | |Wnhaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 9/ 109039. pdf  [B ock 15
89. 138. 246. 194 |l srael 147.237.72. 166 |aka. i df . i | Unknoun Paranet er ctl00%ict | 003cphii nScphSachar $ct1 33 in None 15
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
. . Unaut hori zed URL Access to
66.249.65. 115 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ si p storage/ fi| es/ 6/ si ze100x0/ 2826. | pg Bl ock 15
37.142.164.75 |Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 15
79.178.23. 113 [Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter M EVETATEENCRYPTED i n None 15

wan aka. i df . i |/ mai n/ sachar / nai | box. aspx
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