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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . i || TGP handshake vi ol ation, first packet not syn |drop 3413
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3200
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 1194
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 106
212.76.100. 144 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 25
185. 32. 179. 129 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
84.111. 155. 155 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 23
213.57.118. 66 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 12
46.117.241. 133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
46.19. 86. 175 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
82. 205. 0. 136 Pal estinian Territory, Qcupi eq147.237.77.216 dover.idf.il SYNHood full table drop 6
79.181. 27. 142 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
84.108. 126. 86 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 6
213.57.118. 66 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 6
185. 32.179. 129 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
79.176. 42. 210 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.19. 86. 175 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
5.22.129. 235 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
46.117. 241. 133 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 3
80. 246. 136. 199 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 22. 127 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
5.22.129. 215 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.177.190. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
78.137.4.31 Lkr ai ne 147.237.77.216 dover.idf.il SYN H ood out of context dr op 2
37.26.147. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
61.147.103. 92 Chi na 147.237. 76. 86 navy.idf.il JLM Under Attack_Con_Tcp drop 2
176.13. 9. 143 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
213.57.214.9 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
80. 246. 136. 199 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
85. 12. 238. 254 Russi an Federation 147.237.76. 30 hi nush. i df . i | Bl ock_Udp All _Nets dr op 2
64.233.172.178 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
183. 61. 253. 215 Chi na 147.237.76. 177 ncore.idf.il JLM Under Attack Con_Tcp drop 2
46.101. 3. 227 Russi an Federation 147.237.76. 30 hi nush. i df .i | B ock Np Al Net drop 1
176. 13. 6. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
2.54.184.181 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
78.137.4.31 Lkr ai ne 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1
46.101. 3. 227 Russi an Federation 147.237.76. 31 nakchal .idf.il |Bock Np All Net drop 1
5.22.130. 103 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46.174.52. 15 Russi an Federation 147.237.76. 197 e hinush.idf.il |B ock Udp All Nets drop 1
2.54.184.181 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
64.233.172. 170 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 1
10.0.0.5 147.237.77.216 dover.idf.il SYN H ood del ete reset dr op 1
46.117.241. 133 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
10.0.0.5 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
37.29. 74. 207 Russi an Feder ation 147.237.77. 74 lawidf.il 12580: HTTP. SQ Injection (Cooki e Header) B ock 1
162. 210. 196. 97 Lhited Sates 147.237.77. 216 dover.idf.il |CL000106: HTTP. najestic bot B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SWNretransmt wth different

Ret ransni ssi on

Packet dropped.

149. 88.58. 195 |l srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence . noni t or 266
w ndow scal e

36. 77.243. 237 |l ndonesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 127

80. 246. 130. 241 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 69
Sreamng Engine: TCP Invalid i i ssi

162.243.32.128 |Wited Sates |147.237. 76. 200 |ei tan. aka.i of i 9 =g Invalid segnent retransmssion. drop 50
Ret ransm ssi on Packet dropped.

37.26.148. 177 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 45

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
Sreamng Engine: TCP Invalid i i ssi

66.249.78.159 |lnited Sates |147.237.77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. -y 24
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

66.249.78.166 |Lnited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransnssion. drop 22
Ret ransnm ssi on Packet dropped.

100. 100. 29. 200 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 22

66.249.93.196 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 18
Sreanming Engine: TCP Invalid i i ssi

66.249.93.192 |Wited Sates |147.237.77.216|dover.idf. il 9 =g Invalid segnent retransmssion. drop 18
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

77.158.88.42  |France 147. 237.77. 216 |dover i df .i 9 =g Invalid segnent retransmssion. drop 18
Ret r ansm ssi on Packet dr opped.

100. 100. 43. 54 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 14

46. 19. 86. 143 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 14

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 14

79.181.189. 198 |l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 14
Sreamng Engine: TCP Invalid i i ssi

66.249.64.133 |United Sates |147.237.77.234|nal ag.idf il 9 =g Invalid segnent retransmssion. 14
Ret ransnm ssi on Packet dr opped.

46. 19. 85. 173 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 13
Sreamng Engine: TP Invalid i i ssi

79.176.42.210 | srael 147. 237. 77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.

198.58.103.91 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12
Sreanming Engine: TCP Invalid i i ssi

66.249.93.200 |Wited Sates |147.237.77.216|dover.idf. il 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.

100. 100. 23. 4 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 12

213.57.160.27 | srael 147.237.72. 156 |anan. i f .| Bad TCP sequence SN retransnit with different monitor |12

w ndow scal e

85.250.95. 141 |lsrael 147.237.77. 216 |dover.idf . il drop Frst packet isn't SYN drop 12

157.55.39.8 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 11

202.79.209.95 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11

168. 187. 227. 162 |Kuwai t 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 10

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10

46. 19. 86. 237 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi

79.180.62. 184 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. -y 9
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

77.126.229.180 |Israel 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret ransnm ssi on Packet dr opped.

41.33.231. 90 Egypt 147.237. 77. 216 [dover. i df .i | drop drop

151.80.31. 112 |ltay 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi

220.255.98.6 |4 ngapore 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

66.249.93.196 |lWited Sates |147.237.77.216|dover.idf. il 9 =g Invalid segnent retransmssion. drop 8
Ret r ansm ssi on Packet dr opped.

79.181. 27. 142 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

46.19. 85. 213 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 8

50.87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop
Sreaming Engine: TCP Invalid i i ssi

66.102.7.233  |lited Sates |147.237.77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. drop 8
Ret ransm ssi on Packet dr opped.

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

80. 246. 136. 199 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7

46.117. 241. 133 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7

79.181.108. 212 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

46.19. 86. 117 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreamng Engine: TCP Invalid i i ssi

66.249.78.173 |United Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.

118. 37. 223. 172 g’rea’ RepubliC 117 937, 77. 216 |dover. i df . i1 drop First packet isn't SWN drop 6

73.151.195.68 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop

84.111. 155. 155 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi

80. 246. 136. 144 |Israel 147. 237. 77. 243 |robi | e. i of . | 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

77.125.157. 196 |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
199.30.24.184 |Uhited Sates |[147.237.76. 147 |chi nuch. aka. i df .i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 480
81.218.226.208 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for v aka. idf.il/ Bl ock 105
- . Mil ti pl e Unaut horized Method for Known URL from
79.178.165.26 |Israel 147.237.72. 166 |aka. i df . i | 29, 178. 165. 26 B ock 75
; . ; Uhaut hori zed URL Access to
208.115.113.88 |thited Sates [147.237.76.86 [navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or um asp Bl ock 75
109. 65. 197. 63 |l srael 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 75
. . DO stributed Whaut hori zed URL Access on
109. 65. 197. 63 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php Bl ock 75
. . D stributed Whaut horized Met hod for Known URL on
79.178.165.26 |[Israel 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai / sachar/vi ewpays! i p. aspx B ock 75
79.176.42.210 | srael 147.237.77. 243 |nobi | e. i df . i | Distributed thauthori zed LR. Access on Bl ock 60
nobi | e. i df.il/sachar/i ndex
176. 106. 226. 19 |l srael 147.237.72. 156 [anan. i df . i | Dstributed PHP At tenpt B ock 45
84.228.49.104 |Israel 147. 237.72. 166 |aka. i df . i | thauthori zed Method FEAD for Bl ock 45
wan aka. i df . i |/ mai n/ sachar/ vi ewpaysl i p. aspx
. . D stributed Uhaut hori zed URL Access on
176. 106. 226. 19 |l srael 147.237.72. 156 [anan. i df . i | vaw aman. i df . i |/ aj ax/ updat est at us. php B ock 45
176.228.129. 98 |l srael 147.237.72. 166 |aka. i df . i | Ostributed PHP At tenpt B ock 45
. . O stributed Uhaut hori zed URL Access on
176. 228. 129. 98 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ aj ax/ updat est at us. php B ock 45
81.218. 226. 208 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip_storage/files/4/  |B ock 45
. . DO stributed Whaut hori zed URL Access on
5.29. 46. 33 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php Bl ock 30
m ny- kosher - kravi . i _ _
46. 19. 85. 86 | srael 147.237.0. 17 df il Ostributed |11 egal Paraneter Encoding None 30
77.126.229.180 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 30
68.180.228.112 |[hited Sates |147.237.77.216|dover.idf .il DO stributed Suspici ous Response Qode B ock 30
m ny- kosher - kravi . i _ _
176. 13. 0. 246 | srael 147.237.0. 17 df il Ostributed |11 egal Paraneter Encodi ng None 30
; . ; O stributed Uhaut hori zed URL Access on
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 30
5.29. 46. 33 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 30
. m ny- kosher-kravi.i | _
74.82.47.3 Lhited Sates 147.237.0. 17 df il D stributed Unaut hori zed URL Access on 147.237.0. 17/ B ock 15
66. 249. 75. 91 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to nakhal .idf.il/894-he B ock 15
157. 55. 39. 55 Uited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/1133-14816- he/ dov B ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai n/ smal i nd showbi g. aspx B ock 15
94.153.51. 81 kr ai ne 147.237.77.74 [lawidf.il D stributed Unknown HTTP Request Met hod B ock 15
m ny- kosher - kravi . i _ _
176. 13. 0. 246 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from176. 13. 0. 246 None 15
66.249.78.204 |[Israel 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unauthorized URL Access from 66. 249. 78. 204 B ock 15
. m ny- kosher - kravi . i _
141. 212.121. 192|lLhited Sates 147.237.0. 17 df il Uhaut hori zed URL Access to 147.237.0. 17/ B ock 15
Unaut hori zed URL Access to
66.249.67.235 |[Israel 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i |/ usef ul i nf or mati on/ i dkoni i pages/ 13102010mas |B ock 15
ai yot . aspx
. . . Paraneter Type Mol ation pos in
31.131.103. 105 |Wkraine 147.237.77.74 [lawidf.il v g, i df i 1/ 261- 2107- en pat zar . aspx B ock 15
213.87.127.178 RJSIS:;”ion 147.237.77.74 |lawidf.il Distributed Unknown HTTP Request Method B ock 15
77.126.28.224 |israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 15
66.249. 78.159 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Qode B ock 15
176. 12. 140. 230 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 15
95. 86. 112. 51 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/mai/n/giyus B ock 15
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 15
. . O stributed Uhaut hori zed URL Access on
79.179.108.23 |[Israel 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i of i1/ B ock 15
5. 29. 215. 250 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 15
. . . Uhaut hori zed URL Access to
176. 13. 4. 29 I srael 147.237.77.243|nobi l e. i df . i | nobi | e. i df i 1/ cat eqoryt enpl at es/ | st chi | dsubcat egori es/ 1423 Bl ock 15
Uhaut hori zed URL Access to
66.249.78.204 |lsrael 147.237.77. 176 |mat pash. i df . i | wnn cogat . i df . i |/ usef ul i nformat i on/ i dkoni ni pages/ 13022011yezu |B ock 15
. aspx
141.212.121. 192|nited Sates [147.237.77.235|sviva.idf.i | Unhaut hori zed URL Access to 147.237.77.235/ B ock 15
. . DO stributed Whaut hori zed URL Access on
66.249.67.250 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 15
213.151.32.163 |[Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 15
85.65.192. 207 | srael 147.237.72. 166 |aka. i df . i | llegal Byte Cde Qaracter in URL [nai n/kapat2//res B ock 15
our ces/ i mages/ i nner page/ goback. gi f
Unaut hori zed URL Access to
66.249.78.190 [Israel 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i |/ coor di nat i ongaza/ news_gaza/ pages/ 130t r ucks. a |B ock 15
Spx
176.12.150. 73 |l srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 15
. . DO stributed Whaut hori zed URL Access on
66. 249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
80. 246. 136. 243 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 15
5. 29. 246. 89 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 15
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