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|Top Attackers | n DDoS- Def ence |

Address

Attacker Country

Address

Attacker ‘Target

‘Site

‘Signature

66. 249. 67. 27 Lited Sates 147. 237.77. 170 naar achot . i df . i | Zﬁ handshake viol ation, first packet not g 204
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 20
176. 13. 16. 159 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 15
82. 166. 240. 202 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 6
37.142. 68. 20 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
66. 249. 69. 76 Wited Sates 147.237.77. 74 lawidf.il I;]: handshake viol ation, first packet not 4
114.207.212. 71 Korea, Republic of 147.237.77.216 dover.idf.il SYNHood full table drop 3
46.117. 134. 158 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
146. 185.57.7 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
79.177.61. 244 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
74.105. 122. 80 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 2
1.53.231. 220 i et nam 147.237.76. 198 e.yohalan.idf.il |JLM Under Attack Con Tcp drop 2
213.151. 32. 163 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
146. 185. 239. 100 Russi an Federation 147.237. 76. 86 navy.idf.il bl ock-sp-trafl drop 1
68.188.176. 131 Lhited Sates 147.237.76. 198 e.yohal an.i df .il ock Wp Al _Nets drop 1
37.8.113. 60 Pal estini an Territory, 147.237.77.216  |dover.idf.il SN Hood ful table drop 1
Cceupi ed

218.108. 88. 19 Chi na 147.237.76. 197 e hinush.idf.il [JLMPurple Con_Lint_Tcp drop 1
71.6.135.131 Lhited Sates 147.237.76. 200 eitan. aka. idf.il ock Wp Al _Nets drop 1
176.118. 79. 146 Russi an Federation 147.237.76. 147 chinuch. aka.idf.il|Bl ock_Ulp Al l _Nets drop 1
46.174.52. 15 Russi an Federati on 147.237.76. 177 ncore.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
212.117. 143. 250 I srael 147.237.76. 31 nakchal .idf.il |CL000004: HITP. options nethod (M crosoft) B ock 7
46.120. 203. 47 I srael 147.237.72. 166 aka.idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 2

178. 124. 234. 110 Bel arus 147.237.77.74 lawidf.il 12580: HITP. SQ Injection (Qooki e Header) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Country Ste Signature

66. 249. 69. 76 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 11
66. 249. 65. 43 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
41.33.231. 90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
120. 150. 29. 211 147.237.76.201 |Austraia e.atal.idf.il ET SCAN NVAP -f -sS 1
98. 102. 200. 172 147. 237.76. 39 Lhited Sates nobi | e.neitav.idf.il |[ET SCAN NVAP -sS w ndow 3072 1
98. 102. 200. 172 147.237. 76. 39 Lhited Sates nobi | e.neitav.idf.il [ET SCAN NVAP -f -sS 1
31.184.242.17 147.237.77.216  |Russian Federation  |[dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
192.210. 198.226  |147.237.77.243 |lited Sates nobi | e.idf.il ET SCAN Potential SSH Scan 1
192.210. 198.226  |147.237.77.170 |lhited Sates maar achot . i df . i | ET SCAN Potential SSH Scan 1
120. 150. 29. 211 147.237.76.201 |Austraia e.atal.idf.il ET SCAN NVAP -sS wi ndow 2048 1
119. 90. 139. 50 147.237.72.156  |Chi na anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
98. 102. 200. 172 147. 237.76. 39 Lhited Sates nobi le.neitav.idf.il [ET SCAN NVAP -sS w ndow 2048 1
192.210.198.226  |147.237.77.233 |lhited Sates atal .idf.il ET SCAN Potential SSH Scan 1
120. 150. 29. 211 147.237.76.201 |Austraia eatal.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature

203.24.32.42 Australia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 223

185.58.201.28 [Lebanon 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 217

54.187.55.213 |Lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 108

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 83
Sreaming Engine: TCP Invalid - i Ssi

79.183.15.19  |Israel 147. 237.76. 200 |6 tan. aka. i of . | 9 =g nval i d segnent retransmssi on. drop 60
Ret ransm ssi on Packet dr opped.

180. 151. 186. 250|I ndi a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 59

195. 212. 29. 187 |Europe 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 50

146. 115.89. 236 [lnited Sates |[147.237.77.216|dover.idf.il |drop First packet isn't SN drop 37

70.55.212. 42 Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 37

24.5.97.232 Lhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 36

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 33

176.13.12. 135 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 32

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 32
Sreamng Engine: TCP Invalid i i ssi

79.179. 118. 207 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nval i d segnent retransmssi on. drop 30
Ret r ansn ssi on Packet dr opped.

109. 67.158. 170 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 29

70. 68. 27. 90 Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 28
Sreamng Engine: TCP Invalid i i ssi

213.204. 101. 25 |Lebanon 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segent retransmssion. drop 26
Ret r ansn ssi on Packet dr opped.

114. 207. 212. 71 ?re& RepUDI i 1147 237.77. 216 |dover.i of.i1  |dr op First packet isn't SWN drop 25

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 23

93.173.47. 120 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 22

37.26.146. 156 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 22

197. 229. 134. 122|South Africa 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22

46. 19. 85. 60 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 21

100. 100. 3. 78 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 18
Sreamng Engine: TCP Invalid i i ssi

66.249.78.166 |lited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segent retransmssion. drop 16
Ret r ansni ssi on Packet dr opped.

52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 16
Sreamng Engine: TCP Invalid i i ssi

5.102.220.76  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 nval i d segnent retransmssi on. drop 15
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

2.54.185. 69 I'srael 147.237.77. 243 |nobi L e. i o i | 9 =g Invalid segent retransmssion. drop 15
Ret ransm ssi on Packet dr opped.

46.117.176.29 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15

100. 100. 85. 239 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 14
Sreaning Engine: TGP Invalid i i Ssi

66.249.78.173 |Uited Sates |147.237. 77. 216 |dover. i df i 9 =g Inval i d segnent retransmssi on. drop 14
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.12. 144.93 I srael 147.237.77. 243 |nobile. i f . | 9 =g Invalid segent retransmssion. drop 13
Ret r ansn ssi on Packet dr opped.

212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12

67.83.150.218 |Lhited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 12

198.58.102. 117 [lhited Sates |[147.237.77.216|dover.idf.il |drop First packet isn't SN drop 12

54.72.0.55 Irel and 147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 12

158.222. 242, 178|lnited Sates |[147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 12

109. 200. 30. 154 z";ggom 147.237.77. 216 |dover.icf.il  |drop First packet isn't SWN drop 12

212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12

50.87.144.145 |Lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 10

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10

151.80.31.112 (italy 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10

79.177.61.244 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9

178.0.55. 57 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8

37.142.165.179 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
Sreamng Engine: TCP Invalid i i ssi

66.249.78.159 |uwited Sates |147.237.77.216 |dover.idf.il 9 =g Inval i d segnent retransmssi on. drop 8
Ret ransm ssi on Packet dr opped.

54.244.22.103 |Lhited Sates [147.237.77.176 |natpash.idf.il [dr op First packet isn't SYN drop

109. 67. 163. 148 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop

66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.179. 118. 207 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 120
204.195.139.6 |[Lhited Sates [147.237.72.166|aka.idf.il Dstributed PHP Attenpt B ock 90
204.195.139.6 |lhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 204. 195. 139. 6 B ock 90
5.102. 220. 76 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 60
46.121.214.39 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 46. 121. 214. 39 B ock 60
2.54.185. 69 I srael 147.237.77.243|nobi l e.idf . i | Distributed Suspicious Response Code B ock 60
} . . D stributed Unaut hori zed URL Access on
199. 16. 156. 125 |lhited Sates |147.237.77.216|dover.idf .il vawdi i /i p st oragel i1 es/ 5/ si ze220x0/ 17455 | pg Bl ock 60
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 67. 6 B ock 45
77.125.77.239 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 45
137.99. 95. 37 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 30
79.176. 206. 183 |l srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 30
’ . . D stributed Unaut hori zed URL Access on
199. 59. 148. 211 |wnited Sates [147.237.77.216|dover.idf.il vowei o i 1/si p storagelfi1 es/ 5/ si e220x0/ 17455, | pg B ock 30
] . . D stributed Unaut hori zed URL Access on
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 30
176.13.12.135 |Israel 147.237.77.243|nobi l e.idf . il Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 30
] . . Paraneter Type Mol ation pos in
101. 109. 161. 205|Thai | and 147.237.77.74 |law idf.il v | aw i df i 1/ 163- 2107- end pat zar . aspx B ock 15
79.179.108.23 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/https:/ww aka.idf.il/ B ock 15
66. 249. 75. 83 | srael 147.237.76.31 |nakchal .idf.il Mil tipl e Uhaut hori zed URL Access from 66.249. 75. 83 Bl ock 15
] . . D stributed Unaut hori zed URL Access on
199. 59. 148. 210 |Uited Sates [147.237.77.216|dover.idf.il Wi df i1/ p storage/ files/ 5/ si ze220x0/ 17455, | pg Bl ock 15
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthori zed URL Access from 66. 249. 67. 122 B ock 15
85.65.42.119  |israel 147.237.72. 166 |aka. i df . i | Unknown Parameter __\1 BASTATEENCRYPTED | n None 15
waw aka. i df . i | / nai n/ sachar/ pi r suneynof et . aspx
46.120. 160. 221 |Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 15
206. 45. 51. 39 Canada 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx Bl ock 15
184.105. 247. 196(thited Sates [147.237.0.19 |[nadimatal .idf.i| [Wauthorized LR Access to 147.237.0. 19/ B ock 15
66. 249. 69. 81 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1412-he/ at al . aspx B ock 15
66.249. 67. 13 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 66.249. 67. 13 Bl ock 15
109. 64. 54. 83 I srael 147.237.72. 156 |aman. i df . i | PHP At enpt B ock 15
31.193.51. 80 France 147.237.77.216|dover.idf . il Dstributed Suspici ous Response Code B ock 15
66. 249. 75. 83 I srael 147.237.76.31 [nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/page. asp Bl ock 15
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. i df . il/21148-he/ chi nuch. aspx B ock 15
: P .|Uhaut hori zed URL Access to
157.55.39.100  [Lhited Sates |147.237.0.15  [kosher-kravi.idf.i ww kosher -kravi . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock 15
85. 65. 130. 51 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 15
. . D stributed Unaut hori zed LRL Access on
46.120. 160. 221 |l srael 147.237.72. 166 |aka. i df . i | wiw aka. i o i 1/ aj ax/ updat est at us. php Bl ock 15
. . D stributed Unaut hori zed URL Access on
2.54.37.54 I srael 147.237.77.233|atal .idf .il 147. 237.77. 233/ 1135- hel at al . aspx B ock 15
207.46. 13. 74 Uhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 15
79.177.121.88 |lIsrael 147.237.77.243|nobi l e.i df . i | D stributed Whaut hori zed LRL Access on nobil e.idf.il/nekudot/index |B ock 15
: ; . D stributed Unaut hori zed URL Access on
199. 16. 156. 124 |lhited Sates |147.237.77.216|dover.idf .il vawei i /i p storagelfi1 es/ 5/ si ze220x0/ 17455 | pg Bl ock 15
66. 249. 69. 89 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1233-he/ at al . aspx B ock 15
66.249. 67. 13 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. i df . il/1158- he/ chi nuch. aspx Bl ock 15
109. 64. 54. 83 I srael 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to ww aman. i df.il/aj ax/ updat est at us. php B ock 15
37.77. 49. 247 Irag 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawwidf.il/arr/ B ock 15
80. 246. 136.5 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 15
176.12.144.93 |lIsrael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 15
. . Unknown Paraneter pageNumin
66.249. 67.122 |Israel 147.237.72. 166 |aka. i df . i | voww aka, i df i |/ i v har edi dar ti ¢l es. aspx None 15
87. 69. 160. 97 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to www aka. i df . il/mai n/ sachar/undefi ned B ock 15
213.151.32.163 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 15
79.178.165.26 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79. 178. 165. 26 B ock 15
. ; Unaut hori zed URL Access to
66.249.75. 23 | sr ael 147.237.76.31 [nakchal .idf.il waw nakhal . i df . i |/ consol e/ core/ doc_ngr/doc_ngr. asp Bl ock 15
. . D stributed Unhaut hori zed LR Access on
66. 249. 67. 65 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 15
. . D stributed Unaut hori zed URL Access on
109. 186. 68. 235 |l srael 147.237.72. 166 |aka. i df . i | v aka. i of i1/ htt ps: /vw aka. i o i1/ Bl ock 15
82.166.22.112 |[Israel 147.237.72. 166 |aka. i df . i | MSQ Data Retrieval with Inplicit  Qnversion Erors None 15
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