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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count]|

66. 249. 67. 20 Lhited Sates 147.237.77.170 naarachot . i df .i| TCP handshake viol ation, first packet not syn |drop 3418
66. 249. 75. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 50
188. 138. 74. 85 Ger nany 147.237.76. 148 ggcenter.aka.idf.il|B ock Udp All Nets drop 2
73.180. 88. 123 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
188. 138. 74. 85 Ger nany 147.237.76. 147 chinuch. aka.idf.il |Block Wdp All Nets drop 1
119. 239. 188. 137 Japan 147.237.76. 148 ggcenter.aka.idf.il|B ock Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Slgnarure Devi ce Action |Count |

5.8.66.78 Russi an Federation |147.237.77.216 |dover.idf.il|20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
5. 8. 66. 78 147.237.77. 216 Russi an Federation dover.idf.il SERVER WEBAPP Set up. php access 5
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 69. 92 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 4
66. 249. 75. 2 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 122 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
66. 249. 75. 68 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 27 147.237.77. 170 Lhited Sates naar achot . i df i | ET SCAN NVAP -sA (2) 2
222.186. 56. 115 147. 237. 76. 148 Chi na gqcent er . aka. i df .i | ET SCAN Potential SSH Scan 1
75. 126. 153. 82 147.237.77. 233 Lhited Sates atal.idf.il SERVER- WEBAPP admi n. php access 1
222.186. 56. 115 147.237.76. 31 Chi na nakchal .i df.il ET SCAN Potential SSH Scan 1
192. 210. 198. 226 147.237.77.121 Lhited Sates e navy.idf.il ET SCAN Potential SSH Scan 1
192. 210. 198. 226 147. 237.76. 196 Lhited Sates esvivaidf.il ET SCAN Potential SSH Scan 1
5.8.66.78 147.237.77. 216 Russi an Federation dover.idf.il ET WEB_SERVER Mii ebl ackcat scanner 1
192. 210. 198. 226 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN Potential SSH Scan 1
179. 178. 97. 120 147.237.8. 28 Brazil e.nobi l e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
119. 10. 8. 133 147.237.76. 34 Chi na yohal an.i df .i | ET SCAN Potential SSH Scan 1
89.248.171. 19 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
222.186. 56. 115 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
222.186. 56. 115 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
192. 210. 198. 226 147. 237.77. 234 Lhited Sates hal ag. i df.il ET SCAN Potential SSH Scan 1
192. 210. 198. 226 147. 237. 76. 200 Lhited Sates eitan aka. idf.il ET SCAN Potential SSH Scan 1
192. 210. 198. 226 147.237.76. 30 Lhited Sates hi nush. i df . il ET SCAN Potential SSH Scan 1
1. 235. 195. 234 147. 237. 76. 199 Korea, Republic of e. nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
192. 210. 198. 226 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
179. 178. 97. 120 147.237.8.14 Brazil e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
119. 10. 8. 133 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |Target Address [Ste Signature Acti on ‘Count
Li byan Arab . . .
41. 254. 6. 15 3 iriya 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 257
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 85
41.185.31.40  |South Africa 147.237. 72. 156 |anan. i of . i Bad TCP sequence SN retransmt wih different monitor |39
W ndow scal e
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 36
Sreaming Engine: TGP Invalid i i sSi
66.249.78.173 |lnited Sates 147.237.77. 216 |dover. i df . i 9 =g Invalid segnent retransmssion. | 30
Ret ransnm ssi on Packet dropped.
162. 157. 170. 239|Canada 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SN drop 29
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 28
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
80. 74. 105. 107 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
185. 84. 70. 100 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
173.0.139.152 |lhited States  |147.237. 72. 156 |anan. i df il Bad TCP sequence SN retransmt wth i fferent moni tor |19
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
66.249.78.159 |lnited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. g 18
Ret ransnm ssi on Packet dr opped.
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
Sreamng Engine: TP Invalid ' i ssi
66.249.78.166 |Uited Sates  |147.237.77. 216 |dover. i df i 9 =g Inval id segnent retransmssion. |, 18
Ret ransnm ssi on Packet dr opped.
63.149.187.82 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
reamn ine: TCP Invali i i SSi
64.233.172. 163 |Lhited Sates 147. 237. 77. 216 |dover . i df . i | Stream g Engine P Invalid invalid segnent retransnission drop 14
Ret ransm ssi on Packet dr opped.
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
40.77.167. 33 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
Sreamng Engine: TCP Invalid ' i ssi
66.249.64.139 |Uited Sates  |147.237.77. 234 |hal ag.iof i 9 =g Inval id segnent retransmssion. |, 12
Ret ransnm ssi on Packet dr opped.
220.238.32.14 |Australia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
212.199. 182. 150! srael 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SWN drop 12
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi
64.233.172. 171 |lnited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. g 10
Ret ransnm ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
Sreamng Engine: TQP Invalid ' i ssi
64.233.172.155 |Uited Sates  |147.237. 77. 216 |dover. i of i 9 =g Inval id segnent retransmssion. |, 8
Ret ransnm ssi on Packet dr opped.
o SYNretransmt wth different .
37.142.248.109 |[lIsrael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e moni t or 8
54.244.22.103 |Whited Sates 147.237.77. 176 |nat pash. i df .i | dr op Frst packet isn't SN drop 8
Sreaming Engine: TCP Invalid i i Ssi
40.77.167.37  |uwited Sates 147. 237. 77. 216 |dover i df .1 9 =g Invalid segnent retransmssion. g 8
Ret r ansn ssi on Packet dr opped.
46. 19. 86. 96 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
66.249.78.159 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
Sreaming Engine: TGP Invalid i i sSi
66.249.67.13  |lited Sates 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. | 6
Ret ransnm ssi on Packet dropped.
46. 19. 86. 235 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
50. 54. 59. 181 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreamng Engine: TCP Invalid ' i ssi
66.249.67.65  |Uited Sates  |147.237.77. 216 |dover. i df i 9 =g Inval id segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
157.55.39.183 |lnited Sates 147.237.77. 216 |dover. i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
46.4.10.6 Ger many 147.237.77. 170 |n@arachot . i df .i1 |dr op Frst packet isn't SN drop
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i SSi
66.249.67.59  |lnited Sates  |147.237.77. 216 |dover.idr.il 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dr opped.
S SYNretransnmit wth different
37.142.248.109 |Israel 147.237.77. 234 |hal ag.i dof .i | Bad TCP sequence v ndow scal alert 5
109. 200. 30. 154 |United Ki ngdom |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
128.232.110.28 |Wnited Kingdom [147.237.8.27 e nadimatal.idf.i|Geo-1 ocati on enf or cenent Sﬁf;‘rggixn I nbound drop 4
41.185.31.40  [South Africa 147. 237. 72. 156 |anan. i df . i Bad TCP sequence SN retransmt with i fferent alert 4
w ndow scal e
37.26.147.139 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i SSi
66. 249. 67. 6 Wited Sates  |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. g 4
Ret ransnm ssi on Packet dr opped.
46. 19. 86. 120 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
Sreanming Engine: TGP Invalid i i sSi
199.30.16.170 |lnited Sates 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 4

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |Site Sgnature Devi ce

‘Count

Country Action
. . Uhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |mat pash. i df . i | Wi cogat i o i 1/si p,_storagelfi | es/ O/ si 2e220x0/ 3410,  pg. Sr Bl ock 45
75.126.153.82 |lhited Sates [147.237.77.233|atal .idf.il Mil tipl e Uhaut horized URL Access from 75. 126. 153. 82 Bl ock 30
46.19. 86. 235 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 30
75.126.153.82 |lhited Sates [147.237.77.233|atal .idf.il PHP Att enpt B ock 30
72.9.148.10  |lnited Sates [147.237.76.86 [navy.idf.il thaut hori zed URL Access to Bl ock 30

WA navy. i df . il/994-8613- he/ navy. aspx. aspx
Uhaut hori zed URL Access to

66. 249. 67. 59 I srael 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai n/ sachar / t asi m aspx B ock 15
188.42.240.11 |Uited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df.il/tenpl at es/ sendt of ri end/ Bl ock 15
- . . Uhaut hori zed URL Access to
46.116. 206. 159 |l srael 147.237.0.19 |nadimatal .idf.il nadi matal i df i1/ shar ed aj ax/ updat enakat Gaunt i ty. aspx B ock 15
75.126.153.82 |Wnited Sates [147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to atal.idf.il/wp-ogin. php Bl ock 15
66.249.78.166 [Israel 147.237.77. 216 |dover.idf.il Distributed Suspici ous Response Code Bl ock 15

. . DO stributed Unaut hori zed URL Access on
66.249.67.234 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
172.240.96.58 |Uited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/wp-1ogin. php Bl ock 15
. . Uhaut hori zed URL Access to
66. 249. 65. 37 I srael 147.237.76.42 |refuah.idf.il 147.237. 76,42/ si p. st or age/ fi | es/ 8/ 2888, pdf B ock 15
41.185. 31. 40 South Africa |147.237.72. 156 |anan. i df . i | Dstributed MSSQ Data Retrieval with Inplicit  Gonversion Erors(+) |None 15
75.126.153.82 |lhited Sates [147.237.77.233|atal .idf.il Admin Bl ocki ng Bl ock 15
66.249.73.202 |lIsrael 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to navy.idf.il/main/snalinishowbi g. aspx |B ock 15
66.249.67.65  |Israel 147.237.72. 166 |aka. i df . i | tnauthori zed UR. Access to B ock 15

147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx
Unaut hori zed URL Access to

188. 165. 15. 241 |France 147.237.72. 166 |aka. i df . i | S B ock 15
wan aka. i df . i 1/ consol e/ core/ doc_ngr/ gener al . aspx
79.182.9. 45 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 15
. . D stributed Unaut hori zed URL Access on
46.120. 182. 240 |Israel 147.237.72. 166 |aka. i df . i | W aka, i df i1/ i sachar ] undef | ned Bl ock 15
66.249.78.173 |lIsrael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v i df . il/dover/site/ nai npage. asp B ock 15
. . Uhaut hori zed URL Access to
66.249. 67.242 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai v har edi i gener al . aspx B ock 15
173.0.139.152 |Uhited Sates |147.237.72. 156 |anan.i df . il DOstributed MSSQ. Data Retrieval wth Inplicit  Qnversion Erors(+) |None 15
. . Uhaut hori zed URL Access to
66. 249. 65. 40 I srael 147.237.76.42 |refuah.idf.il 147.237. 76, 42/ si p. st or age/ fi | es/ 8/ 2868, ppt B ock 15
41.185. 31. 40 South Africa |[147.237.72.156|aman. i df.il Mil tipl e signatures from4l. 185. 31. 40 Bl ock 15
75.126.153.82 |lhited Sates [147.237.77.233|atal .idf.il Mil tiple Adnmin B ocki ng from 75.126. 153. 82 B ock 15
. . Uhaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover . i df . i | 147, 237. 77. 216/ 1133- 15769- he/ dover . aspx Bl ock 15
66.249.67.65 |Israel 147.237.77. 216 |dover. i df . i | Mitiple Ful widthV sl fwi dth Uhi code Encoding on LR Paraneter (+) |g 15
from 66. 249. 67. 65
. . i B . . N ~ A 9,.,
207.46.13.95  [United Sates [147.237.72. 166 |aka. i df . i | Shauthor! zed RL Aocess Lo v aka. Tf. T/ i /gl yus! A—3€7A g ook 15
85.65.220.87  |israel 147.237.72. 166 |aka. i df . i | Wnknown Parameter _VI EUSTATEENCRYPTED i n None 15
ww aka. i df . i | / mai n/ sachar/ vi ewpni ot . aspx
54.186.248.49 |lLnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wa i df.il/1294- he/ v i df il B ock 15
68.180. 228. 112 |hited Sates [147.237.77.216|dover.idf .il Suspi ci ous Response Code Bl ock 15
66.249. 67.247 |Israel 147.237.77. 170 |n@ar achot . i df . i | Unhaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 15
. . Uhaut hori zed URL Access to
66.249.65.115 |lIsrael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p. st or age/ fi | es/ 1/ 2821. pdf B ock 15
173.0.139.152 |Uhited Sates |147.237.72. 156 |anan.i df . il Mil tiple signatures fromi73.0.139. 152 Bl ock 15
46. 19. 85. 170 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 15
66.249.78.102 | srael 147.237.77. 216 |dover. i df . i | tnaut hori zed LR Access to Bl ock 15

147.237. 77. 216/ shared/ cl i ent scripts/clientscripts.js

. . Unhaut hori zed URL Access to
66.249.67. 77 | sr ael 147.237.77. 216 dover . i df . i1 147. 237. 77. 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 15

Unknown Paraneter _ VI EASTATEENCRYPTED i n

108. 192. 112. 224|wnited Sates |147. 237.72. 166 |aka. i df . i | v aka. i df .|/ rai v sachar/ decl ar at i onexpl anat i on. aspx None 15
59.41.177.129 [China 147.237.77. 170 [maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 15
68.180.228. 175 |lnited Sates [147.237.76.42 |refuah.idf.il Distributed Uhaut hori zed URL Access on 147.237.76. 42/ robot s. t xt |B ock 15
waww chanat z. aka. i df Uhaut hori zed URL Access to
66. 249. 69. 42 | srael 147.237.77. 226 i ’ ' ' wan chanat z. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper |B ock 15
. /
66. 249. 67.6 | srael 147.237.72. 166 |aka. i df . i | Distributed Waut hori zed URL Access on www aka. i df.il/valtam Bl ock 15
m ny- kosher -kravi . i d ing - : i
176.13.8.137  [israel 147.237.0.17 my Doubl e LRL Encoding - paraneter: Returnurl in B ock 15
foil mny-kosher-kravi .idf.il/tenpl ates/| ogi n. aspx
. . Uhaut hori zed URL Access to
66.249.78.109  |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ shared/ cl  ent scri pts/ | query/j query-ui .| s Bl ock 15
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to vy aka.idf.il/val tam Bl ock 15
172.240.96.58 |Uhited Sates [147.237.72.166|aka.idf.il Distributed PHP Attenpt Bl ock 15
. . . Uhaut hori zed URL Access to
59.41.177.129 |China 147.237.77. 170 [maar achot . i df . i | marachot . i df i |/ polt /£ 1 es/ 4/ 112994, pef/ B ock 15
. . Uhaut hori zed URL Access to
37.142.248.109 |lsrael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 15
66. 249. 69. 89 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 15
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