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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 843
66. 249. 75. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 32
66. 249. 67. 20 Lhited Sates 147.237.77.170 naar achot . i df.il TCP handshake viol ation, first packet not syn |drop 7
66. 249. 67. 27 Lhited Sates 147.237.77.170 naar achot . i df.il TCP handshake viol ation, first packet not syn |drop 6
188. 120. 134. 153 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 33 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il|B ock Np Al _Net drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 42 refuah.idf.il Bock Np All _Net drop 3
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 34 yohal an.i df.il Bock Np Al Net drop 3
62.219. 254. 22 I srael 147. 237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ock Np Al _Net drop 3
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
69. 64. 32. 110 Lhited Sates 147.237.76. 42 refuah.idf.il JLMPurple Con Limt_Tcp drop 1
71.6.135.131 Lhited Sates 147.237. 76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
204. 42. 253. 2 Lhited Sates 147. 237.76. 44 e.refuah.idf.il Block Np Al Net drop 1
117.172. 26. 162 Chi na 147.237.76. 86 navy.idf.il B ock Wp Al Nets drop 1
120. 37. 169. 19 Chi na 147.237.76. 86 navy.idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

83. 60. 127. 93 Spain 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In ID|
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
54.244.22.103 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 108
82.132.216.201 |United Ki ngdom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 76
78.95.216. 70 Ronani a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 72
24.79.168. 158 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 66
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 61
79.182. 188. 240 |israel 147. 237.77. 216 |dover i r.i1 | €AM NG Engine: TCP Invalid |invalid segrent retransnission drop 48
Ret r ansni ssi on Packet dr opped.
54.187.55.213 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 44
66.249. 78.166 |Lhited Sates 147, 237. 77, 216 |dover .11 || €M NG Engine: TCP Invalid invalid segnent retransmssi on. drop 26
Ret r ansmi ssi on Packet dr opped.
74.14.50. 145 Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 26
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 24
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18
66.249.78.173 |United Sates 147. 237, 77. 216 |dover. i i1 |/ €3M NG Engine: TGP Invalid Jinvalid segnent retransmssion. | 18
Ret r ansmi ssi on Packet dr opped.
188. 247. 78. 100 |Jordan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
66.249.78.159 |Uited Sates 147. 23777, 216 |dover i i1 | €AM NG Engine: TCP Invalid invalid segnent retransnission. |, 14
Ret r ansmi ssi on Packet dr opped.
78.95.237.238 |Romani a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
2.54.180. 87 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
208.184.77.186 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
118.173. 112. 185(Thai | and 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SYN drop 7
190. 164. 230. 234|Chil e 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7
176. 12. 145. 169 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash.i df . il [dr op Frst packet isn't SYN drop 6
96.23.211. 159 |Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
157.55.39.149 |lLhited Sates 147.237.72. 166 |aka. i df . i | dr op SAMrul e drop 5
79.181. 147. 166 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5
77.125.104. 185 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5
128.232.110. 28 |Wni ted K ngdom 147.237.77. 212 |e. dover. i df . i1 |Geo- | ocat i on enf or cenent g;‘? olrsgr?;no n i nbound drop 4
24.182.106.14 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
202.106. 38.21 |China 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
151.80.31. 112 |itay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
128.232.110. 28 |Wnited Ki ngdom 147.237.76.201 |e.atal .idf.il |Geo-1ocation enforcenent gﬁ?&:ggiinfn I nbound drop 4
204.237.0.104 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
84.159. 194, 182 |Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
85. 113. 117. 206 (F;ajcis;iigjja” Territory: 1147, 237. 77. 216 dover.if.i1 |drop Frst packet isn't SWN drop 3
37.140.188.112 |Russien Federation  |147.237.72. 166 |akaicr.i1 |2 camng Bngine: TGP Invalid finvalid segnent retransnission drop 3
Ret r ansn ssi on Packet dr opped.
66.249.79.123 |United Qates 147. 237, 77. 243 |t e i1 | €M NG Engine: TP Invalid Jinvalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dr opped.
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
108. 44. 233. 177 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3
198.58.103. 114 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
65.19.138. 34 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
176.13.20. 155 | srael 147.237. 72, 166 joka i 11 || €M ng Engine: TCP Invalid invalid segnent retransmssi on. drop 2
Ret r ansmi ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
198.58.103. 160 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
66.249.75.38  |lited Sates 147. 237, 76. 200 e tan. aka. i of .| | SAM NG Engi ne: TGP Invalid  finvalid segrent retransnission drop 2

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
208.115.113.88 |lhited Sates |147.237.76.86 [navy.idf.il Mil tiple Unhauthorized URL Access from 208.115. 113. 88 B ock 135
190. 164. 230. 234|Cil e 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw i df.il/tenpl ates/social /undefined |B ock 60
207.46.13.142 |nited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 207. 46. 13. 142 B ock 45
62.219.78.146 |lsrael 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock 45
66.249. 65. 139 |Israel 147.237.76.86 |[navy.idf.il Ml tipl e Unauthorized URL Access from 66.249. 65. 139 B ock 30
91. 200. 12. 95 kr ai ne 147.237.77.74 [lawidf.il PHP Att enpt B ock 30
} . . Lhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx B ock 30
192. 115. 100. 190]l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka.idf.il/iturintasp/wars.asp |B ock 30
5.29. 195. 148 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wmu aka.idf.il/mai n/sachar/undefined |B ock 30
62.219.78.146 |[Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to wwu cogat . i df.il/index. php Bl ock 30
: . . Unaut hori zed URL Access to
208.115.113.88 |Lhited States [147.237.76.86 |navy.idf.il navy. i df . i1/ gi yus/ f or und asp/ show or um asp B ock 15
. . Lhaut hori zed URL Access to
66.249. 67. 71 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 15
178. 49. 154. 143 F“Sf;;”i on 147.237.72. 166 [aka. i df . i | Uhaut hori zed LR Access to www aka. i df . i1/1044-heli shuri maspx |B ock 15
. . Mil tiple Lhtraceabl e SS. Sessions from41. 130. 1. 232 (Prot ocol
41.130. 1. 232 Egypt 147.237.77. 216 |dover.idf .il vi ol ati on (SSL_CONN APPLI CATI ON DATA EXCHANGE) ) None 15
104. 131. 147. 112|United Sates |147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 15
66.249.78.133 [l srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/eitan/listpage/ B ock 15
66.249. 65. 132 |l srael 147.237.76.86 [navy.idf.il Mil tiple Unauthorized URL Access from 66.249. 65. 132 Bl ock 15
: . . Unaut hori zed URL Access to
199. 16. 156. 126 |Uited Sates |147.237.77.216|dover.idf.il v i i1/ p storagel i1 es/ 9f si ze220x0/ 17329 | pg Bl ock 15
151.80.31.112 |[italy 147.237.77. 216 |dover . i df . i | Suspi ci ous Response Code Bl ock 15
91. 200. 12. 95 Wrai ne 147.237.77.74 |lawidf.il Mul ti pl e Unaut horized URL Access from 91.200. 12. 95 B ock 15
. . Unaut hori zed URL Access to
66. 249. 67.250 |Israel 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ ni n/ hone/ def aul t . aspx B ock 15
190. 164. 230. 234 |l e 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from 190. 164. 230. 234 B ock 15
62.219.78.146 |Israel 147.237.77. 176 [mat pash. i df . i | Adnin Bl ocki ng Bl ock 15
109. 66. 144. 49 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 15
68.180.228.112 |Wited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 15
157. 55. 39. 22 Lhited Sates |147.237.72.166 |aka.idf.il Unknown Paraneter catid in aka.idf.il/nain/haredimgal | ery. aspx None 15
66. 249. 69. 76 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v | aw i df.il/14-he B ock 15
62.219.78.146 |lsrael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut horized URL Access from 62.219. 78. 146 B ock 15
141.212.122.64 |Uited Sates |147.237.72.167i shurimaka.idf.il |Unhauthorized URL Access to /x B ock 15
66.249. 65. 139  [Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df . il/navy/ navy/ articl es. aspx |B ock 15
207.46.13.142 |lhited Sates [147.237.72.166|aka. i df .il Lhaut hori zed URL Access to aka.idf.il/kanar/news/ waw sviva. gov.il |B ock 15
157. 55. 39. 23 Lhited Sates |147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to aka.idf.il/nain/ml uimdefaul t.aspx B ock 15
. . . Uhaut hori zed URL Access to
91. 200. 12. 95 kr ai ne 147.237.77.74 |lawidf.il vow | aw i of i 1/5i . storagel fil es/ 7/ 307. paf / xriht pe. php B ock 15
. . Paraneter Type Mol ation InfoCGenterltemin
66. 249. 69. 92 I srael 147.237.77.74 [lawidf.il v | aw i i1/t enpl at es/ getfi | ef getfi | e. aspx Bl ock 15
149. 88. 129. 216 |l srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 15
. ny- kosher - kravi . i df .
74.82.47. 4 Lhited Sates 147.237.0. 16 O Unaut hori zed URL Access to 147.237.0. 16/ B ock 15
66.249. 65. 251  |Israel 147.237.76.86 [navy.idf.il Ml tipl e Unaut hori zed URL Access from 66.249. 65. 251 Bl ock 15
174.129.228.67 |Uited Sates |147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 15
. . Unaut hori zed Met hod HEAD for
93.173. 152. 243 [l srael 147.237.72. 166 |aka. i df . i | s akaL i of i1/ i v sachar /v ysl i p. aspx Bl ock 15
66.249.73.142 [Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list3. htm B ock 15
: . ] Unaut hori zed URL Access to
199. 16. 156. 124 |lnited Sates [147.237.77.216|dover.idf.i | vawe i i1/ p st oragel i1 es/ Of si ze220x0/ 14570 | pg B ock 15
149. 88. 129. 216 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/aj ax/ updat est atus. php  |Bl ock 15
. . SS. Whtraceabl e Gonnection - Protocol violation
89. 138. 59. 47 I srael 147.237.72. 166 [aka. i df . i | (SSL_OONN LI ENT FELLO) None 15
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