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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 4845

66. 249. 75. 60 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 632

66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 153
62.219. 254. 22 I srael 147.237.72. 167 i shurimaka.idf.il[B ock Wip All Nets drop 3

88. 250. 180. 58 Tur key 147. 237. 72. 156 anan. i df.il Frk_Under Attack Con_Tcp drop 2
141.212.122. 160 Lhited Sates 147.237.76. 176 test.ncore.idf.il ock Wdp Al _Nets drop 1

89. 248. 172. 98 Net her | ands 147.237. 76. 200 eitan. aka.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 78.190 |[147.237.77.176|lhited Sates |matpash.idf.il ET SCAN NVAP -sA (2) 2
66.249.67.34  |147.237.77.170(lhited Sates |[maarachot.idf.il |ET SCAN NVAP -sA (2) 2
66.249.69.84  [147.237.77.74 [lhited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
66.249.65.37  [147.237.76.42 |Uhited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 2
169. 57. 5. 20 147. 237. 76. 197 |Net her | ands e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 248. 242. 88 |147.237.77. 61 |Uhited Sates |e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
14, 169. 116, 235 |147. 237 8. 28 M et nam o robi | e ks i df | ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
210. 61. 150. 154 [147. 237. 76. 177 |Tai wan ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
177.40.31. 114 [147.237.77.212|Brazil e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 248. 242. 88 |147.237.77.61 |Lhited Sates |e.cogat.idf.il ET SCAN NVAP -sS w ndow 3072 1
101. 17. 245. 173 [147. 237. 76. 148 |Chi na gacenter. aka. i df . i | ET &W\I Behavi oral Lhusually fast inbound Tel et Connections, 1
Potential Scan or Brute Force
210. 61. 150. 154 |147. 237. 76. 177 |Tai wan ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
177.40.31. 114 |147.237.77.235|Rrazil sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S‘te ‘Signature
197. 133. 170. 251 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 240
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 58
79.193. 148. 214 |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 57
176. 12. 139. 247 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 55
66.249. 78166 |Uited Sates  [147. 237. 77, 216 |dover.iar i1 || @M NG Bngine: TP Invalid  Jinvalid segnent retransnission drop 44
Ret ransm ssi on Packet dr opped.
66.249.78.173 |Uited Sates  [147. 237. 77, 216 |dover g i1 || @M NG Engine: TP Invalid  invalid segnent retransnission. drop 40
Ret ransm ssi on Packet dr opped.
46. 19. 86. 85 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 33
76.78. 226. 83 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
24.182.106.14 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 25
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 24
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
46. 19. 86. 191 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
66.249.64.250 |Uited Sares  [147. 237,77, 234 |nalag iar i1 || @M NG Bngine: TP Invalid Jinvalid segnent retransnission drop 18
Ret ransm ssi on Packet dr opped.
66.249.78.159 |United Sates  [147. 237. 77, 216 |dover g i1 || @M NG Engine: TP Invalid  invalid segnent retransnission. drop 16
Ret ransm ssi on Packet dr opped.
74.14.50. 145 Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 15
72.73.89.211 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
107.77.72. 35 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
66.249.64.139 |Uited Sares  [147. 237,77, 234 |nalag iar i1 || @M NG Bngine: TP Invalid Jinvalid segnent retransnission drop 14
Ret ransm ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
70.27.111. 214 Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
41.130. 1. 232 Egypt 147.237.77. 216 |dover.idf.il Streaning Engi ne: TCP Invalid Invalid checksum Packet dropped. |drop 10
Checksum
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10
190. 154. 50. 69  |Ecuador 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
73.172.68.191 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
40.77. 167. 33 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
142.134.92. 112 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
37.140. 188. 112 g;z::t”ion 147.237.72. 166 |aka i df .i i}; fzr:s?g S?igc'):e: T Invalid :Dg‘éi';td dsreggsgg retransnissi on drop 6
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
46.19. 85. 196 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 196 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 5
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
77.126. 238. 53 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
100. 100. 85. 239 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
66.249.67.65  |Uited Sates  [147. 237. 77, 216 |dover g i1 || @M NG Engine: TP Invalid invalid segnent retransnission. drop 4
Ret r ansm ssi on Packet dr opped.
199.30.24.117 |United Sates  |147. 237. 76. 200 |eitan. akaiof || 2 N9 ENgine: TCP Invalid  Jinvalid segnent retransnission drop 4
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3
54.66. 144.179 |Australia 147.237.77. 176 |t pash.i df . il |[dr op SAMrul e drop 3
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
130. 193. 48. 16 :Zg::t”i o 147.237.72. 166 |aka. i df . 29; ?2:5?2 siri]gér?e: TP Invalid 'Pg‘éi];td ;eggggi retransmssi on drop 3
199. 16. 156. 125 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop drop
66.249.75.30  |Uited Sates  [147. 237. 76, 200 |eitan aka i || 2 NG Engine: TP Invalid invalid segnent retransmission. drop 2
Ret r ansm ssi on Packet dr opped.
81. 218. 235. 10 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
157.55.39. 183 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
122.99.117.21 |Australia 147.237.72. 166 |aka. i df . i | Dstributed PHP At tenpt B ock 45
. . . Uhaut hori zed URL Access to
72.9.148.10  |Wited Sates  [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
122.99.117.21 |Australia 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/index. php B ock 30
66.249.69.97 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1517-he/ atal . aspx |B ock 15
66.249. 65. 251 |Israel 147.237.76.86 |navy.idf.il thaut hori zed LRL Access to Bl ock 15
vy navy. i df . i | / navy/ navy/ | i nks. aspx
157.55.39. 173 |[Whited Sates 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw idf.il/1116- he/ A—Al A—a€? |B ock 15
68.180. 228. 112 [Lited Sates  [147.237.77.216|dover.idf.i | Ml tipl e Unhauthorized URL Access from 68. 180. 228. 112 B ock 15
. . D stributed Lhauthori zed URL Access on
66.249.67.65 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 15
66.249.73.210 |[lsrael 147.237.76.86 |navy.idf.il Lhaut hori zed LR. Access to navy.idf.il/eitan/|istpage/ B ock 15
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 67. 6 B ock 15
m ny- kosher-kravi .id .
188. 138. 17. 205 |Fance 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0.17/ B ock 15
. . Uhaut hori zed URL Access to
66.249. 67. 122 |l srael 147.237.72. 166 [aka. i df . i | v aka. i df . i 1/ 1068- he/ chi nuch. aspx/ 1239- he/ chi nuch. aspx B ock 15
37.140. 188. 112 Eg;;:ﬂ on 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/reserve B ock 15
122.99.117.21 |Australia 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 122.99. 117.21 B ock 15
. . Uhaut hori zed URL Access to
66.249.75.70 |Israel 147.237.77.74 |lawidf.il 147.237. 77. 74 si p storage/ 11 es/ 8/ 883, pof Bl ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 6 I srael 147.237.72. 166 |aka. i df . i | v aka, i df i 1/ val t and rai 1/ pr ocedur e. asp B ock 15
188. 165. 15. 37 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462- he/ atal . aspx |Bl ock 15
76.78.226.83 |Wited Sates  [147.237.77. 176 |nat pash. i df . i | Paraneter Type Mol ation Searchext in Bl ock 15
W cogat . i df . i | /938- en/ cogat . aspx
. . D stributed Lhauthorized URL Access on
66.249. 67. 234 |l srael 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 15
. . S Unhtraceabl e Gonnection - Protocol violation
41.130.1.232  |Egypt 147.237.77. 216 |dover.idf .il (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 15
. . . Uhaut hori zed URL Access to
66.249.79.121 |lsrael 147.237.77.243|nobi l e.i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1775 Bl ock 15
66.249.67.13 |Israel 147.237.72. 166 |aka. i df . i | Mil ti ple Unaut horized URL Access from 66.249. 67. 13 B ock 15
207.46.13.66 |[Lited Sates [147.237.76.31 [nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/894-hef/ nakhal . aspx)  |B ock 15
. . Paraneter Read Qnly Molation in
85. 250. 79. 1 I srael 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ sachar /£ or got passwor d. aspx None 15
66.249.69.81 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1352-he/ at al . aspx |Bl ock 15
66.249. 65.132 |Israel 147.237.76.86 |navy.idf.il thaut hori zed LRL Access to Bl ock 15
wawe navy. i df . i |/ navy/ def aul t. aspxx; xe
141.212.122. 64 |Lhited Sates  [147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to /X B ock 15
. . . Uhaut hori zed URL Access to
68. 180. 228. 112 [Lhited Sates  [147.237.76.86 |[navy.idf.il v nawy. | df i 1/ tenpl at es/ shar ed/ user cont ol s/ header upper / B ock 15
. . Uhaut hori zed URL Access to
66.249.67.59 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ rmi n/ smal i nd showbi g. aspx B ock 15
207.46.13.142 [Wnited Sates  [147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/nain/haredi nigeneral . aspx |None 15
122.99.117.21 |Australia 147.237.72. 166 [aka. i df . i | Distributed Adnin B ocki ng B ock 15
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