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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target
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Attacker Country ‘

66. 249. 78. 166 Lhited Sates 147.237.77.216  |dover.idf.il Z;]: handshake violation, first packet not |, ., 3528
95. 86. 86. 118 I srael 147.237.77.216  |dover.idf.il I;]; handshake viol ation, first packet not |, . 1045
66. 249. 69. 92 Lhited Sates 147.237.77.74 lawidf.il Z;]: handshake violation, first packet not |, ., 548
109. 200. 30. 154 United K ngdom 147.237.77.216  |dover.idf.il ;C/]; handshake viol ation, first packet not |, . 444
96. 54. 248. 209 Canada 147.237.77.216  |dover.idf.il Z;]: handshake violation, first packet not |, ., 411
66. 249, 78. 134 ited Sates 147.237.0. 34 tikshuv. i df . i1 ;C/]; handshake viol ation, first packet not |, . 178
2.52. 44, 211 I srael 147.237.77.216  |dover.idf.il Z;]: handshake violation, first packet not |, ., 87
45.78. 201. 65 147.237.77.216  |dover.idf.il I;]; handshake viol ation, first packet not |, 78
46. 19. 85. 204 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46. 229. 140. 249 Russi an Federati on 147.237.77. 216 dover.idf.il SYNHood full table drop 6
37.76.217. 18 Pal estini an Territory, 147.237.77.216  |dover.idf.il SN A ood full table drop 5
Qccupi ed
66. 249. 67. 20 Wited Sates 147.237.77.170  |maarachot.idf.il :}?: handshake viol ation, first packet not |, 4
104. 32. 178. 58 Lhited Sates 147.237.76. 200 eitan. aka.idf.il Bl ock_Udp All _Nets drop 3
176. 13. 21. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
70. 39. 186. 244 Satellite Provi der 147.237.77. 216 dover.idf.il Frk Purple Gn Limt Htp drop 3
70. 39. 186. 244 Satellite Provi der 147.237.77. 216 dover.idf.il Frk_Under Attack _Con Htp drop 2
222.186. 56. 115 Chi na 147.237.76. 148 gocenter. aka.idf.il JLM Under At tack_Con_Tcp drop 2
66. 249. 75. 60 Wited Sates 147.237.77.74 lawi of il I;]: handshake violation, first packet not |, ., 2
176.118. 79. 146 Russi an Federation 147.237. 76. 86 navy.idf.il Bl ock Up Al Nets drop 1
157. 55. 39. 183 Wited Sates 147.237.77.216  |dover.idf.il :}?: handshake viol ation, first packet not |, 1
66. 249. 69. 50 Uhited Sates 147.237.77.226  |ww chanat z. aka. i df . i ;?; handshake viol ation, first packet not |, 1
31.13.102. 108 Irel and 147.237.77.216  |dover.idf.il :}?: handshake viol ation, first packet not |, 1
173. 252. 89. 57 Uhited Sates 147.237.77.216  |dover.idf.il ;?; handshake vidl ation, first packet not |, 1
89. 248. 172. 98 Net her | ands 147.237.76. 199 e. nakchal .idf.il Bl ock Wp Al _Nets drop 1
66.249. 78. 173 Lhited Sates 147.237.77.216  |dover.idf.il Z;]: handshake violation, first packet not |, ., 1
45. 32. 232. 187 147.237.76. 176 test.ncore.idf.il Bock Np Al Net dr op 1
149. 78. 154. 69 I srael 147.237.77.216  |dover.idf.il :}?; handshake violation, first packet not |, . 1
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41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 75. 2 147.237.77.233|Wited Sates  [atal.idf.il ET SCAN NVAP -sA (2) 2
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
80.82.50.142  |147.237.8.28 Eég::;’}m embileksid.il |o e Brute For Ze 1
199. 101. 186. 159|147. 237. 76. 197 |Lhited S ates e. hinush.idf.il ET SCAN NVAP -sS w ndow 4096 1
61.182.170.38 [147.237.76.39 [China nobi | e. nei tav. i df.i |[ET SCAN Potential SSH Scan 1
199. 101. 186. 159|147. 237. 76. 197 |Lhited Sates e hinush.idf.il ET SCAN NVAP -f -sS 1
59.46.175.171 |147.237.76.31 [China nakchal . i df.il ET SCAN Potential SSH Scan 1
185. 100. 84. 253 |147. 237. 77. 212 e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.183.219.66 [147.237.0.19 |Latvia madi matal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
175. 143. 155. 53 |147.237.76.30 [Mil aysia hi nush. i of . i | ET SCAN NVAP -sS w ndow 2048 1
173.13.131. 125 |147.237.76.196 |Lhited Sates e.svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
116. 58. 240. 201 |147. 237. 72. 166 |Thai | and aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
103.23.102.5 147.237.8.24  |Indonesi a elifestyleiidf.il |ET SCAN Potential SSH Scan 1
0524147 143|147 237 8 14 |RUSSi@n e orchot i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
199. 101. 186. 159(147. 237. 76. 197 |Lhited S ates e. hinush.idf.il ET SCAN NVAP -sS wi ndow 2048 1
61.182.170.38 [147.237.76.38 |China eemeitav.idf.il |ET SCAN Potential SSH Scan 1
59.46.175.171 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
175. 143. 155. 53 |147.237.76.30 |Mlaysia hi nush. i df . i ET SCAN NMVAP -sS wi ndow 4096 1
175. 143. 155. 53 |147.237.76.30 |Mil aysia hi nush. i df . i | ET SCAN NVAP -f -sS 1
116. 58. 240. 201 |147. 237. 72. 166 |Thai | and aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
103.23.102. 5 147.237.8.27  |Indonesi a e.nadimatal .idf.il |ET SCAN Potential SSH Scan 1
103.23.102.5 147.237.8.14 [l ndonesi a e.orchot.idf.il ET SCAN Potential SSH Scan 1




10-30-2015-02:04:03 to 10-30-2015-03:04:03

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

70.39.186.244 |Satellite Providg147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 154

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 74

97.94. 246. 75 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 45

82.8.41.23 United Kingdom|147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 43
Sreamng Engine: TP Invalid i i ssi

46.19.85.71 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Inval i d segnent retransnission drop 30
Ret r ansn ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

176.13.9.218  [Israel 147.237.77. 243 |nobi l e. i df . i 9 =g Invalid segnent retransmssion. drop 30
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

66.249.78.159 |United Sates  |147. 237. 77. 216 |dover. i df .i 9 =g Inval i d segnent retransnission drop 26
Ret r ansn ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 26

149.31.207.46 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21

68. 231. 143. 182 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
Sreaning Engine: TCP Invalid i i ssi

46.19.85.163 |l srael 147.237.77. 243 |nobil e. i f . 9 =g Invalid segnent retransmssion. drop 18
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

66.102.7.226  |United Sates  |147. 237. 77. 216 |dover. i df .i 9 =g Inval i d segnent retransnission drop 18
Ret r ansn ssi on Packet dropped.

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18

66. 102. 7. 233 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16

66. 102. 7. 226 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 15
Sreamng Engine: TCP Invalid i i ssi

66.249.75.30  |Uited Sates  |147. 237.76. 200 |ei tan. aka.i df .| 9 =g Invalid segnent retransmssion. drop 14
Ret r ansni ssi on Packet dropped.

196. 0. 24. 46 Uganda 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
Sreanming Engine: TCP Invalid i i ssi

5.22.129. 70 I'srael 147.237.77. 243 |nobi L e. i o . | 9 g Invalid segment retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.

46. 229. 140. 249 gs:;;”i on 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SIN drop 12
Sreanming Engine: TCP Invalid i i ssi

66.249.78.166 |Lnited Sates  |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11

212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop

151.80.31. 112 |itay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop

68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
Sreaming Engine: TCP Invalid i i ssi

66.249.75.46  |Wited Sates  |147.237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 8
Ret r ansm ssi on Packet dr opped.

103. 18.137.21  |New Zeal and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop

199. 30.24.137 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop

173.252.89.52 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi

66.249.75.38  |lhited Sates  |147. 237. 76. 200 [ei tan. aka i of . i 9 =g Invalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dr opped.

s SN retransmit wth different .
31.168.72.175 |[Israel 147.237.77.234|halag.idf.il |Bad TCP sequence vi ndow scal roni t or 7
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
s SN retransnmit wth different

31.168.72.175 |[Israel 147.237.77.234|halag.idf.il |Bad TCP sequence i ndow scal e alert 7
Sreaning Engine: TCP Invalid i i ssi

66.249.78.173 |Wited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

66.249.67.65  |lUnited Sates  |147. 237. 77. 216 |dover. i df .i | 9 =g Inval i d segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.

96. 54. 248.209 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop

31.154.91. 159 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
Sreaming Engine: TCP Invalid i i ssi

77.125.136.65 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransnission. drop 6
Ret r ansm ssi on Packet dr opped.

31.154.167. 159 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6

92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6

157.55.39. 183 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5

157.55.39. 3 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5

202.171. 186. 156|Australia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
Sreanming Engine: TGP Invalid i i ssi

157.55.12.69  |Wited Sates  |147.237.77. 216 |dover.icf.il 9 =g Invalid segment retransmssion. drop 4
Ret ransnm ssi on Packet dropped.

198.58.96.215 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop

100. 100. 67. 69 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi

66. 249. 67. 6 Wited Sates  |147.237.72. 166 |aka. i df.i 9 =g Invalid segnent retransnssion. drop 4
Ret ransnm ssi on Packet dropped.

31.13.102.125 |lreland 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
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176.13.9.218 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 120
167. 114. 107. 51 [Canada 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthorized URL Access from 167. 114, 107. 51 B ock 90
. . Unaut hori zed URL Access to
31.210. 186. 163 |I srael 147.237.72. 166 |aka. i df . i | voww aka. i o i 1/ ax/ updat est at us. php B ock 90
31.210. 186. 163 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 88
46.19.85. 71 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 75
167. 114. 107. 51 |Canada 147.237.72. 166 [aka. i df . i | Mil tipl e Admin Bl ocking from167.114. 107. 51 B ock 60
5.22.129.70 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 60
46.19.85.163 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 45
66.249.67.13 [Israel 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 66.249. 67. 13 B ock 45
) . . Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates  (147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
77.125.136.65 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 30
85.93.91. 84 Ger many 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to wwwvidf.il/international _training Bl ock 15
- . Unaut hori zed URL Access to
66. 249. 78. 159 [l srael 147.237.77. 216 |dover . i df . il v i dff i 1/ 1283- 16648- en/ dover . asp Bl ock 15
66. 249. 65. 251 |Israel 147.237.76.86 |navy.idf.il thaut hori zed URL Access to Bl ock 15
W navy. i df . i |/ navy/ navy/ t er ns. aspx
. - Unaut hori zed URL Access to
167. 114. 107. 51 [Canada 147.237.72. 166 |aka. i df . i | v aka. i df i | / i n/ hone/ nai n/ hone/ def aul t . aspx B ock 15
. . O stributed Unaut hori zed URL Access on
31.168.72.175 |israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 15
. . D stributed Lhaut hori zed URL Access on
66.249.67.59  [Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ smal i nd showbi g. aspx B ock 15
141.212.122. 64 |Lhited Sates  [147.237.0.19 |[madimatal .idf.il Unaut hori zed URL Access to /x B ock 15
66. 249.78. 166 |l srael 147.237.77.216|dover. i df . i | D stributed Suspicious Response Code B ock 15
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
31. 168. 150. 126 |l srael 147.237.76.200|ei tan. aka. i df . i | PHP Att enpt Bl ock 15
77.125.109.50 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 15
. . Unaut hori zed URL Access to
66.249.67.65 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ r esour ces/ i mages/ pni ot .| pg Bl ock 15
141.212.122. 64 |lhited Sates 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to /x Bl ock 15
66.249.78.173 |Israel 147.237.77. 216 |dover.i df .i | DO stributed Suspici ous Response CQode B ock 15
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66.249. 67.6 B ock 15
176. 118. 79. 146 |55 &N 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to /tmunbl ock. cgi B ock 15
Federati on
31. 168. 150. 126 [l srael 147.237.76.200(ei tan. aka. i df . il Uhaut hori zed URL Access to waw eitan. aka.idf.il/xmrpc. php B ock 15
. . Unaut hori zed URL Access to
66.249.67.71 [israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 15
- . Unaut hori zed URL Access to
46.19.85.204 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar e/ bul | et 1. gi f Bl ock 15
66.249.78.204 |[Israel 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed LRL Access to ww cogat . i df . il/sip_storage/ B ock 15
. . Unhaut hori zed URL Access to
66. 249. 67. 6 | srael 147.237.72. 166 |aka. i df . i | wan aka. i df . i |/ 1146- he/ chi nuch. aspx Bl ock 15
. . Unaut hori zed URL Access to
188. 165. 15. 66  |France 147.237.76.86 |[navy.idf.il navy. i df . i 1/ consol e/ cor &/ doc. gt/ doc._nur . asp B ock 15
77.126.22.61 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
www chamat z. aka. i df i
66.249.69.42 | srael 147.237.77.226| tnaut hori zed URL Access to B ock 15
il www chanat z. aka. i df . i |/1056- ar/ hanaz. aspx
. . Unaut hori zed URL Access to
66. 249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel 11| es/ 8/ si ze100x0/ 2978. ] pg Bl ock 15
68. 180. 228. 112 [hited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to wwwuidf.il/navy/htn/unitfs. asp B ock 15
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