10-30-2015-01:04:02 to 10-30-2015-02:04:02

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y RepOrt

[Top Targets |

M dover.idf.il

M aka.idf.il

M nobi le.idf.il

Wiawidf.il

M chi nuch. aka. i df . i

M naarachot . i df . il

I navy.idf.il

Matal.idf.il
refuah.idf.il

Meitan aka.idf.il

Nunber
(6]
At acks

Top Tar get

M 176.13.2. 112
220. 233. 151. 37

I 187.133. 44. 215
86. 177. 97. 249

" réfber M 66. 249. 67. 122
Attacks M 46. 19. 85. 43

[ 79.182. 20. 27

M 54. 244. 22. 103
149. 78. 154. 69

W 85. 65. 98. 132

Top Attackers



10-30-2015-01:04:02 to 10-30-2015-02:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
96. 54. 248. 209 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1874
198. 58. 103. 102 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 675
212.199. 182. 150 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 339
157. 55. 39. 55 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 268
66. 249. 67. 20 Lhited Sates 147.237.77.170 naarachot.idf.il |TAP handshake viol ation, first packet not syn |drop 92
176. 13. 20. 191 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
2.54.172.239 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
37.26. 148. 139 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
74.117.133. 194 Lhited Sates 147.237.72. 156 anan. i df.il Frk_Under Attack Con_Tcp drop 2
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
186. 223. 19. 60 Bazil 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
89. 248. 172. 98 Net her | ands 147.237.76. 31 nakchal .idf.il ock Wdp Al _Nets drop 1
46. 101. 3. 227 Russi an Federation 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1
89. 248. 172. 98 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |B ock Wdp All Nets drop 1
61. 182. 170. 38 Chi na 147.237.76. 177 ncore.idf.il JLMPurple Gon Linit _Tcp drop 1
176. 12. 141. 240 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
23. 239. 69. 234 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_Up Al _Nets drop 1
89. 248. 172. 98 Net her | ands 147.237.76. 197 e. hinush.idf.il ock Wdp Al _Nets drop 1
61.182.170. 38 Chi na 147.237.76. 197 e. hinush.idf.il JLM Purpl e Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste |Signature

66. 249. 67. 25 147.237.77. 170 Lhited Sates naar achot . i df .i1 ET SCAN NVAP -sA (2) 6
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
66. 249. 67. 27 147.237.77. 170 Lhited Sates naar achot . i df .i1 ET SCAN NVAP -sA (2) 2
66.249. 67. 6 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
66. 249. 75. 76 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
74.117.133. 194 147. 237. 0. 200 Lhited Sates . i df il ET SCAN Potential WNC Scan 5900- 5920 1
46.183. 219. 66 147.237.76. 30 Latvia hi nush. i df i | ET SCAN NVAP -sS wi ndow 1024 1
118. 244. 216. 171 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN NMVAP -sS wi ndow 2048 1
117.21.174. 87 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 194 147.237.76. 31 Net her | ands nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.183. 219. 66 147. 237.76. 44 Latvi a erefuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 183. 219. 66 147.237.72. 14 Latvia dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
118. 244. 216. 171 147.237.0.34 Chi na tikshuv.idf.il ET SCAN NVAP -f -sS 1
94.102. 48. 194 147. 237.76. 34 Net her | ands yohal an. i df . i ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature Acti on ‘Count

86.177.97.249 |United K ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 71

46. 19. 85. 43 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 61

79.182. 20. 27 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 59

85. 65. 98. 132 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 39

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 39
Sreaning Engine: TGP Invalid i i ssi

176.13.2.112  |israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. | 26
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

66.249.78.173 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 9 =9 Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

66.249.78.166 |lnited Sates 147. 237. 77. 216 |dover. i cf . i | 9 =g Invalid segnent retransmssion. | 24
Ret ransm ssi on Packet dropped.

41. 68. 188. 59 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22

178.63.55.202  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
Sreaning BEngine: TQP Invalid i i ssi

66.249.75.38  |United Sates 147. 237. 76. 200 |ei tan. aka i o .| g =g Invalid segnent retransmssion. |, 20
Ret ransm ssi on Packet dropped.

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 19
Sreaning Engine: TGP Invalid i i ssi

168.63.139.43 |lnited Sates 147. 237. 77. 216 |dover. i df . i | 9 =9 Invalid segnent retransmssion. | 18
Ret ransm ssi on Packet dropped.

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 16

46. 19. 85. 101 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16

54.244.22.103 |lhited Sates 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 15

93.172.191.120 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 14

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
Sreaning BEngine: TQP Invalid i i ssi

66.249.75.46  |Wnited Sates 147.237.76. 200 |ei tan. aka. i of . i g =g Invalid segnent retransmssion. |, 14
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

66.249.64. 139 |United Sates 147.237.77. 234 |nal ag. i of i 9 =9 Invalid segnent retransmssion. g 14
Ret r ansni ssi on Packet dr opped.

100. 100. 20. 1 147.237.72. 166 |aka.idf . il drop First packet isn't SN drop 12

122.56. 185. 177 [New Zeal and 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 12

213. 244. 119. 250 glcisgi'géa” Territory. 1147, 237. 77. 216 |dover.idf.il  |drop First packet isn't SN drop 12

100. 100. 43. 30 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 12

50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10

52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10

151.80.31. 112 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi

40.77.167.37  |Wited Sates 147. 237. 77. 216 |dover i of . i 9 =9 Invalid segnent retransmssion. g 10
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

172.56.8.241  |Wited Sates 147.237.77. 216 |dover. i df . g =g Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dropped.

49. 224. 101. 224 |New Zeal and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
Sreaning Engine: TGP Invalid i i ssi

66.249.78.159 |lnited Sates 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. | 8
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

176.13.1.146 |l srael 147. 237.77. 243 |obi l e. i . i 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.

212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8

79.182.52.93 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7

66.249.78.173  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7

96. 54. 248.209 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
Sreamng Engine: TP Invalid i i ssi

176.13.15.21  |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

213. 244. 118. 250 g";'cisgi'géa” Territory. 1147, 237. 77. 216 |dover.if.il  |drop First packet ism't SWN drop 6

95.86.113.235 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop

46.121.80.174 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Sreaning Bngine: TCP Invalid i i ssi

66.249.75.30  |United Sates 147. 237. 76. 200 |ei tan. aka. i f .| 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

40.77.167.36  |uited Sates 147. 237.77. 216 |dover . i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.

92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi

79.178.102. 199 |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

79.183.113. 118 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi

66.249.67.53  |Uited Sates 147. 237. 77. 216 |dover. i of .i 9 59 Invalid segment retransmssion. |, 6

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
187.133.44.215 |\exi co 147.237.72.166 [aka. i df . i | mﬁﬁ:n Id?.a?l /'\,r{:atiihn(;c;i (;Ts-; gj\:sh;riri cat i onser vi ce. asnx/ get aut huser Bl ock 105
176.13. 2. 112 I srael 147.237.77.243|nobi l e.i df . i | Dstributed Suspici ous Response Code B ock 75
220.233.151.37 |Australia 147.237.77.74 [lawidf.il PHP Att enpt B ock 45
220.233.151. 37 |Austraia 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/index. php B ock 30
72.9.148.10  |United Sates [147.237.76.86 |navy.idf.il muags;' e R e o navy. aspx. asp Bl ock 30
54.244,.22.103 |lited Sates |147.237.76.147|chi nuch. aka. i df . i|Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 30
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 67. 13 B ock 30
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 30
176.13. 1. 146 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 29
66.249.67.59  |[Israel 147.237.72. 166 |aka. i df . i | i;t rziSl’;tf; ggf;?zrljsz/efdorﬁ ngfzshoovg or um asp Bl ock 15
157.55.39.183 |lhited Sates [147.237.77.216|dover.idf .il D stributed Suspici ous Response Code B ock 15
88. 150. 221. 120 E?ir:;gom 147.237.77.216|dover . i df . i Abnornal |y Long Request request version Bl ock 15
37.142.242.35 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 15
66.249.78.140 |[lIsrael 147.237.0.34 |ti kshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/main/sachar/fag. aspx B ock 15
176.13.20.191 |[lIsrael 147.237.77.243|nobi l e.i df . i | O stributed Uhaut hori zed LR. Access on nobi | e. i df . il/sachar/i ndex B ock 15
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/1152- he/ chi nuch. aspx B ock 15
66.249.65.118 |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 925- he/ r ef uah. aspx Bl ock 15
109. 160. 167. 234/l srael 147.237.77.216|dover . i df . il Il1egal HITP \ersion B ock 15
66.249.79.119 I srael 147.237.77. 243 |nobi | e. i df . i | nu;;“f : ?rc'ﬁzf‘lj /tz‘egpgf;sem‘;esu st ohi 1 ddocunent s/ 1769 B ock 15
66. 249. 69. 35 | srael 147.237.76. 147 |chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 15
188. 165. 15. 241 |France 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
66.249.67.65  |Israel 147. 237.72. 166 |aka. i df . i | ﬂ?‘tzg(;rl;zze.dlgg}gxﬁszotrz 1 aspl shouf or um asp Bl ock 15
88. 150. 221. 120 zi;g’gom 147.237.77. 216 |dover.i df.i |l Dstributed I11egal HITP \ersion Bl ock 15
49.204.115.89 |india 147.237.72. 166 |aka. i df . i | w';i‘g“i d'?'“i f‘?ﬁtu‘i: ;Q&Z?g;”;;‘:gol diers. asp None 15
66.249. 78.147  |Israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/main/sachar/klali.aspx B ock 15
185. 32. 179. 126 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 15
66.249. 67. 134 |l srael 147.237.77. 170 [naar achot . i df . i | |Wauthorized URL Access to 147.237.77.170/ pdf / fil es/ 4/ 112274. pdf Bl ock 15
66. 249. 65. 251 |Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df . i |/ navy/ navy/ t er ms. aspx B ock 15
109. 160. 235. 116 srael 147. 237. 72. 166 |aka. i df . i | oknoun Parareter g:\f‘af\/’ﬂgeimm n None 15
2.52.38.245 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 15
66. 249. 69. 81 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1234-he/ at al . aspx B ock 15
220.233.151.37 |Australia 147.237.77.74 [lawidf.il Admin Bl ocki ng B ock 15
66.249.67.71  |Israel 147.237.72.166 |aka. i df . i | ﬂ?‘tzg(;rl;zz‘fdlggmpfﬁfzfm:? i showbi g. aspx Bl ock 15
88. 198. 26. 84 Ger many 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 88. 198. 26. 84 B ock 15
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www idf.il/idf/tenplates/al bumaspx B ock 15
66.249.67. 143 I srael 147.237.77. 170 |m@ar achot . i df . 1 [Sha 1or'2ed WAL fecess to aspx Bl ock 15
109. 160. 235. 116 I srael 147.237.72. 166 |aka. i df . i | m”;k‘g‘?i Zfa.ri"’}'}e;;;/ S—ﬁmwg&m? in None 15
79.177.197.177 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
Unaut hori zed URL Access to
8.37.70.143 Lhited Sates |147.237.77.216|dover.idf.il wa i df . i 1/1038- he/ dover . aspx&usg=al kj r hj oe2l vbuv4f pbnkgr nrj auzy0_e |Bl ock 15
w

66. 249. 69. 97 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1248-he/ at al . aspx B ock 15
220.233.151. 37 |Austraia 147.237.77.74 |lawidf.il Mil ti pl e Uhaut hori zed URL Access from 220. 233. 151. 37 B ock 15
176.13. 2. 112 I srael 147.237.77.243|nobi l e.i df . i | D stributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 15
89. 218. 97. 60 New Zeal and |147.237.77.216|dover.i df . il Admin Bl ocki ng B ock 15
66. 249. 65. 99 | srael 147.237.76. 147 |chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 15
66.249.78.204 |[Israel 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/894-en B ock 15
66. 249. 69. 8 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i ﬁ;h?ﬁziﬁ izuf 2?”' f/eioﬁtfn“ess on B ock 15
188. 165.15. 37  |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1139- he/ at al . aspx B ock 15
66. 249. 67. 34 I srael 147.237.77. 170 [maar achot . i df . i | |Wnaut hori zed URL Access to maarachot.idf.il/pdf/files/ 4/ 108054. pdf B ock 15
151.80.31.112 |[italy 147.237.77.216|dover.idf . il Unaut hori zed URL Access to wawidf.il/idf_in pictures/hasata/thunb. jpg |B ock 15
87.69.105.237 | srael 147.237.72. 166 |aka. i df . i | m ;li;l;td?.{i wﬁt“ttssc’:r/i ﬁaﬁi glcieff on B ock 15
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