10-29-2015-23:04:01 to 10-30-2015-00:04:01

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

2, 800"

M dover.idf.il

M aka.idf.il

M nobi le.idf.il

M naar achot . i df . i |

Wiawid.il

Meitan aka.idf.il

I navy.idf.il

B rat pash. i df . |
refuah.idf.il

M e dover.idf.il

Top Tar get

[Top Attackers |

200+

W 198. 208. 159. 19
79.181. 24. 175

100+ [ 46. 120. 131. 103
66. 249. 67. 20
Nu r(;ber B 46. 19. 85. 123
185. 97. 104. 6
At tacks 50+ .

[ 72.9.148. 10

M 176. 13. 13. 156
149. 78. 154. 69

W 93. 173. 244. 80

Top Attackers



10-29-2015-23:04:01 to 10-30-2015-00:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
66. 249. 67. 20 Lhited Sates 147.237.77.170 naarachot . i df . il TCP handshake viol ation, first packet not syn|drop 12196
66. 249. 67. 27 Lhited Sates 147.237.77. 170 naar achot . i df .i | TCP handshake vi ol ation, first packet not syn|drop 6327
66. 249. 69. 50 Lhited Sates 147.237.77. 226 wan chanmat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 3158
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df .i | TCP handshake vi ol ation, first packet not syn|drop 2126
66. 249. 78. 197 Lhited Sates 147.237.77.176 nat pash. i df .i | TCP handshake vi ol ation, first packet not syn|drop 1222
66. 249. 78. 190 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn|drop 342
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 46
46. 19. 86. 3 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 44
93.172.10. 167 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 20
2.54.50. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 16
85. 64. 232. 43 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
176.13. 0. 30 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 8
79.178.131.191 | srael 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 6
109. 160. 140. 205 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
109. 65. 23. 185 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
109. 66. 159. 216 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

46. 19. 86. 66 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
79.179. 5. 229 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
2.52.31.131 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

79. 183. 26. 96 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 4
37.26. 146. 129 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4

66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 3

93. 173. 244. 80 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3
84.109. 32. 130 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 3

10. 24. 82. 218 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 3
2.52.162. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
79.179.59. 138 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
109. 66. 159. 216 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2

62. 0. 75. 156 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
72.65.219. 26 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 2
79.179.59. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
77.127.2.100 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
119. 150. 146. 126 Japan 147.237.76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1

31. 168. 28. 169 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
176.118. 79. 146 Russi an Federation 147.237.76. 42 refuah.idf.il Bl ock_UWp Al _Nets drop 1
2.54.4.156 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
71.6.135.131 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Udp Al Nets drop 1
122.145.212. 184 Japan 147.237.76. 34 yohal an. i df .i| B ock_Udp Al Nets drop 1
176. 118. 79. 146 Russi an Federation 147.237.76. 44 e.refuah.idf.il B ock Wp Al Nets drop 1
141.212.122. 168 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il B ock_ UWp Al _Nets drop 1
37.142.97.58 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
114.112.90. 54 Chi na 147.237.76. 147 chinuch. aka.idf.il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry [Target Address |Site |Sgnature Devi ce Action ‘Count |
149. 202.52.100  |Ger many 147.237.77.235 |sviva.idf.il|20086: HITP. Mi ebl ackcat Security Scanner ock 4
149.202.52.100  |Ger many 147.237.77.235 |sviva.idf.i[[20085. HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
149. 202. 52. 100 147. 237.77. 235 Ger nany sviva idf.il ET WEB_SERVER Mii ebl ackcat scanner 1
63. 142. 244. 161 147.237.77. 235 Lhited Sates sviva idf.il ET SCAN NMAP -sS wi ndow 3072 1
14.141. 156. 27 147.237.76. 30 I ndi a hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
204. 13. 204. 139 147. 237.76. 199 Lhited Sates e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
165. 215. 209. 15 147.237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 1
66. 65. 49. 0 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
50. 87. 144. 145 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP DO stributed Portscan 1
14.141. 156. 27 147. 237.76. 30 India hi nush. i df . i1 ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
198.208.159. 19 |[Uhited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 203
79.181.24.175 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 194
185.97.104. 6 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 107
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 100
93.173.244.80 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 89
176. 13. 14. 90 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 53
84.108.87.1 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 49
72.65.219. 26 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 44
76.79.81. 69 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 44
54.174.55.108 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 40
54.187.55.213 |lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 39
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 32
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 31
46.210.224.82  |Israel 147.237.77. 212 |e.dover.idf.i| [Bad TCP sequence I'nval i d ACK nunber noni t or 31
176.13.21. 130 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 29
95. 86. 102. 253 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 27
173.54.15.189 [thited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 25
79.180. 26. 217 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 25
66.240.75. 46 |Uited Sates |147.237.76. 200 [eitan aka i | 2 NG Engine: QP Invalid Inval i d segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
46.120. 131. 103 |Israel 147. 237.77. 243 |robi e i o 11 | AT NG Engine: TP Invalid Invalid segnent retransmssion drop 24
Ret r ansni ssi on Packet dr opped.
109. 226. 17. 214 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 23
46. 19. 86. 17 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 23
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 22
46.19.86.3 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
41. 43. 158. 59 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 20
66.249.78.173 |Uited Sates |147. 237, 77. 216 |dover icr.i1 |2 €M N9 Engine: TCP Invalid Invalid segnent retransmssion. drop 20
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 66 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 19
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 19
46. 5. 253. 124 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
212.76.121.22 |israel 147 237.77. 216 |dover a1 |7 €AM NG Engine: TP Invalid Invalid segnent retransmssion. dr op 18
Ret r ansnm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 18
109. 226. 22. 161 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
2.54.188. 172 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 18
66.249.78.150 |Uited Sates |147. 237, 77. 216 |dover icr.i1 |2 €M N9 Engine: TGP Invalid Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18
151.80.31. 112 |ltay 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 17
79.178.149.81 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
109. 226. 44. 156 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
50.87.144.145 |lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 16
100. 100. 72. 181 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SYN drop 15
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
66. 65.49.0 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 15
208.69.40.101 |Lhited States [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 14
79.179.59.138 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 14
176.13.13.156 | srael 147. 237.77. 243 |robi e i o 11 | AT NG Engine: TP Invalid Invalid segnent retransmssion drop 14
Ret r ansni ssi on Packet dr opped.
109. 64. 139. 35 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13
212.199.57.197 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13
79.182.6. 44 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13
100. 100. 88. 105 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 13
100. 100. 1. 15 147.237.72. 166 |aka. i df . i drop First packet isn't SYN drop 12
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
46. 120. 131. 103 [I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 120
176.13.13. 156 |[lIsrael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response CQode B ock 90
72.9.148. 10 LSh;It:s 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut hori zed Method for Known URL from72.9. 148. 10 B ock 60
31.168. 201. 48 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 45
. . . Paraneter Type Mol ati on Qurrent Password in
79. 176. 159. 203 |I srael 147.237.77.243|nobi | e.i df . i | mobi | e. i df i |/ sachar/ changepassvor d B ock 45
176. 228. 137. 45 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 45
46.19.85.123 |[Israel 147.237.77.216|dover . i df . il Ml tiple Ml formed URL from 46. 19. 85. 123 B ock 30
68. 180. 228. 112 LSh;It:s 147.237.77.216|dover.i df .i | D stributed Suspicious Response Code B ock 30
46.19.85.123 |[Israel 147.237.77.216|dover. i df . il Mil tipl e Unknown HTTP Request Method from 46. 19. 85. 123 B ock 30
83.130. 113. 28 |[lIsrael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 30
Unaut hori zed URL Access to
. . wawv aka. i df . i | / sachar &sa=u&ved=0cacdf j aaahukewj dg6gOyuj i ahugOr gkhf 2dcz
95.86.75.38  |[Israel 147.237.72. 166 |aka. i df . i | 8asi g2=dunkj b xh8huk6! xwwst xqausg=af g cnguknslyl uc7- | uw nf 96wnzog |2 ° 30
Xj W
. . D stributed Lhaut hori zed URL Access on
83.130. 113. 28 |Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ aj ax/ updat est at us. php B ock 30
72.9.148. 10 L;;tt:: 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx  |Bl ock 30
46.121.214.39 |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 46. 121. 214. 39 B ock 30
79. 182. 162. 124 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79.182. 162. 124 Bl ock 30
46.116. 141. 199 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 30
85.64.232.43 |[Israel 147.237.77.243|nobi [ e.i df . i | Dstributed Suspicious Response Code B ock 30
79.182. 162. 124 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . il/mai n/ sachar Bl ock 15
188. 165. 15. 162 |France 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8905- he/ r ef uah. aspx B ock 15
. . D stributed Lhaut hori zed URL Access on
66.249. 67.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
157. 55. 39. 23 g‘;gg 147.237.72. 166 [aka. i df . i | Uhknown Paraneter docid in aka.idf.il/sites/klali/default.asp None 15
. . D stributed Lhaut hori zed URL Access on
85.65.103. 73 |Israel 147.237.72. 166 |aka. i df . i | vows aka i o i1/ htt ps: /ww aka. i of i1/ B ock 15
77.125.77.239 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
46.19.85.123 |Israel 147.237.77. 216 |dover.idf.il Aonormal |y Long Request request version B ock 15
66.249. 78. 159 |[lIsrael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wan i df.il/894-ar B ock 15
176.13.10. 124 |l srael 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Qpen Mde None 15
149. 78.56. 199 |l srael 147.237.77. 216 |dover. i df . il Distributed NALL Character in Mt hod B ock 15
66. 249. 65. 112 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fi| es/ 4/ 2914. pdf B ock 15
. . D stributed Lhaut horized URL Access on
83. 130. 105. 201 |l srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i o i1/ B ock 15
37.59.29. 19 France 147.237.77. 216 |dover.idf.il D stributed Suspicious Response Code B ock 15
Lhi ted . . Unaut hori zed URL Access to
199.16.156. 124 Sates 147.237.77. 216 [dover . i df . i | wwy i df . il /sip storagel/fil es/6/si ze220x0/ 17396. j pg Bl ock 15
. . D stributed Lhaut hori zed URL Access on
66.249. 67. 242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 15
173. 252. 74. 109 g;ttf:: 147.237.77. 216 |dover.idf .l O stributed Unhaut hori zed URL Access on wwidf.il/ https:/twtter. cond B ock 15
46.120. 131. 103 |I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 15
85. 250. 53. 232 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 15
46.19.85.123 |[Israel 147.237.77. 216 |dover.idf . il Illegal HITP \ersion deflate, sdch Bl ock 15
5.29.128.174 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 15
66.249. 78. 197 |[lsrael 147.237.77. 176 [nat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 66.249. 78. 197 Bl ock 15
157. 55. 39. 22 L;;tt:: 147.237.72. 166 [aka. i df . i | Uhknown Paranet er sorderby in aka.idf.il/iturimasp/ displayall sol diers. asp None 15
. . D stributed Lhaut hori zed URL Access on
66.249.67.59 |Israel 147.237.72. 166 |aka. i df . il 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
46.19.85.123 |[Israel 147.237.77.216|dover. i df . il Uhknown HTTP Request Method coding: in URL gzip, B ock 15
37.142.68.105 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. idf.il/https: /v aka.idf.il/ B ock 15
72.9.148.10 ;h;:ee: 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . il/mai n/ gi yus/ general . aspx B ock 15
66.249.69.51 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 15
176. 12. 142. 115 [l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed LRL Access to wwwuidf.il/navy/htn/unitfs. asp B ock 15
46.121.25.123 |[Israel 147.237.77.216|dover. i df . il D stributed Whaut hori zed URL Access on waw i df.il/https: /v idf.il/ B ock 15
79. 179. 154. 100 |I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for wan aka. i df.il/mai n/ sachar/ newsar chi ve. aspx |B ock 15
46.19.85.123 |Israel 147.237.77. 216 |dover.idf.il Mal formed URL gzi p, B ock 15
. . DO stributed Unaut hori zed URL Access on
5.102.254.209 |[lsrael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i o i1/ Bl ock 15
. . Unaut hori zed URL Access to
66.249.78. 197 |lsrael 147.237.77. 176 |t pash. i df . i | v cogat . i df . i |/ civi | adnini stration/ gover nment/ _| ayout s/ aut hent i cat e. aspx B ock 15

10-29-2015-23:04:01 to 10-30-2015-00:04:01




