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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 102. 7. 240 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 193
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 135
66. 249. 67. 27 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCQP handshake viol ation, first packet not syn |drop 72
84.229.161. 187 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 38
79.181.192. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 21
79.178.194. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
89. 173. 43. 248 d ovaki a 147.237.77. 216 dover.idf.il SYNHood full table drop 13
217.132.54.78 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
31.168. 153. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 7
46.121. 14. 97 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 7
109. 67. 55. 220 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp All Nets drop 6
109. 67. 55. 220 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 6
216.221. 146. 186 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 5
77.127.109. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.179. 215. 193 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 64. 209. 180 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
5.29.42.13 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.182.175. 133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
88. 189. 37. 45 France 147.237.77.216 dover.idf.il SYNHood full table drop 4
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
79.179.59.9 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets drop 3
176. 12. 149. 82 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
188.120. 134. 119 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
5. 102. 254. 167 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
213. 151. 55. 207 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
176.13.0.91 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 20. 115 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
83.211.5.111 Italy 147.237.77. 216 dover.idf.il SYNHood full table drop 2
185. 27. 105. 81 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
197. 45. 28. 62 Egypt 147.237.77.216 dover.idf.il SYNHood full table dr op 2
93.172. 183. 85 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
109. 67. 29. 96 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
85. 65. 124. 86 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46.19. 85. 113 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.52.130.193 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
5. 102. 254. 167 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
46. 19. 86. 90 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
188.120.134. 119 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
5. 102. 254. 167 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
77.125.125. 29 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
46.19. 86. 112 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
109. 65. 204. 43 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
5.102. 254. 167 | srael 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 1
46.19. 86. 112 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
108. 161. 253. 41 Lhited Sates 147.237.8. 45 eeitanidf.il L4 Source or Dest Port Zero drop 1
82. 166. 102. 236 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
79.177.11. 106 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
188.120. 134. 119 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
79.179. 215. 193 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |Sgnat ure Devi ce Action |Count

89.139. 191. 39 I srael 147. 237. 72. 166 aka.idf.il |CL000004: HTTP. options method (M crosoft) ock 1




10-29-2015-22:04:08 to 10-29-2015-23:04:08

|Top Attackers In ID|

‘Target Addr ess A(;tuictkre; Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249. 65.40  [147.237.76.42 [Uiited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
66.249. 78.190 [147.237.77.176|lhited Sates natpash.idf.il  |ET SCAN NVAP -sA (2) 1
93. 120, 243. 175 |147 237 8. 0g |RUSSi@N o nobi | e ke.i df | ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
212.76.111. 125 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 191
87.195.251. 73  |Netherl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 81
173.54.15.189 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 81
37.142.217.12  [israel 147.237. 72. 156 |aman. i df .| Bad TCP sequence mdﬁrsacrz"lt wth dfferent moni tor |73
77.125.245. 6 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 63
69. 85. 243. 50 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 45
31.154. 144. 117 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 42
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
37.142.217.12 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 38
190. 24. 146. 71  |Col onbi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
54.187.55.213 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 36
67.148.50.158 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 34
217.132.54. 78 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
66.102.7.226  |Wited Sates |[147.237.77.216 |dover.idf. il Streaning Engine: TCP Invalid |imvalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.
66.102.7.240  |Wnited Sates |147.237.77.216 |dover.idf.il Streaming Engine: TCP Invalid  invalid segnent retransmssion drop 24
Ret ransm ssi on Packet dr opped.
54.244.22.103 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 21
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
41.45.180.191 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
66.249.75.30  |United Sares [147. 237.76. 200 |ei tan aka icr. i1 | €@ NG Engine: TP Invalid invalid segnent retransnissi on, drop 18
Ret r ansni ssi on Packet dr opped.
84.229.161. 187 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
5.29.179.78 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
66.249.75.38  |United Sates |147.237. 76. 200 |ei tan aka i i1 || 2™ NG Engine: TP Invalid  invalid segnent retransnission drop 16
Ret r ansn ssi on Packet dr opped.
71.99.166.122 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 16
66.249.75.46  |United Sares [147. 237.76. 200 |ei tan aka icr. i1 | €2 NG Engine: TP Invalid invalid segnent retransnissi on, drop 16
Ret r ansn ssi on Packet dr opped.
109.66.177.91 |l srael 147. 237.72. 166 |aka. i f . Streaning Engine: TCP Invalid  imvalid segrent retransnassi on drop 15
Ret ransm ssi on Packet dr opped.
100. 100. 17. 109 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 15
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 14
197.37.37.183  |Egypt 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 14
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 13
85.130. 138. 109 |Israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 12
Ret r ansn ssi on Packet dr opped.
107.77.97.61 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
66.249.78.173 |Wnited Sates |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid  imvalid segnent retransmssi on drop 12
Ret r ansn ssi on Packet dr opped.
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 12
185. 120. 126. 62 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |imvalid segrent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
100. 100. 125. 117 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
66.102.7.233  |United Sates |147.237.77. 216 |dover.idf.il Streamng Engi ne: TP Invalid  finvalid segnent retramsmission. |y 12
Ret r ansn ssi on Packet dr opped.
83.211.5.111 Italy 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
79.177.11. 106 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
216.221. 146. 186|lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 10
54.244.22.103 |lhited Sates [147.237.77.176 |natpash.idf.il dr op First packet isn't SN drop 10
100. 100. 114. 235 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 10
5.102. 254. 167 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
84.108.175. 1 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
83.130.113.28 |Israel 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid |invalid segnent retransnission drop 9
Ret r ansm ssi on Packet dr opped.
79.178.194.28 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
176. 13. 6. 238 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
206. 169. 227.78 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 9
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
207.46.137.200 |lhited Sates [147.237.8.28 |e.nobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo- 1 ocation i nbound enf orcenent |drop 9
31.210.186. 205 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
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|Top Attackers In V\AF|

Atacker Target Address |Site Sgnature petpe

‘Count

Gountry Action
109. 65. 102. 27 |Israel 147. 237.72. 166 |aka. i df . i | Distributed thaut hori zed LR Access on Bl ock 120
wwy aka. i df . i1/ aj ax/ updat est at us. php
109. 65. 102. 27 [l srael 147.237.72. 166 [aka. i df . i | Ostributed PHP A tenpt B ock 120
46.19. 86.227 |Israel 147.237.77.243|nobi l e. i df . i | Dstributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 75
79.178.51.155 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 75
. . D stributed Unhaut hori zed LRL Access on
79.178.51. 155 |l srael 147.237.72. 166 [aka. i df . i | voww aka. i o . i 1/ a ax/ Updat est at us. php B ock 75
66.249.69.16 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Whaut hori zed UR. Access on waw chi nuch. aka. i df . i |/ 404. ht m|Bl ock 60
66.249.69.24  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Uhaut hori zed URL Access on waw chi nuch. aka. i df . i | /404. ht m|Bl ock 45
. . . Unaut hori zed URL Access to
2.54.162.70  |lsrael 147.237.77. 243|mobi €. i df . i1 | 03 e o i1 cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 B ock 45
5.29.196. 11 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 45
83.130. 113. 28 |Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP A tenpt B ock 45
5.29.196.11  |[Israel 147.237. 72. 166 |aka. i df . i | O stribut ed Lhaut hori zed R Access on Bock |45
ww aka. i df . i | /aj ax/ updat est at us. php
. . D stributed Lhaut hori zed URL Access on
83.130. 113.28 |l srael 147.237.72. 166 [aka. i df . i | vow aka. i o . i 1/ a ax/ updat est at us. php B ock 45
) . . Unhaut hori zed URL Access to
72.9.148.10  [Wited Sates |147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx B ock 30
. . . Unaut hori zed URL Access to
109. 66. 81. 202 |Israel 147.237.77.243|nobi [ e.i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1403 B ock 30
62.90. 167.68  |Israel 147.237.72. 166 |aka. i df . i | Paraneter Read iy Molation in : None 30
waw aka. i df . i |/ mai n/ sachar/ popups/ nar ki vsachar . aspx
79.179.32.95 |lsrael 147.237.72. 166 |aka. i df . i | O stributed Whaut hori zed URL Access on v aka. i df i |/ mai n/ gi yu/ B ock 30
66.249.69. 8 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i[D stributed Unaut hori zed URL Access on ww chi nuch. aka. i df . i | /404. ht m|Bl ock 30
151.80.31.112 |italy 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code Bl ock 30
207.46.13.78 |lhited Sates [147.237.72.166|aka. i df.i | Lhknown Paraneter docid in aka.idf.il/sites/klali/default.asp None 15
. . Unknown Paranmeter _ VI EASTATEENCRYPTED i n
79.177.211.91 |lIsrael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ i 1V sachar/ r equest . asp None 15
66.249.69.92 |[Israel 147.237.77.74 [lawidf.il Dstributed Il1egal Paraneter Encoding None 15
5.102. 254. 167 |l srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 15
157.55.39.23 |lhited Sates [147.237.72.166|aka.idf .il Uhknown Paranet er tabl equery in aka.idf.il/eitan/listpagel defaul t.asp None 15
Ostributed Paraneter Read Qnly Mol ation
84.109. 144. 206 |l srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 15
par anet er
. . D stributed Lhaut hori zed URL Access on
66.249. 67. 234 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 15
79.180.55.92 |Israel 147.237.77. 216 |dover . i df .i | Paraneter Type Mol ation SearchText in wanidf.il/1065 he/dover.aspx  |B ock 15
66. 249.67.6 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 15
46.19.85.156 |Israel 147.237.77.243|nobi l e. i df . i | Dstributed Unhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 15
176.118. 79. 146 gz:::tnl on 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to /tmunbl ock. cgi B ock 15
. . Unaut hori zed URL Access to
66.249.67.71 |[lIsrael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 15
84.94.96.198 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 15
. . DO stributed Uhaut hori zed URL Access on
46.116. 144. 127 |l srael 147.237.77.233|atal .idf . il 147. 237.77. 233/ 1136- hel at al . aspx B ock 15
207.46.13.78 |Lhited Sates |147.237.72.166|aka. i df .i | Unknown Paraneter sorderby in aka.idf.il/iturinasp/wars. asp None 15
66.249.75.83 |[Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 15
31.154.92.85 |[lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 15
157.55.39. 131 [Lhited Sates |147.237.77.176 |nmat pash. i df . i | Unhaut hori zed URL Access to 147.237.77.176/ Bl ock 15
84.228.0.96 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1240- he/ at al . aspx B ock 15
66. 249. 67. 247 |l srael 147.237.77. 170 |maar achot . i df . i | |Waut hori zed UR. Access to 147.237.77.170/ pdf / fil es/ 4/ 112354. pdf Bl ock 15
. . S Uhtraceabl e Gonnection - Protocol violation
79.182. 143. 243 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO None 15
66. 249. 67. 6 | srael 147.237.72. 166 |aka. i df . i | Ml tipl e Uhaut horized URL Access from 66. 249. 67. 6 B ock 15
46.19.85.170 |lsrael 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 15
200. 100. 221. 82 |Brazil 147.237.77. 216 |dover.i df . i Uhaut hori zed URL Access to wawidf.il/en B ock 15
77.125. 122. 147 |I srael 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Molation in S None 15
wan aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx
66.249.69.24 |lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to waw chi nuch. aka. i df . il/404. htm B ock 15
66. 249. 67. 122 |l srael 147.237.72. 166 |aka. i df . i | Illegal Byte CGode Character in URL /main/ giyus/ [[#11]] general . aspx B ock 15
84.95.117. 160 |[lsrael 147.237.77.216|dover.i df . i | NLLL Character in Method B ock 15
207.46.13.140 [thited Sates |147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to 147.237.76. 86/ 994- 8862- he/ navy. aspx  |Bl ock 15
. . Uhaut hori zed URL Access to
66.249. 78.102 |Israel 147.237.77. 216 |dover. i df . il 147. 237.77. 216/ 1133- 16789- he/ dover . aspx B ock 15
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
31.154. 152. 179 |I srael 147.237.72. 166 [aka. i df . i | voww aka, i df i |/ i 1V gj yus/ t al pi of quest i onnai r e, aspx None 15
157.55.39.199 |lhited Sates [147.237.76.86 [navy.idf.il Lhaut hori zed LRL Access to navy.idf.il/consol e/ core/ doc_ngr/ undefined |Bl ock 15
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