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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Target

Address Signature

Attacker Country ‘

TCP handshake vi ol ation, first packet not

66. 249. 67. 27 Lhited Sates 147.237.77.170 naarachot . i df . il syn drop 2034
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il I}?: handshake vidlation, first packet not |, 1069
66. 249. 75. 44 Wited Sates 147.237.77.233  |atal.idf.il Zﬁ handshake viol ation, first packet not |, . 531
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 236
66. 249. 78. 197 Lhited Sates 147.237.77.176  |mtpash.icf.il ;?: handshake vidlation, first packet not |, 168
66. 249, 67. 18 Wited Qates 147.237.77.170  |maarachot. i df il I;]: handshake vidlation, first packet not |, ) 153
66. 249. 69. 34 Uited Sates 147.237.77.226  |ww chamat z. aka. i of . | ;?: handshake vidlation, first packet not |, 52
109. 67. 142. 165 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 36
84.228. 126. 235 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
46.116. 148. 150 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
212.199. 218. 50 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 27
82.213. 38. 24 zlcis;i':("a” ferritory, 147.237.77.216  |dover.idr.il SYN F ood unveri fied cooki e dr op 21
5.22.129. 204 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 15
79.178.181. 241 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
52.16.5. 197 Lhited Sates 147.237.77.216  |dover.idf.il ;?: handshake vidlation, first packet not |, 14
2.54.155. 79 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
192.116. 111. 78 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
32.208.112. 21 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 9
77.125.151. 115 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 9
84.228.126. 235 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
83. 130. 104. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
46.19. 86. 147 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
176.12.137. 113 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
109. 65. 31. 67 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
80. 246. 136. 205 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 6
79.178.34. 70 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 6
82. 213. 38. 24 g‘ilcisgi';'jan ferritory, 147.237.77.216  |dover.idf.il SYN A ood out of context drop 6
46. 19. 85. 30 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
2.54.15. 106 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 6
79.183.213.194 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 6
109. 65. 31. 67 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 6
46. 19. 85. 30 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 6
84.228. 126. 235 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cooki e drop 6
109. 65. 31. 67 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 6
46. 19. 85. 30 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
176.12.150. 171 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 5
79.183. 13. 53 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
66. 249. 69. 76 Wited Qates 147.237.77. 74 lawiof il I;]: handshake vidlation, first packet not |, ) 5
176.12.150. 171 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
176.12.149.9 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.15.106 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5

5. 31. 166. 100 Uni ted Arab Enirates 147.237.77.216  |dover.idf.il I;]: handshake viol ation, first packet not |, . 5
149. 78. 49. 253 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4
212.199. 218. 50 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
80. 246. 137. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
197.114. 120. 160 Ageria 147.237.77. 216 dover.idf.il SYNHood full table drop 4
84.228. 99. 146 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
37.142.68. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176.13. 19. 154 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
176.12.149.9 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |S gnature Devi ce Action |Oount |
85.102.173. 242 |Turkey 147.237.77.216 |dover.idf.il CL000004: HTTP. options nethod (M crosoft) B ock
193.201.225.12 |kraine 147.237.77.176 |nat pash.idf.il| |25 HITP: access to adninistrator/index. php -> Quarantine B ock
52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature
ET DG5S Large anount of TCP Zer oWndow - Possible Niller2

176. 12. 144. 246 |147. 237. 77. 233 |I srael atal.idf.il Doos at t ack 7
41.33.231.90 |147.237.77.216 |Egypt dover.idf.il Tehila - Perl LW wth fake user agent 6
95. 86. 80. 23 147.237. 77. 233 |I srael atal .idf.il ;ﬁt It‘zrc?(e aneunt of TGP ZeroWndow - Possibl e Niller2 6
66.249.75.53 [147.237.76.30 |Wited Sates  |hinush.idf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 2
85. 64.240. 228 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
43.229.53.89 [147.237.0.200 [Japan . idf il ET SCAN Potential SSH Scan 1
80.246.133.3  [147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
43.229.53.89 |147.237.0.17 |Japan mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
65.55.210.40 [147.237.72. 166 |Whited Sates  |akaidf.il portscan: TCP O stributed Portscan 1
38.124.60.175 |147.237.0.34 |lhited Sates  [tikshuv.idf.il ET SCAN Potential SSH Scan 1
61.182.170.38 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
37.26.148. 246 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
59.45.79.117 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
193. 107. 16. 206 |147. 237. 77. 227 RF;Z:::{}O” e. hanaz. i df .i ET SCAN NVAP -sS wi ndow 1024 1
31.184.242.17 |147.237.77.216 gzz;;”ion dover i df .il ET DROP Spanhaus DRCP Listed Traffic | nbound 1
59.45.79.117 |147.237.0.15 |China kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
54.72.0.55 147.237.77. 216 |Irel and dover.idf.il portscan: TCP O stributed Portscan 1
149. 88.87.192 |147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
46.186.11. 201 |147.237.72. 156 |[Pol and anan. i df . i | Egt Sﬁﬂ\l fg?:nogfl Brtﬂtu;u?cl): Zef ast inbound Tel net Qonnecti ons, 1
95. 86. 80. 23 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
46.116. 146. 60 |[147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
84.228.148.79 |147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
43.229.53.89 [147.237.0.35 |Japan akavs. i df . il ET SCAN Potential SSH Scan 1
61.182.170.38 |147.237.76.201|Chi na eaal.idf.il ET SCAN Potential SSH Scan 1
38.124.60.175 [147.237.0.19 |Wited Sates |nadimatal .idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
37.26.146. 247 |147.237.77. 216l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
59.45.79.117 |147.237.0.16 |China ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
193. 107. 16. 206 |147. 237. 77. 227 gzz;;”ion e hamaz. i df .| ET DROP Spanhaus DRCP Listed Traffic | nbound 1
5.102.206.53 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
. . |ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
58.216. 36. 191 [147.237.0.17 |China mny-kosher-kravi .idf.il Potential Scan or Brute Force 1
169. 57. 5. 20 147.237.0.15  [Netherl ands kosher -kravi .i df .i ET SCAN NVAP -sS wi ndow 1024 1
46.186. 11 201|147, 237 72. 217 |Fol and cidh il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.117. 190. 123 [147. 237. 72. 166 || srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Devi ce Action |Count
46. 19. 85. 214 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 234
37.26. 146. 248 | srael 147.237.77. 74 lawidf.il dr op Frst packet isn't SN drop 196
46. 19. 86. 85 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 146
94. 159. 156. 140 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 123
85.128.142. 44 Pol and 147.237.77.216 dover.idf.il drop First packet isn't SN drop 122
5. 31. 166. 100 Lhited Arab Emrates 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 114
109. 186. 135. 67 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 106
79.178.181. 241 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 77
93.172. 34. 136 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 75
213.37.130. 132 Spai n 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 69
37.26. 146. 160 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 68
2.52.151. 197 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 60
54.245. 64. 111 Lhited Sates 147.237.77.176 nat pash. i df . i drop First packet isn't SN drop 52
46.19. 86. 237 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 49
100. 100. 12. 156 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 47
195. 2. 244. 193 Uni ted Ki ngdom 147.237.77. 176 nat pash. i df . i drop First packet isn't SN drop 45
213.57.41. 205 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 44
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 42
216. 185. 35. 219 Lhited Sates 147.237.77.176 nat pash. i df . i drop First packet isn't SYN drop 39
31.154.177. 196 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 36
46. 19. 85. 236 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 35
82.192. 68. 46 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 35
82.81.12.206 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 32
179. 219. 132. 90 Brazil 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 30
98. 84. 104. 234 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't SN drop 29
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 29
100. 100. 57. 96 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 29
37. 26. 148. 250 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 28
84.108. 74. 144 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 28
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 28
52. 16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't SN drop 27
93.172.173. 162 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 27
100. 100. 57. 127 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 26
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il drop First packet isn't SN drop 26
100. 100. 113. 163 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 26
85. 65.9. 112 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 25
41. 33. 232. 66 Egypt 147.237.77.216 dover.idf.il drop First packet isn't SN drop 25
66. 249. 93. 196 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 24
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 23
46.19. 86. 178 I 'srael 147.237.72. 166 akaidf.il Bad TCP sequence Invalid ACK nunber noni t or 23
173. 15. 46. 89 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't SN drop 22
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 22
72.9.148. 10 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 22
79.179. 49. 21 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 21
46. 116. 78. 203 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 21
5.22.129. 204 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 21
100. 100. 52. 36 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 20
212.179. 28. 34 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 20
5.9.173.70 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 20
46.19. 86. 197 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 19
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
132. 70. 66. 10 I srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 2120
93.172.42.33 I srael 147.237.76.200|ei tan. aka. i df .i | D stributed Too My of the Same Response Code (404) B ock 480
95. 86. 96. 250 I srael 147.237.76.200(ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 261
212. 150. 145. 251|i srael 147. 237.72. 166 |aka. i df . i | m;:(:.”it;d. i?}?;gﬂpfj:‘?eﬁtﬁ?zﬁ; on B ock 135
77.125.122.48 |Israel 147.237.72. 156 |anan. i df . i | Unaut hor i zed HTTP Met hod B ock 135
212. 150. 145. 2511 srael 147.237.72. 166 |aka. i df . i | O stributed PHP Attenpt B ock 135
31.154.92.172 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Atenpt B ock 120
31.154.92.172  |Israel 147.237.72. 166 |aka. i df . i | m;i(:_”itdefd_ iﬁ’}?ﬁ)“gﬂpzzc:e:ﬁlﬁg_cgﬁ; on B ock 120
46. 19. 85. 141 | srael 147.237.77.216|dover . i df . i | Unhaut hori zed URL Access to v i df.il/navy/ Bl ock 90

Paraneter Type Mol ati on Repeat Password in

164. 138. 116. 129]I srael 147.237.77.243|nobi | e. i df . i | nobi | e. i df i | / sachar/ changepassvor d B ock 90
176. 13. 7. 105 I srael 147.237.77. 243 |nobi | e.i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock 75
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 75
84.108.194.28 | srael 147.237.72. 166 |aka. i df . i | m;i(:_”itdefd_ iﬁ’}?ﬁ)“gﬂpzzc:e:ﬁlﬁg_cgﬁ; on B ock 60
46. 19. 85. 156 | srael 147.237.77.243|nobi | e. i df . i | D stributed Wnauthori zed LRL Access on nobil e.idf.il/sachar/index |B ock 60
37.142.64.11 I srael 147.237.0.19 |nadimatal .idf.il D stributed PHP Attenpt B ock 60
176.13. 7. 105 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 60
37.142.64.11  |israel 147.237.0.19 |nadi matal .idf.il gn;;u;]r;; .Ziezf .Lﬁ;a?ca(;fizd;toest R B ock 60
84.108.194.28 [Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 59
79.182.30.217 |[Israel 147.237.72. 166 [aka. i df . i | O stributed PHP Attenpt B ock 58
79.182.30.217 | srael 147. 237.72. 166 |aka. i df . i | m;sﬂtjfd. i%t;ﬁﬂpfjifeﬁﬁ?ﬁ; on B ock 57
66. 249. 69. 84 I srael 147.237.77.74 [lawidf.il Dstributed I11egal Paraneter Encodi ng None 45
46.117.14.189 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tiple Unhaut horized URL Access from46. 117. 14. 189 Bl ock 45
66. 249. 69. 76 I srael 147.237.77.74 |lawidf.il Dstributed |11egal Paraneter Encoding None 45
66.249. 64.200 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 45
93.172.188.193 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 45
31.210.186. 211 |[Israel 147.237.72. 166 |aka. i df . i | D stributed PHP Attenpt B ock 30
77.125.122.48 |[israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw arman. idf.il/sip storage/files/4 |B ock 30
72.9.148.10  |[United Sates [147.237.76.86 [navy.idf. il muazsg' e e e/ navy. aspx. aspx Bl ock 30
31.210.186. 211 |israel 147.237.72. 166 |aka. i df . i | m;i(:_”itdefd_ iﬁ’}?ﬁ)“gﬂpzzc:e:ﬁlﬁg_cgﬁ; on B ock 30
66. 249. 67.6 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 30
77.125.107. 216 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 30
31.168.218. 159 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 30
79. 180. 39. 92 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 30
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
66.249. 64.200 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 64. 200 B ock 15
157.55.39. 115 |Uhited Sates |147.237.76.30 |hi nush.idf. il muér:o;;:h?it?i ﬁ?.cielslscctjr?sol of corel doc. g/l | B ock 15
2.54.132. 98 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 15
66.249.64.23  |Israel 147. 237.72. 166 |aka. i df . i | O stributed Lhaut hori zed UL Access on Bl ock 15

147.237. 72. 166/ gi yus/ f or und asp/ showf or um asp

. . Uhaut hori zed URL Access to
109. 67.141. 8 | srael 147.237.77. 216 |dover.i df .i | Wi cf i1/ resourcel userfol | on esour cel cr eat ef B ock 15

. . O stributed Whaut hori zed URL Access on
85. 65. 224. 80 | srael 147.237.72. 166 |aka. i df . i | voww aka, i o . i 1/ aj ax/ updat est at us. php B ock 15

Mil tiple Ful lw dth/Hal fwidth Lhi code Encodi ng on

37.142.64.132 |lIsrael 147.237.72. 166 |aka. i df . i | URL/ Par amet er (+) from 37. 142, 64. 132 B ock 15

5. 29. 234. 66 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 15
. . DO stributed WLhaut hori zed URL Access on

84. 94. 40. 115 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 15

176. 12. 136. 206 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css |B ock 15
. . Uhaut hori zed URL Access to
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