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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 1092
66. 249. 64. 133 Lhited Sates 147.237.77.234 hal ag.idf .il TCP handshake viol ation, first packet not syn |drop 547
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 523
66. 249. 78. 197 Lhited Sates 147.237.77.176 nat pash. i df . il | TGP handshake viol ati on, first packet not syn drop 405
66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 199
41. 232. 215. 245 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 110
46.117. 24. 95 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 55
84.108. 213. 122 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 34
79.181.19. 79 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
149. 78. 167. 16 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
46. 19. 85. 246 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 19
5.102. 197. 149 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
81. 218. 235. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
5.29.222.70 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 12
79.181.19. 79 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 11
82. 80. 48. 80 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
2.54.34.39 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 9
91.228.127.198 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
173.84.92. 52 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 9
85. 250. 178. 200 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
79.176. 59. 96 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
149. 78. 92. 155 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
149. 78. 228. 116 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
85. 65. 51. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
185. 26. 180. 115 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 6
66. 249. 78. 173 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
46.120. 130. 163 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
103. 195. 0. 242 147.237.77.216 dover.idf.il SYNHood full table drop 6
109. 65. 166. 201 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46. 19. 86. 94 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 6
176. 106. 226. 86 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
2.54.49. 150 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
77.125.5. 244 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
80. 246. 137. 188 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 88 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
87.68. 27. 31 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 85. 246 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
23.96. 208. 137 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
212.76.103.7 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.36.61 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
46.19. 86. 149 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
95. 86. 117. 40 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
149. 78. 12. 141 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212.235. 67. 47 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
46.19. 86. 109 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
66. 249. 75. 60 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 5
84.94.167. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.117. 196. 140 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
81. 218. 235. 10 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5

5. 28. 186. 155 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
200. 161. 101. 215 Brazil 147. 237.72. 156 anan.idf.il [13444: HTTP. What Wb User-Agent Header B ock 2
200. 161. 101. 215 Brazil 147. 237. 72. 156 aman.idf.il |C003: HITP: phpM/Adnin access B ock 1
200. 161. 101. 215 Brazil 147.237.72. 156 aman.idf.il Q015: HITP. Suspicious Or Access B ock 1
200. 161. 101. 215 Brazil 147. 237.72. 156 anan.idf.il [Cl000158: HITR(S): Hacked in the Payl oad B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address |Attacker Qountry |Ste |Signature

66. 249. 67. 27 147.237.77.170 [lhited Sates nearachot.idf.il  |ET SCAN NVAP -sA (2) 24
41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 6
200. 161. 101. 215 |147.237. 72. 156 |Brazil anan. i df i SERVER- WVEBAPP backup access 3
195.34.150. 18 [147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
192.198. 151. 45 |147.237.72. 167 |Europe ishurimaka idf.il |ET SCAN NVAP -sA (2) 2
66.249.93.224  |147.237.77.233 [lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
200. 161. 101. 215 |147.237. 72. 156 |Brazil aman.idf.il SRVER |1 S iisadnin access 1
200. 161. 101. 215 |147.237. 72. 156 |Brazil amen. i df. i GL BEXPLAT formmai | access 1
143.231. 249. 141 |147.237.77.216 |Wited Sates dover.idf.il portscan: TCP D stributed Portscan 1
84.94.180.214  |147.237.77.216 |[lIsrael dover.idf.il portscan: TCP DO stributed Portscan 1
222.186.30.202 |147.237.76.198 [China e.yohalan.idf.il [ET SCAN Potential SSH Scan 1
213.57.42.186  |147.237.72.156 [lIsrael anan. i df .| portscan: TCP D stributed Portscan 1
52.5.152. 3 147.237.77. 216 |lhited Sates dover.idf.il portscan: TCP DO stributed Portscan 1
200. 161. 101. 215 [147.237.72.156 |Brazil aman.idf.il Tehila - Perl LWP wth fake user agent 1
46.120.25.146  [147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 135 147.237.72. 156 |l srael aman. i df . i | portscan: TCP D stributed Portscan 1
200. 161. 101. 215 |147.237. 72. 156 |Brazil aman. i df .i | GPL VB SERVER i i sadnmin access 1
2.54.130. 34 147.237.77. 216 [l srael dover.idf.il portscan: TCP D stributed Portscan 1
169. 57. 5. 20 147.237.76. 197 |Nether| ands e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.108.76.180  |147.237.72.166 [lIsrael akaidf.il portscan: TCP Distributed Portscan 1
222.186.30.202 |147.237.76.148 |China gqcenter. aka.idf.il |ET SCAN Potential SSH Scan 1
66.249.64.195  [147.237.72.166 |Wited Sates akaidf.il VEB-G3 redirect access 1
200. 161. 101. 215 |147.237. 72. 156 |Brazil anan. i df . i Tehi | a def acenent attenpt (-Hacked By- sent to Veb Server) 1
46.183.219.66  [147.237.8.27 |Latvia e.madimatal .idf.il [ET SCAN NVAP -sS w ndow 1024 1
200. 161. 101. 215 [147.237.72.156 |Brazil aman.idf.il SERVER- WEBAPP cgi wap access 1
46.19. 86. 27 147.237.77. 216 [lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |[Target Address ‘Ste ‘Signature
200. 161. 101. 215|Brazil 147.237.72. 156 |anan.idf .il|dr op Frst packet isn't SN drop 2026
200. 161. 101. 215|Brazi | 147.237.72. 156 |anan.idf.il|dr op drop 1267
37.26.149.194 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 671
200. 161. 101. 215|Brazil 147.237.72. 156 |anan.idf.i1|Bad TCP sequence Invalid ACK nunber noni t or 602
5.28.139. 186 | srael 147.237.77. 216 |dover.i df . i |dr op Frst packet isn't SYN drop 556
46. 19. 85. 55 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 481
200. 161. 101. 215|@r azil 147.237.72. 156 |anan. i df .i1|Bad TOP sequence :Z;;e”ansm't with different wndow | onior 431
168. 235. 196.45 |lLhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 310
46.121. 110. 157 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 308
200. 161. 101. 215|Brazil 147.237.72. 156 |anan.idf.i1|Bad TCP sequence Invalid ACK nunber aert 254
Sreamng Engi ne: TGP SYN -
200. 161. 101. 215|Brazil 147.237. 72,156 fanan idf i1 0 o edgFét ?ansni <sion ;‘tk:m:weeige‘é‘?dgbﬁfggiigsz]“ﬁpgcg e |droP 241
24.238.29.106 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 175
2.52.161. 128 | srael 147.237.77. 216 |dover.i df . i |dr op Frst packet isn't SYN drop 166
66. 87.123. 3 Lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 139
94.228.34.248 |United K ngdom 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 129
200. 161. 101. 215|@razil 147.237.72. 156 |anan. i of .i1|dr op gﬁxginge?ﬂ SN packet - RSTor 4 op 123
5.82.138.21 Saudi Arabia 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 113
54.244.22.103 |Whited Sates 147.237.77.233|atal .idf.il|dr op First packet isn't SN drop 99
37.26.146. 144  |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 96
54.187.55.213 |lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 93
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 85
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 69
41. 44. 60. 139 Egypt 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 68
200. 161. 101. 215|Brazil 147.237.72. 156 |anan.idf.i1|Bad TCP sequence noni t or 62
5.29.157. 152 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 62
194. 90. 189. 138 |l srael 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 60
222.166.55. 177 |Hong Kong 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 55
79.176.108. 136 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 55
109. 160. 140. 213|l srael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 55
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 54
46. 19. 86. 189 I srael 147.237.72. 166 |aka idf.il |Bad TCP sequence Invalid ACK nunber monitor |54
83. 244. 5. 194 _';erfls: L?;f"”&cupi o [147- 237, 77. 216 |dover i df i |dr op First packet isn't SWN drop 49
2.54.34.39 | srael 147.237.77. 216 |dover.i df . i |dr op Frst packet isn't SYN drop 49
52. 16. 5. 197 Lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 48
81.218.136.253 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 47
176.13.17.118 |[Israel 147.237.77. 216 |dover.i df . i |dr op Frst packet isn't SYN drop 46
100. 100. 101. 179 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SYN drop 46
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 44
24.126.177.47 |Whited Sates 147.237.77. 216 |dover.i df . i |dr op Frst packet isn't SYN drop 44
46. 19. 86. 143 I srael 147.237.72. 166 |aka idf.il |[Bad TCP sequence Invalid ACK nunber monitor |44
176. 13. 15. 102 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 44
54.72.0.55 Irel and 147.237.77. 216 |dover.i df . i |dr op Frst packet isn't SYN drop 44
37.217.249.7 Saudi Arabia 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 41
149. 78. 167. 16 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 40
176.228.136. 12 |Israel 147.237.77. 216 |dover. i df . i |dr op Frst packet isn't SYN drop 40
173.192.79.101 |Whited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 39
173.17.126.199 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 38
190. 164. 230. 234|Chil e 147.237.77. 216 |dover. i df . i |dr op Frst packet isn't SYN drop 38
54. 244, 22. 103 Lhited Sates 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SYN drop 38
109. 65. 161. 165 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 36
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Oount
200. 161. 101. 215|Brazil 147.237.72. 156 |aman. i df . i | Mil tipl e Unaut hori zed URL Access from 200. 161. 101. 215 Bl ock 22332
81.218.179. 164 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 764
66. 249. 64. 60 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 330
66. 249. 64. 55 | srael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 270
87. 68. 156. 73 I srael 147.237.72. 166 |aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 210
66. 249. 64. 50 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 195
176. 106. 227. 136 |l srael 147.237.72.166|aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 195
176. 106. 227. 124/l sr ael 147.237.72. 166 |aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 180
93.173.228.70 |Israel 147.237. 72. 166 |aka. i df . i | m;l'(:“lt;d H}Zﬁ;‘;ﬂpﬁi‘:eﬁtﬁ‘;?zﬁ; on Bl ock 135
93.173.228.70 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt Bl ock 128
80.246.136.59 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 120
89.138. 219. 246 [lIsrael 147.237.72. 167 i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 120
176.12.138.21 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 120
109. 64. 131. 131 |l srael 147.237.72. 166 [aka. i df . i | O stributed PHP At tenpt B ock 120
176.12.138.196 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 120
109. 64. 131. 131 [Israel 147. 237. 72. 166 |aka. i df . i | m ;L:luit;d. iﬂagj?tai?rljpzzfe?;ﬁﬁfzﬁ; on B ock 117
109. 160. 171. 147|I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 105
93.172.178. 236 |[lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from93.172.178.236 |B ock 105
46. 19. 86. 189 I srael 147.237.72. 166 |aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 105
2.54.47. 241 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 90
213.151.39.41 |lsrael 147.237.72.166|aka. i df . i | Dstributed PHP At enpt B ock 90
212.76.124.63 | srael 147.237.72. 166 |aka. i df . i | m;gﬂt;‘j‘ iﬂijﬁ;)‘gijpﬁi‘:e?;tﬁ?ﬁ; on Bl ock 90
213.151.39. 41 [Israel 147.237.72. 166 |aka. i df . i | pstr buted iﬁ'}ﬁ‘;ﬁjpﬁi‘:e@tﬁgfﬁﬁg on Bl ock 90
212.76.124.63 |Israel 147.237.72. 166 |aka. i df . i | Ostributed PHP Attenpt B ock 84
95. 86. 116. 21 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 75
87.69. 255. 105 |l srael 147.237.72.167|i shuri maka. i df . i{D stributed Too Many of the Sane Response Code (404) B ock 75
85. 65. 52. 58 I srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 75
2.54.42.136 I srael 147.237.77.243|nobi l e.i df . i | Dstributed Suspicious Response Code B ock 60
149. 78.108. 136 |l srael 147.237.72. 166 |aka. i df . i | m;:(:.“it;d. iﬁ*}?;?ﬂpﬁ:;iﬁ?gﬁ; on B ock 60
77.127.149.6 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 60
66.249. 64.195 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 64. 195 B ock 60
79.177.146. 197 |lsrael 147.237.72.166|aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 60
176.13.12. 161 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 60
37.142.143.198 [Israel 147.237.72. 167 i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 60
79.183.211.200 |lsrael 147.237.72.166|aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 60
185.32.179.90 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 60
149. 78.108. 136 |l srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 60
84.108. 102. 161 |l srael 147.237.72.166|aka. i df . i | Ostributed PHP Attenpt B ock 45
79.179. 35. 32 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 45
79.181.54.3 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 45
84.108. 102. 161 |Israel 147. 237. 72. 166 |aka. i df . i | m ;L:luit;cf iﬂagj?tai‘;:pzzfe?;‘t ﬁ‘;fz;; on B ock 45
94.159. 205. 152 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip_storagelfiles/ 6/ B ock 45
79.181. 54. 3 I srael 147. 237. 72. 166 |aka. i df . i | m;:(:.“it;d. iﬁ*}?;?ﬂpﬁ:;iﬁ?gﬁ; on B ock 45
109. 64. 54. 83 I srael 147.237.0.34 |tikshuv.idf.il Ostributed PHP At tenpt B ock 45
37.142.68.123 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 45
66.249. 64. 137  |Israel 147.237.72.166|aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 45
79.181.167.6 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 45
109. 64. 54. 83 I srael 147.237.0.34 |tikshuv.idf.il Unhaut hori zed LRL Access to waw tikshuv. i df.il/aj ax/ updat est at us. php [Bl ock 45
31.154.91.119 |Israel 147.237.72.166|aka. i df . i | D stributed Too Many of the Sane Response Code (404) B ock 45
176.13.14. 103  |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 45
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