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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 1416
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 545
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 308
66. 249. 69. 34 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df . i | [TGP handshake viol ation, first packet not syn|drop 243
66. 249. 67. 20 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn|drop 159
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 67
5.29. 161. 162 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 42
46. 19. 85. 45 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 33
84.108. 246. 120 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 32
84.108. 74. 169 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
132. 65. 251. 130 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
93.172.186. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 26
212.235. 116. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
2.54.149. 22 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 22
80. 246. 139. 158 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-SSL-renegotiation-di dest - r eset 22
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 19
2.52.159. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
46.19.85. 7 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
66. 249. 67. 202 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 13
85. 130. 219. 89 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
176. 13. 4. 230 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
194. 90. 83. 233 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
79.179. 210. 72 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
79.178. 61. 248 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
66. 249. 69. 77 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn|drop 6
217.194.199. 124 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il B ock Udp Al Nets drop 6
46.19.85. 7 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 6
132. 65. 251. 130 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
2.52.47.19 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
212.235.113. 234 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
31.168.171. 81 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
176. 13. 18. 155 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
66. 249. 75. 60 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 5
46.19. 85. 133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176. 13. 9. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
78.160. 189. 5 Tur key 147.237. 72. 166 aka.idf.il HTTP- M SC- Acunet i x- Ur | dest - r eset 4
213.57.46. 8 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 4
109. 64. 213. 89 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 64. 213. 89 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 4
46. 19. 85. 234 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4

5. 102. 214. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 85 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 4
87. 68. 156. 235 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
212.76.107. 109 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 234 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 4
149. 78. 224. 228 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
37.26. 146. 219 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
212.235.113. 234 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
66. 102. 8. 237 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
80.179. 19. 55 I srael 147.237.76. 31 nakchal .idf.il |CL000004: HITP. options nethod (M crosoft) B ock 2
81.110. 84. 149 Uhi ted Ki ngdom 147.237.77.74 lawidf.il C1000106: HITP. maj estic bot Bl ock 1
216.221. 146. 186 Lhited Sates 147.237.77. 216 dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
78.160. 189. 5 Tur key 147. 237. 72. 166 aka.idf.il 10767: HITP. Acunetix Security Scanner B ock 1




10-29-2015-15:04:05 to 10-29-2015-16:04:05

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature \Count |
66. 249. 69. 84 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 3
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
185. 32. 179. 117 147.237.72.166 |Israel aka.idf.il portscan: TCP DO stributed Portscan 1
163.53. 247. 3 147.237. 8. 14 Macau e.orchot.idf.il ET SCAN Potential SSH Scan 1
128.199. 95. 16 147.237.72.166 |9 ngapore aka. idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
84. 229. 30. 152 147.237.72.166 |[Israel aka.idf.il portscan: TQP Distributed Portscan 1
66. 249. 64. 60 147.237.72.166 |United Sates aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 251 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
210. 211. 99. 242 147.237.0. 16 M et nam ny- kosher -kravi . i df . il ET SCAN Potential SSH Scan 1
176.12. 145. 121 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
149. 78. 116. 239 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
109. 64. 35. 205 147.237.72.166 |Israel aka.idf.il portscan: TCP DO stributed Portscan 1
84.108. 97. 119 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
66. 249. 67. 27 147.237.77.170 |Wnited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 1
66. 249. 64. 55 147.237.72.166 |Wited Sates aka.idf.il portscan: TCP DO stributed Portscan 1
2.54.59. 25 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
199. 101. 186. 159  |147.237.76.200 |Wited Sates eitan aka. idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 7092
204.93.58.133 |lhited States [147.237.72.166|aka idf.il |[drop First packet isn't SYN drop 552
213.57.46.8 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 254
92. 62.170. 95 Lebanon 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 224
197. 135. 255. 191 |Egypt 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 214
92.62.170.94 Lebanon 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 202
190. 24. 146. 71  |Col onbi a 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 165
85.17. 24. 66 Net her | ands 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 165
92. 62.170. 83 Lebanon 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 160
110. 168. 33. 117 |Thail and 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 130
149.78.154. 69 |Israel 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 84
46. 19. 85. 45 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 78
79.183.11.174 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 74
46.19.85.7 | srael 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 72
64.233.172.171 |Lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 71
64.233.172.155 |Wiited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 66
192. 38. 10. 38 Denmar k 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 60
46. 19. 85. 226 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 54
31.154. 169. 41 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 53
212.179.28.215 |lsrael 147.237. 77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 52
52. 16. 5. 197 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 50
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 49
2.52.159. 37 | srael 147.237. 77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 48
100. 100. 51. 107 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SYN drop 45
94. 159. 228. 136 |l srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 45
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 44
46.19.85.222  |Israel 147237, 72. 166 |aka i ot 11 [} 2 NG Engine: TCP Invalid Invalid segnent retransmssion. Packet |, 42
Ret r ansni ssi on dr opped.
54.72.0.55 Irel and 147.237. 77. 216 |dover.i of .i|dr op Frst packet isn't SWN drop 41
64.233.172.163 |Lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 41
100. 100. 3. 186 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SYN drop 39
54.244.22.103 |Wited Sates [147.237.72.166|aka.idf.il |dr op First packet isn't SN drop 38
109. 64.213.89 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 38
84.228.70.123 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 37
46.19. 85. 162 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 37
156. 184. 112. 136 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 36
31.168.171.81 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 35
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 34
93.172.186. 124 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 33
2.54.149. 22 | srael 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 32
46.19. 86. 123 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 31
79.181.108. 212 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 30
50.87.144.145 |lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 29
84.108. 246. 120 |l srael 147.237. 77. 216 |dover.i of .i|dr op Frst packet isn't SN drop 28
68.180.228. 112 |Lhited States |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 28
5.29.161. 162 | srael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 26
79.181.137. 114 |Israel 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 26
97.78.183. 46 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 26
213.57.88.74 | srael 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 26
151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 25
176. 13. 4. 230 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 24
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
37.26.149.243 |israel 147.237.77. 243 |nobi | e. i df . i | E;Zrie?tgredpzrsﬁtder Type Mool ation on nobile.idf.il/sachar/login B ock 195
139.193.132.90 [Indonesia  |147.237. 77. 170 |nmar achot . i df . i | 'Iglgt_i f!é)g.lllég.gglo Byte Qe Character in Feader Vel ue from Bl ock 125
139.193.132.90 [Indonesia  |147.237.77.74 |lawidf.il 'ﬂ;.' f:ag.lllé(zegaglo Byte (ode Character in Header Vel ve from B ock 121
46.19. 85. 133 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 90
176. 13. 4. 230 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock 75
213. 8. 90. 204 I 'srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v mag. i df . il/aj ax/ updat est at us. php Bl ock 60
93.172.186.124 [Israel 147.237.0.19 |[nmadimatal .idf.il |Wauthorized URL Access to madimatal.idf.il/ajax/updat est at us. php B ock 60
46. 19. 85. 156 I srael 147.237.77.243|nobi | e.i df . i | D stributed Lhaut hori zed LRL Access on nobil e.idf.il/sachar/index B ock 60
149. 88. 136. 175 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock 60
149. 88. 136. 175 |Israel 147.237.72. 166 |aka. i df . i | m;(:_“itjﬁ iﬁ'}a;tar:;:pzzfeﬁtﬁfzﬁs on B ock 60
213. 8. 90. 204 | srael 147.237.77.74 |lawidf.il PHP At enpt Bl ock 60
93.172.186. 124 |[Israel 147.237.0.19 |nadimatal .idf.il |PHP Attenpt B ock 60
54.244.22.103 |[nited Sates [147.237.76. 147 [chi nuch. aka. i df . i [|Di stributed Suspi ci ous Response Code_Qust om Tenporary B ock 45
176.13.18.114 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Wnhaut hori zed LRL Access on nobil e.idf.il/sachar/index Bl ock 45
176. 13. 3. 106 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 45
64.41.200.104 |Wnited Sates [147.237.72. 166 |aka. i df . i | ?"ggggﬂigﬁeﬂig_?ﬁi ?”ISEE”;’mM' 41.200.104 (Protocol violationfy, o 45
176.13. 5. 47 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 45
66.249.64.195 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 195 B ock 30
72.9.148.10  |Uited Sates [147.237.76.86 |navy.idf.il muagsry' e e o e/ navy. aspx. asp Bl ock 30
79.178. 175. 207 |israel 147.237.72. 166 |aka. i df . i | m;:(:“it;d. iwa;taierljpi?e?;tﬁ?ﬁ: on Bl ock 30
213.8.91.133 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 30
93.172.186. 124 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock 30
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 64. 190 B ock 30
193. 169. 70. 108 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 30
66.249.93.208 |[lIsrael 147.237.76.200|eitan. aka.idf .i|l [Dstributed Too Many of the Sane Response Code (404) B ock 30
93.172.186. 124 |israel 147.237.72. 166 |aka. i df . i | m;(:_“itjﬁ iﬁ'}a;tar:;:pzzfeﬁtﬁfzﬁs on B ock 30
66.249.93.212 |Israel 147.237.76.200|eitan. aka.idf .i|l [Dstributed Too Many of the Sane Response Code (404) Bl ock 30
46.19.86.170  |israel 147.237.76.42 |refuah.idf.il maf:: o ;y;e. i\Adfo_' o /' fgg:};?;?;ﬁ:;fcem der 13t xt Last Nane in Bl ock 30
81.218.163.76 | srael 147.237.72. 166 |aka. i df . i | m”;:aoriidzfe'?l f:‘pf;cgf;g;‘;i | es/ 2/ 61192, pdf A Bl ock 30
37.142.195. 200 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for wwu aka. i df.il/mai n/ sachar/ mas. aspx B ock 30
66.249. 64.200 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 200 B ock 30
81.218.241.26 |lsrael 147.237.77. 216 |dover.i df . il Mil tipl e Unaut horized LRL Access from 81.218.241. 26 B ock 30
79.178.175. 207 |Israel 147.237.72. 166 |aka. i df . i | O stributed PHP Attenpt B ock 30
66.249.78.173 [Israel 147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/international -training B ock 15
128.199. 95.16 |9 ngapore 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72.166/127. zi p B ock 15
199.203.215.1 |[lIsrael 147.237.72. 156 |anman. i df . i | Suspi ci ous Response Code B ock 15
2.54.130. 185 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 15
79.182.219.59 |lsrael 147.237.72. 156 |anan. i df . i | SSL Unhtraceabl e Connection - (pen Mde None 15
66.249.64.18 | srael 147. 237. 72. 166 |aka. i df . i | i;t rzisl;‘.’tf; l%;e/‘“rg;or:/i ;e;us"%exfgisazgx Bl ock 15
176.12.151.18 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Uhaut hori zed LRL Access on nobil e.idf.il/sachar/index B ock 15
149.78.10.14  [Israel 147.237.77.233atal . i df .il o ed Lo hor zed W .Agscs)s(s on B ock 15
37.26.149.149 [israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 15
109. 66. 143. 74 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 15
66.249. 64.233 | srael 147.237.0.15 |kosher-kravi .idf.i tﬂ:ﬁ;ﬁokrr'afﬁfji ?i f'ﬁcfrf;latfés/ shar ed user cont ol header upper Bl ock 15
212. 143. 138. 230|i srael 147.237.77.74 |lawidf.il mult variiéffji I%Og;e:fcéroe/ doc._myr/ doc.nur. asp B ock 15
66. 249. 64.190 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
81.218.241.26 |[Israel 147.237.77.216|dover.idf .il Unaut hori zed URL Access to i df.il/images/ shared/ nail this. gif B ock 15
64.41.200. 104 |United Sates [147.237.77. 243 |nobi l e.i df .i | %giﬁ%ﬁgegig_ﬁmrfmm 41.200.104 (Protocol violationfy, 15
157.55.39. 148 |Uited Sates [147.237.72.166|aka.idf .il Unknown Paraneter docid in aka.idf.il/ituriniasp/ displ ayonesol dier.asp [None 15
66.249.79.119 | srael 147.237.77. 243 |nobi | e. i df . i | :;;”lt : ?réfz‘f? , g;‘eggrcﬁim e/ 1 st chi | ddocunent §/ 1777 Bl ock 15
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