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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 67. 20 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 7628
66. 249. 67. 34 Lhited Sates 147.237.77.170 naarachot .idf.il |TGP handshake violation, first packet not syn |drop 6570
66. 249. 67. 210 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 5947
66. 249. 67. 194 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 3441
66. 249. 93. 196 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1835
46.19. 85. 21 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1647
208. 115.111. 73 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1501
66. 249. 93. 192 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1242
79.181.114. 103 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 999
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 836
194. 90. 239. 2 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 747
66. 249. 67. 27 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCP handshake viol ation, first packet not syn |drop 711
52.23.199. 183 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 657
46. 19. 86. 129 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 566
80. 246. 133. 50 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 549
46.19. 86. 145 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 543
213.57.118. 66 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 478
52. 29. 83. 65 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 451
66. 249. 69. 128 Lhited Sates 147.237.77. 234 hal ag.idf.il TCP handshake viol ation, first packet not syn |drop 374
194. 90. 178. 37 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 305
109. 186. 13. 168 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 264
72.9.148. 10 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 240
176.12.139. 12 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 182
46.19. 86. 239 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 169
31.168. 3. 114 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 158
46. 19. 85. 160 | srael 147.237.72. 167 i shurimaka. i df.il|Anonmal y-SS.-renegotiation-Ai dest - r eset 154
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 150
176. 13. 0. 253 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 127
77.127.55. 231 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 124
37.26. 149. 240 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 95
82.102. 169. 113 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 75
80. 246. 136. 157 | srael 147.237.72. 167 i shurimaka.idf.il|Anomal y-SS.-renegotiation-Ai dest - r eset 68
2.54.153. 116 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 59
2.54.150. 146 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 46
46. 116. 203. 237 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 40
79.180. 131. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
62. 90. 162. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 31
212.199. 106. 194 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
94. 230. 86. 142 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 29
185. 32.179. 78 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 26
31.210. 187. 166 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 26
46.19. 86. 158 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
84.109. 100. 242 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
213.57. 83. 186 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 25
5.22.129.193 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
212.150. 82. 67 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 25
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 24
2.52.191. 106 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
194. 90. 178. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
84.109. 213. 53 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 20
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnalure |Devi ce Action |Count
46.121. 120. 109 I srael 147.237.76. 31 nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 4
79.180. 54. 197 I srael 147.237.72.166 |aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
195. 160. 240. 11 | srael 147.237.77.170 |maarachot.idf.il C1000004: HTTP:. options nethod (M crosoft) Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Gountry \Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
2.54.164. 108 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 66. 18. 56 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 64. 191. 13 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
81.218. 116. 129 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.162. 116. 98 147.237.77. 170 Sweden maar achot . i df . il ET SCAN NVAP -sS w ndow 1024 1
46.19. 86. 74 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
31. 168. 14. 94 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
176.13.7. 80 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
94. 159. 177. 90 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
84. 228. 123. 247 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
69. 64. 46. 86 147.237.0. 19 Lhited Sates nedi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 169 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Country

Target Address ‘ Ste

‘Signature

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Pr oxy

77.127.61.1 | srael 147.237.76. 200 |ei tan. aka. i df . i Ret r ansni ssi on Packet dr opped. drop 699
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 360
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 133
2.54.129.150 | srael 147, 237, 76. 200 e tan. aka i of .| @M NG Bngine: TP Invalid finvalid segnent retransmssi on. drop 123
Ret r ansni ssi on Packet dr opped.
194. 90. 239. 2 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 103
84.109. 100. 242 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 76
46. 19. 86. 230 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 73
109. 64. 17. 212 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 66
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 60
37.26.146.198 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 58
176. 228. 198. 126l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 57
61.16.189.178 India 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 56
220.238.32.14 |Australia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 53
46. 19. 86. 32 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 53
109. 64. 216. 62 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 51
46. 19. 86. 147 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 49
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 47
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 47
82.166.22.111 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 46
46. 19. 86. 251 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 44
46. 120. 173. 112 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 43
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 43
66.249.93.192 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 42
46.116.120. 4 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 41
37.26.147.197 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 40
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 40
109. 65. 215. 92 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 39
81.218.251. 250 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 38
212. 150. 245. 250|I srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 38
46. 19. 85. 202 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 37
46. 116. 203. 237 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 37
46. 19. 86. 239 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 36
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 35
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 35
46. 19. 86. 129 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 34
79.178.221. 207 | srael 147.237.72. 166 |aka a1 | €AM NG Engine: TCP Invalid  finvalid segnent retransmissi on. drop 33
Ret r ansni ssi on Packet dr opped.
46.19.85.21 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 33
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 33
195. 95. 183. 254 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 33
37.142.136.48 |israel 147.237.72.166 |akaidf.il  |Bad TCP sequence mﬁﬁsg reans”“ wthdifferent Joonitor |33
5.29.241. 241 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 31
66.249.78.159 |United Sares  [147. 237. 77, 216 |dover. it i1 || C2M NG Engine: TP Invalid - finvalid segnent retransnission drop 30
Ret r ansnmi ssi on Packet dr opped.
46.19. 86. 31 I'sr ael 147.237.72. 166 |aka a1 | €AM NG Engine: TCP Invalid  finvalid segnent retransnissi on. drop 30
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 119 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 29
78.167. 205. 37  |Turkey 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 29
2.54. 150. 146 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 29
64.233.172.171 |lLhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 28
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 28
192. 115.67. 2 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 28
65.49.14. 164  |[ANONYMOUS 147 237, 72 166|akaidch.il  [drop drop 26
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count

77.127.61.1 | srael 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) Bl ock 1935
62.219. 139. 130 |I srael 147.237.72. 166 |aka. i df . i | D stributed PHP Attenpt B ock 105
62. 219. 139, 130 | srael 147.237.72. 166 |aka. i df . i | m;g"it;é ilf}a;t;(;rljpzﬁe:?;tﬁ‘;_czﬁ; on B ock 105
46. 121. 120. 109 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 90
46.121. 120. 109 |I srael 147.237.76.31 |nakchal .idf.il Ml ti pl e Unaut horized URL Access from 46, 121. 120. 109 B ock 75
87.68.249. 119 |israel 147. 237.72. 166 |aka. i df . i | Dstr buted itf}a;t;‘(‘/’ﬂpzj:egtﬁfzﬁ; on Bock |60
185. 45. 192. 227 |Net her | ands 147.237.77.74 [lawidf.il Lhaut hori zed LRL Access to waw |l awidf.il/__ Bl ock 60
87.68.249. 119 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 60
80.179. 92. 156 |l srael 147.237.72. 167 )i shuri maka. i df . i[O stributed PHP At enpt Bl ock 45
185. 45. 192. 227 |Net her | ands 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to wwidf.il/ Bl ock 45
2.52.36. 142 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for www aka. i df .il/nain/ gi yus/ B ock 30
62.219.161.81 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 30
46.120.18.45 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed PHP Attenpt B ock 30
72.9.148.10  |wited Sates [147.237.76.86 |navy.idf. il m“tngs;' e R e navy. aspx. asp Hock  [30
46.120.18.45 |israel 147. 237.72. 166 |aka. i df . i | m;:(:’it;d. iwa;tarEerzz?eﬁtﬁE?S;; on B ock 30
85. 250. 106. 172 [l srael 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 30
79. 181. 205. 239 |l srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unaut hori zed URL Access from 79. 181. 205. 239 Bl ock 30
95. 86. 93. 60 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 95. 86. 93. 60 B ock 30
79.181. 205. 239 |israel 147. 237.77. 243 |nobi | e. i df . i | :m?;ﬂtg(?rc;fz.??/g;_eggrcyisemZiesllistchiI sdocurent &/ 1403 Bock |30
66.249.75.16  |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ sip_storage/fil es/ 6/ 3176. pdf |B ock 15
2.54.189. 55 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 15

il Unknown Par anet er anp; ut m medi umin
: wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
Unaut hori zed URL Access to

95. 86. 93. 60 I srael 147.237.72. 166 [aka. i df . i | wwv aka. i df . i |/ mai n/ gi yus/ &a=u&ved=0cagqf j aaahukew cunvésef i ahwct x |Bl ock 15
gkhcxgddi &usg=af gj cnhcvyyg7wlcq- yhd5_ammzoyodt wa
Unaut hori zed URL Access to

185. 46. 212. 70 |Snitzerl and 147.237.72. 166 |aka. i df . None 15

66. 249. 64. 137 [l srael 147.237.72. 166 [aka. i df . i | 147.237.72. 166/ si p st orage/ i | es/ 5/ 71475. pof B ock 15
84.111.114.52 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/mai n/ sacha Bl ock 15
46.121. 120. 109 |1 srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to v nakhal .idf.il/sip storage/files/ 8 B ock 15
46.19.85.206 |[lsrael 147.237.76.42 |refuah.idf.il Distributed Ml fornmed LRL B ock 15
207.46.13.44 |Wited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to waw nakhal .idf.il/page. asp Bl ock 15
68.180. 230. 244 |Lhited Sates [147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 15
66. 249. 67. 204 |[lIsrael 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to 147.237.77. 74/ tenpl ates/ getfil e/ getfile. aspx B ock 15
178. 211. 22. 210 gz:::t”l . 147.237.77. 216 |dover . i df . i | mﬁod‘?’fimgzie:nlﬁit’e&;:&d o in LR B ock 15
79.183.97.55 |[Israel 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 15
66.249. 75. 120 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 4/ 2154. doc |B ock 15
5.29.213.220 |[Israel 147. 237. 72. 166 |aka. i df . i | m;i(;ﬂt;d.iwiﬁ w;;zﬁgr /'\f;;(’;spfxor Known LRL on B ock 15
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8956- he/ r ef uah. aspx  [B ock 15
109. 66. 143. 74 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 15
66.249. 64. 143 | srael 147.237.72. 166 |aka. i df . i | i;t r2i3t7"_’t7ezc_’ 1?6"’/‘“;;0;; ;ie;usL?g_eﬁngT.sazgx Bock |15
84.228. 165. 179 |I srael 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 15
59.60.115.59 |China 147.237.77. 216 |dover.i df . i | PHP Attenpt Bl ock 15
46.19.85.206 |Israel 147.237.76.42 |refuah.idf.il D stributed Unknown HTTP Request Met hod B ock 15
207.46.13.77 |lthited Sates |[147.237.77.74 |lawidf.il Unaut hori zed URL Access to v nag. i df . i |/ 993/ pat zar . aspx B ock 15
66. 249. 69. 8 | srael 147.237.76. 147 |chi nuch. aka. i df . i|D stributed Waut hori zed UR. Access on waw chi nuch. aka. i df.il/404. htm |B ock 15
2.52.184.254 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 15
66.249.64.13 |Israel 147. 237.72. 166 |aka. i df . i | e et for ;e;uﬁeﬁgf:lffa‘s’gx Bock |15
94. 197. 120. 100 LKJiqir:;gom 147.237.72. 156 |aman. i df . i | Mil tipl e Untraceabl e SSL Sessions from94.197. 120. 100 (Qpen Mde) None 15
192.115.67.2 |israel 147.237.77. 216 |dover . i df . i | (sg_SLuj tégf"e\ib/'kgpﬁngic;li &_J&Eﬂc&?\l&; on None 15
66.249. 78.159 |Israel 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249, 78. 159 B ock 15
37.26.146. 153 |[lIsrael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/894-he Bl ock 15
149.78. 22. 242 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i1/ mai n/ sachar/ undefi ned Bl ock 15
66. 249. 64. 200 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to ww aka.idf.il/val tam Bl ock 15
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