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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 67. 20 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 11752
66. 249. 67. 34 Lhited Sates 147.237.77.170 naarachot .idf.il |TGP handshake violation, first packet not syn |drop 10012
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1571
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 1263
66. 249. 69. 85 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake vi ol ation, first packet not syn |drop 762
66. 249. 64. 200 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 615
66. 249. 67. 27 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 396
37.26. 146. 214 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 288
195. 93. 246. 159 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 240
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 80
109. 64. 26. 204 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 73
84.229.198. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 36
109. 66. 167. 169 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
109. 64. 100. 60 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 33
79.181. 15. 242 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
46.19. 85. 232 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 30
192. 114. 91. 231 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 29
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 28
46. 120. 219. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
212.76.122. 227 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 23
80. 246. 137. 53 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
80. 246. 139. 123 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 20
46.19. 86. 210 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 20
80. 246. 139. 149 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
2.54.185. 83 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 19
2.54.17. 207 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 18
2.54.139. 25 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
2.54.57. 65 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 17
66. 249. 67. 210 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 16
100. 100. 64. 207 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 16
2.54.135. 30 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
82.81.11.187 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 15
192. 114. 23. 208 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 13
46.19. 85. 111 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
10.0.0.4 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 11
2.54.59. 47 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
80. 246. 137. 53 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 11
46.19. 86. 190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 10
46. 19. 85. 82 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
212.150. 189. 2 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 10
46.19. 86. 111 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
2.54.163. 211 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
132.65.125.111 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
37.26. 146. 140 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
194. 114. 146. 227 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 9
2.54.25.91 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 9
79.182. 146. 54 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 9
2.54.131. 50 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9




10-29-2015-10:04:04 to 10-29-2015-11:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
82.80.9.134 I srael 147.237.76. 42 refuah.idf.il CL000004: HITP. options nethod (M crosoft) B ock 18
84. 108. 110. 39 I srael 147. 237.76. 42 refuah.idf.il 1633: HTTP: VbDAV Prot ocol PRCPFI ND Met hod B ock 16
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
198. 20. 69. 74 Wnited Sates 147.237.76.198 |e.yohal an.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
81.218.33. 77 I srael 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
192. 198. 151. 45 147.237. 72. 167 Eur ope i shurimaka.idf.il ET SCAN NVAP -sA (2) 2
46. 19. 85. 130 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
217.219.67. 177 147. 237. 0. 200 Iran, Islamc Republic of ndu. i df il ET SCAN NVAP -f -sS 1
2.54.11.118 147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212.117. 156. 186 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.52. 36. 62 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
198. 20. 69. 74 147. 237. 76. 198 Lhited Sates e yohal an.idf.il ET DRCP Bshiel d B ock Listed Source 1
192. 116. 149. 197 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
176. 12. 138. 214 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
84.108. 73. 127 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stri buted Portscan 1
79.181. 108. 212 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 176 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
217.219.67. 177 147. 237. 0. 200 Iran, Islamc Republic of . i df il ET SCAN NMAP -sS wi ndow 2048 1
5.22.129. 64 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
212.179. 227. 81 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.52.190. 132 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.25.102. 63 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
176. 106. 227. 93 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
169.57.5. 20 147. 237. 77. 205 Net her | ands prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
81.218. 40. 194 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
54.72.0.55 147.237.77. 216 I'rel and dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

At acker

Count ry Target Address ‘Ste ‘Signature
212.150.189.2 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 681
212.179.21. 194 [l srael 147.237.77. 216 |dover. i df .il |dr op Frst packet isn't SYN drop 334
84.94.32.197 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 210
2.52.148. 144 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 103
62. 219. 118. 234 I srael 147, 237. 72, 166 |aka icf.i1 | €AM NG Engi ne: TGP I nval id Inval i d segnent retransmssi on. drop 96
Ret r ansnmi ssi on Packet dr opped.
46. 19. 86. 217 | srael 147.237.77. 216 |dover. i df.il |dr op First packet isn't SN drop 74
213.57.42.45 | srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 72
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 67
62.219. 232. 163 |l srael 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 64
82.81.11.187 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 64
212.199. 57. 199 (I srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 59
46.19.85.74 | srael 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 59
37.142. 106. 104 |l srael 147.237.72. 166 |aka icf.il |Bad TCP sequence Smwaae el reansm wehdifferent | onitor |57
79.183.12.172 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 53
2.54.27. 36 I srael 147.237. 72. 166 |akaicr.i1 |2 €@M NG Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 51
Ret r ansni ssi on Packet dr opped.
87.255. 31. 90 Russi an 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 50
Federati on
195. 93. 246, 159 |¥SSIan 147. 237. 77. 216 |dover.i of . i1 |dr op First packet isn't SWN drop 50
Federati on
2.54.57. 65 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 49
54.72.73.168 Irel and 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 49
46. 19. 85. 39 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 49
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 46
54.72.0.55 Irel and 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 46
66. 240,78, 166 |Uited Sates  |147. 237. 7. 216 |dover. i of. i1 [T €M NG BNgine: TCP Inval i d Inval i d segnent retransmssi on. drop 46
Ret r ansni ssi on Packet dr opped.
66.249. 78,150 |Uited Sates  |147. 237, 77. 216 |dover. i of. i1 [ €AM NG Engine: TCP Invalid nvalid segnent retransmssion. drop 44
Ret r ansmi ssi on Packet dr opped.
5.29. 108. 135 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 43
79.179. 104. 217 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 43
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover. i df.il |dr op First packet isn't SN drop 43
68. 180. 228. 112 [Lhited Sates 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 42
176.12. 144. 241 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 42
212.179.46.16 |Israel 147.237.77. 216 |dover. i df.il |dr op First packet isn't SN drop 39
54.187.55.213 |lWhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 39
213.8.241. 234 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 38
212.199. 69. 213 |l srael 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 38
2.54.14.132 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 37
2.54.163. 211 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 36
79.181. 166. 97 |l srael 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 36
46. 120. 219. 250 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 35
37.26. 148.140 |Israel 147.237.77. 216 |dover. i df.il |dr op First packet isn't SYN drop 35
95.149.0. 6 Uni ted Ki ngdom|147.237. 77. 216 |dover.idf.il|dr op First packet isn't SN drop 35
46. 116.75. 113 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 34
109.64.2.20  |israel 147 237.77. 243 |roti 1 e, o [ @M NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 33
Ret r ansni ssi on Packet dr opped.
192. 114. 91. 231 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 33
46. 19. 85. 88 | srael 147.237.77. 216 |dover. i df .il |dr op Frst packet isn't SYN drop 33
50. 87. 144. 145 |lLhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 32
46. 19. 86. 32 | srael 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 31
41. 33.231.90 Egypt 147.237.77. 216 |dover. i df .il |dr op Frst packet isn't SYN drop 31
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 30
46. 19. 85. 82 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 30
37.26.146. 179 |[lsrael 147.237.77. 216 |dover. i df .il |dr op Frst packet isn't SYN drop 29
79.181.125.54 |Israel 147.237.77. 216 |dover. i df.il |dr op First packet isn't SYN drop 28
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|Top Attackers In V\AF|

At acker

‘ Target Address |Site

Sgnature

Devi ce

‘Count

Country Action
80.178.157.40 [l srael 147. 237.77. 243 |nobi | e. i df . i | Paraneter Type Vol ation Qurrent Passvord in Bl ock 930
nobi | e. i df . i | /sachar/changepassword
84.108.110.39 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 225
. . Unaut hori zed URL Access to
84.108. 110. 39 |Israel 147.237.76.42 |refuah.idf.il ww refua. atal i df i1 /i nages/ shared green tri |eft. gif B ock 225
82.166.22.81 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 75
66.249. 81. 217 |[Israel 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Sanme Response Code (404) B ock 75
2.52.4.97 | srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login Bl ock 45
46. 19. 85. 67 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal .idf.il/1440-he/atal . aspx B ock 45
66.249. 81. 220 |[Israel 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Same Response Code (404) B ock 45
66.249. 81. 223 |Israel 147.237.76.200|ei tan. aka. i df . i| [Dstributed Too Many of the Same Response Code (404) Bl ock 45
80.178.157. 40 |[Israel 147.237.77.243|nobi l e. i df . i | D stribut ed Uhaut hori zed LR. Access on nobi | e. i df . il /sachar/i ndex B ock 30
138. 134. 192. 10 |l srael 147.237.77. 216 |dover.idf .il Distributed Waut hori zed URL Access on waw i df .il/nil net B ock 30
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 30
87.69.189.60 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/mat ash/ hone/ hore. asp B ock 30
66. 249. 64. 195 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 30
79.180.228.10 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 30
89.138. 84. 183 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/8/ B ock 30
79.180. 228.10 |Israel 147. 237.72. 166 |aka. i df . i | O stributed Uhaut hori zed LR Access on Bl ock 30
v aka. i df . i |/ aj ax/ updat est at us. php
77.125.12.22  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka. i df.il/main/giyus/forns. aspx |B ock 30
46.19. 85. 31 I srael 147.237.76.42 |refuah.idf.il I11egal HITP \ersion deflate, sdch B ock 15
188. 165. 15. 241 |France 147.237.72. 166 |aka. i df . i | Uhknown Paraneter Docl D in ww aka. i df.il/giyus/atuda/ None 15
79. 180. 139. 115 |I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
Russi an - . Paraneter Type M ol ati on PageNumin
94.25.132.49 |- 2 o 147.287.77.74 (lawidf.il v | aw i df i |/ 327- en/ pat zar . aspx B ock 15
66.249. 78.159 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwuidf.il/atal 1/izkor/viewingtop.asp  |B ock 15
66.249.67.65 [Israel 147.237.77. 216 |dover.idf .il D stributed Suspici ous Response Code B ock 15
46.120.159.25 | srael 147.237. 72. 166 |aka. i df . i | thknown Par et er __V ERSTATEENCRYPTED i n None 15
wn aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
; - - Unhaut hori zed URL Access to
199. 16. 156. 126 |Lhited Sates 147.237.77. 216 |dover. i df . i | Wi df i1/ p storagel il es/ 9/ si ze220x0/ 17329, | pg B ock 15
68.180.230.29 |lhited Sates  |147.237.77.176 [matpash.idf.il |72 amter Type Volation Fagehumin B ock 15
wwy cogat . i df . i1/1038-he/ cogat . aspx
31.168.180.13 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 15
’ . - Unhaut hori zed URL Access to
157.55.39.39  |lhited Sates  [147.237.77.216 |dover. i df .|| 147.237.77. 216/ 1133- 19748~ he/ i df gdover . aspx B ock 15
87.69.160.97 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df . i/ mai n/ sachar/f ag. aspx B ock 15
66.249.69.89 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1275-he/ at al . aspx B ock 15
80. 246. 136. 133 [I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 15
66. 249. 64. 190 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/giyus/ <br><br> B ock 15
46.19. 85. 31 I srael 147.237.76.42 |refuah.idf.il Ml fornmed URL gzip, B ock 15
192. 114. 23. 210 |I srael 147.237.77. 216 |dover.i df . il NULL Character in Method B ock 15
79. 180. 139. 115 |l srael 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in LR /main/kapatz//res B ock 15
our ces/ i mages/ i nner page/ goback. gi f
. - Unhaut hori zed URL Access to
66.249.78.173 |Israel 147.237.77.216|dover. i df . il ww i of i1 /i nternati onal trai ni ng/catal og. asp B ock 15
66.249.67.65 |lsrael 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to waw i df.il/aman B ock 15
82.166.22.81 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wawn aka.idf.il/gius B ock 15
66.249. 64. 131 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ hore/ def aul t . aspx |B ock 15
209. 88.157. 45 |l srael 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to v cogat . i df . il/894-en B ock 15
- . D stributed Lhaut hori zed URL Access on
31.168.180. 13 |Israel 147.237.72. 166 |aka. i df . i | v aka. i of i 1/ aj ax/ updat est at us. php B ock 15
157.55. 39. 247 |Whited Sates 147.237.77. 176 |nat paSh. idf.il Unaut hori zed URL Access to 147.237.77.176/ robot s. t xt B ock 15
66.249.69.97 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1273-he/ at al . aspx B ock 15
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
80. 246. 136. 228 |l srael 147.237.72.166 |aka. i df . i | v aka. i o . i |/ i 1V Sachar/ r equest . aspx None 15
46.19. 85. 31 | srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method : in URL gzip, B ock 15
. - D stributed Lhaut hori zed URL Access on
193.106.52. 34 [l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 15
2.54.10. 199 | srael 147.237.72. 167 |i shuri maka. i df . ifuntraceabl e SSL Sessi ons: Qpen Mde None 15
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