10-29-2015-08:04:05 to 10-29-2015-09:04:05

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
4, 0004,
3, 000+
2, 000+
Number l
d 1,000+
At tacks
$ S $ $ § > RS
«‘.\&\ AN 4\6 SRR
@ N &fs‘r 50 & & & @ 6@9 ‘
S & ¢« & &8
\(}\ (& (&
Top Tar get

[Top Attackers |

M dover.idf.il

M aka.idf.il

M nobi le.idf.il

M i shuri maka.idf.i

M nadimatal .idf.il

M navy.idf.il

¥ maar achot . i df.il

B rat pash. i df .|
atal.idf.il

M anan.idf.il

240-+'¢

120-
Nunber
a
Att acks 60+
. o R R A e o o
S (o'»"’ oV v R ST S RN AN
%.@v q).\’\/ q,.'\/’\ q/,{/b' qa.\r’b '\"\9‘ qj’ Q,.q’b‘ '\//\b. ’1/‘<°
& S $

Top Attackers

Hl 109. 64. 201. 154
208. 115. 113. 89

W 212.179. 21. 194
213.8.71.26

Il 138. 134. 102. 16

M 110.92.98.1

[ 2.54.177. 84

I 66. 249. 78. 173
176.13.9. 48

M 2. 54. 39. 253




10-29-2015-08:04:05 to 10-29-2015-09:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 69. 77 Lhited Sates 147.237.77.176 nat pash. i df . il TCP handshake viol ation, first packet not syn |drop 2583
66. 249. 67. 210 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 602
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 434
66. 249. 67. 34 Lhited Sates 147.237.77.170 naarachot .idf.il |TGP handshake viol ation, first packet not syn |[drop 391
2.52.35.50 | srael 147. 237. 72. 167 i shuri maka. i df.il|Anonal y- SSL-renegotiati on-A i dest - r eset 162
192. 168. 1. 140 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 34
77.127.109. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
46. 19. 85. 130 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 26
46.19. 86. 201 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
149. 88. 152. 53 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
213.151. 35. 218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
46.19. 85. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
2.54.158. 124 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 19
66. 249. 75. 2 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 18
149. 78. 54. 88 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
46. 19. 86. 6 | srael 147. 237. 72. 167 i shuri maka. i df.il|Anonmal y-SSL-renegotiati on-A i dest - r eset 14
192.114.91. 230 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
62. 128. 48. 130 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 12
77.126.90. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
62.219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al Nets dr op 9
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 9
94. 188. 248. 67 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
62.0.221. 129 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8
176. 13. 3. 230 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
121. 216. 39. 162 Australia 147.237.77. 216 dover.idf.il SYNHood full table drop 7

5. 29. 88. 106 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46.19. 85. 154 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
168. 87. 3. 33 Eur ope 147.237.77. 216 dover.idf.il SYNHood full table drop 6
84.94. 64. 166 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
66. 249. 75. 106 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 6
109. 64. 186. 36 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
5.22.129. 226 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
2.54.36.4 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
212.117.151. 42 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.57.130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.36.4 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 5
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 5
5.22.130.113 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
46.116. 97. 79 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
79.177. 60. 83 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
54.244.22. 103 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 5
84.95. 135. 122 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 34 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 18 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
192. 114. 187. 32 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
81.218. 33. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
95. 86. 69. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 86. 217 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
36.239. 3. 136 Tai wan 147.237.77. 74 lawidf.il [12580: HITP. SQ Injection (Cookie Header) B ock 1
213.87.120. 15 Russi an Federati on 147.237.77. 74 lawidf.il [12580: HITP. SQ Injection (Cookie Header) Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8te |Signature |Count\
79.178.22. 42 147.237. 72. 166 I srael aka. idf.il portscan: TCQP D stributed Portscan 1
196.47.173.21 |147.237.76. 148 |(te Dlvoire gqcenter. aka. i df.i|ET SCAN NVAP -sS wi ndow 3072 1
66. 249. 69. 69 147.237.77. 176 |Wited Sates nat pash. i df .i | ET SCAN NVAP -sSA (2) 1
193. 193. 229. 35 [147.237. 77. 216 |Kazakst an dover.idf.il portscan: TCQP D stributed Portscan 1
46.162.116.98  [147. 237.76. 176 |Sweden test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
176.13.12. 21 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 86. 217 147.237. 72. 166 I srael aka. idf.il portscan: TCQP D stributed Portscan 1
169. 57. 5. 20 147.237.8.50  [Nether| ands e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
37.26.147.253 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 186. 26. 149 [147. 237. 72. 166 |I srael aka. idf.il portscan: TCQP D stributed Portscan 1
5.29. 213. 220 147.237. 72. 166 |I srael aka idf.il portscan: TGP D stributed Portscan 1
109. 64. 41. 56 147.237.77. 216 |I srael dover . idf.il portscan: TCQP D stributed Portscan 1
84.228.33.169 |147.237.72.166 | srael aka. idf.il portscan: TCQP D stributed Portscan 1
79.181. 108. 212 |[147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
212.143.110. 33 |[147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
66.249.93.203 |147.237.72.166 |Lhited Sates aka. idf.il portscan: TCQP D stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
46.162. 116. 98  [147.237.77.19 |Sweden lawforumidf.il [ET SCAN NVAP -sS w ndow 1024 1
193.107. 16. 206 [147. 237.76. 44 Eég:::t”im erefuahidfi.il  [ET SCAN NVAP -sS wi ndow 1024 1
46.117.196. 249 |(147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
176.13.6. 178 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
41.33.231.90 147. 237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
149. 88. 190. 243 |147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
5.102.198. 124  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 66. 104. 58  [147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
104. 238. 158. 208(147. 237. 76. 176 test.ncore.idf.il ET SCAN Behavi or a U]usufal ly fast Termnal Server Traffic, 1
Potential Scan or Infection
82. 80. 196. 44 147.237. 72. 166 |I srael aka. idf.il portscan: TCP DO stributed Portscan 1
222.186.59. 206 |147.237.76. 148 |Chi na gocenter. aka.idf.i |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

208.115.113.89 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 213

110.92.98.1 S ngapor e 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 152

138. 134.102. 16 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 144

75. 82.50. 94 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 89

212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 74

64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 71

175. 138. 227. 238 |\ aysi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 59

79.183.11. 174 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 49

194. 90. 151. 18 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 48

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 47

2.54.50. 126 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 45

37.142. 250. 248 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 44

212.179.54. 237 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 41

79.181.125.54 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 40
Sreamng Engine: TCP Invalid i i ssi

66.249.78.173 |tnited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segent retransmssion. drop 40
Ret r ansni ssi on Packet dr opped.

212.143. 3. 44 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 38

176. 13. 2. 204 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
Sreamng Engine: TCP Invalid i i ssi

46.19.86.124  |Israel 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssion. drop 36
Ret r ansni ssi on Packet dr opped.

80. 178. 201. 104 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36

5.22.130.124 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 35

213.151. 35.218 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 33

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 33
Sreamng Engine: TCP Invalid i i ssi

66.249.78.159 |tnited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segent retransmssion. drop 32
Ret r ansni ssi on Packet dr opped.

46.19. 86. 201 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30

176.12.140. 188 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29

2.54.158. 124 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 29

87.69. 166. 118 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28

203.174.177.34 |Australia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25

68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 25

5.22.129. 226 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
Sreamng Engine: TCP Invalid i i ssi

2.52.1.129 I'srael 147. 237. 72. 156 |anan.i df .| 9 =g nval i d segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.

208.87.233.201 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 23

54.72.73.168 Ireland 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 23

2.54.154. 149 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22

66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 20
Sreamng Engine: TCP Invalid i i ssi

176.13. 9. 48 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segent retransmssion. drop 20
Ret r ansni ssi on Packet dr opped.

46. 19. 86. 6 | srael 147.237. 72. 167 |i shuri maka.i df . i [dr op First packet isn't SN drop 20

52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 20

2.54.36.4 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19

s SWNretransmt wth different .

81.218. 33. 77 | srael 147.237.77.233|ata .idf.il Bad TCP sequence vi ndow scal e noni t or 19
Sreamng Engine: TCP Invalid i i ssi

66.249.78.166 |Uhited Sates |147.237.77.216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 18
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TQP Invalid i i ssi

46.19. 85. 63 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 18
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

2.54. 39, 253 I'srael 147. 237. 77. 243 |nobi l e.i df . i1 9 =g nval i d segnent retransmssi on. drop 18
Ret ransni ssi on Packet dr opped.

84.228.132.111 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

212.199. 244. 112|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18

50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 17
Sreamng Engine: TCP Invalid i i ssi

92.229.16.162  |Ger many 147. 237. 77. 216 |dover i df .i 9 =g nval i d segnent retransmssi on. drop 16
Ret ransni ssi on Packet dr opped.

45.56. 35. 18 147.237.77. 216 |dover. i df .i | drop First packet isn't SWN drop 15
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 64. 201. 154 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 120
. . D stributed Lhaut hori zed URL Access on
109. 64. 201. 154 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ aj ax/ updat est at us. php B ock 120
. . . Unaut hori zed URL Access to
212.179.21. 194 |l srael 147.237.0.19 |[madimatal .idf.il nadi matal .1 df i1/ shar ed aj ax/ updat enakat qaunt i ty. aspx B ock 105
. . . Paraneter Type Mol ati on Qurrent Password in
2.54.177.84 I srael 147.237.77.243|nobi l e.idf . il mobi | e. i df i |/ sachar/ changepassvor d B ock 90
213.8.71.26 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Unaut horized URL Access from213.8.71.26 B ock 90
176.13.9. 48 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 75
2.54. 39, 253 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 75
93.172.186. 1 I srael 147.237.77.243|mobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 60
176.13. 1. 219 | srael 147.237.77.243|mobi l e. i df . i | Dstributed Unhaut horized URL Access on nobil e.idf.il/sachar/index B ock 60
] . . Unaut hori zed URL Access to
208.115.113.88 |lhited Sates [147.237.76.86 [navy.idf.il navy. i df . i1/ gi yus/ f or uri asp/ showf or um asp Bl ock 60
66. 249. 64. 200 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 64. 200 B ock 45
. . D stributed Lhaut hori zed URL Access on
185. 120. 126. 49 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ aj ax/ updat est at us. php B ock 45
185. 120. 126. 49 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 41
46. 19. 85. 89 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 30
. . . Unaut hori zed URL Access to
46. 19. 86. 62 I srael 147.237.77.243|nobi l e.idf . il nobi l e, i o i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 B ock 30
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 190 B ock 30
176.13.12. 234 |lIsrael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspici ous Response CGode B ock 30
5.22.129. 150 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 30
. . . D stributed Lhaut horized URL Access on
66. 249. 69. 24 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | ot chi nuch. aka, i dff i 1/404. htm B ock 30
85. 65. 150. 84 | srael 147.237.77.243|mobi l e. i df . i | Dstributed Unhaut horized URL Access on nobil e.idf.il/sachar/index Bl ock 30
nobi | e.neitav.idf.i
142.54.172. 107 |Whited Sates |147.237.76.39 | D stributed Waut hori zed URL Access on waw cl oud. ph/ B ock 15
66. 249. 69. 24 I srael 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to 147.237.77. 176/ robot s. t xt B ock 15
66.249. 64. 195 |l srael 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/reservel B ock 15
. - Unknown Par amet er wb48617274 in
213.8.71.26 | srael 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ mai n/ kapat z/ resour ces/ i nages/ nai npage/ i con3. gi f None 15
207.232.27.5  |Israel 147.237.72. 166 |aka. i df . i | Wnknown Farareter _M EVBTATEENCRYPTED i None 15
aka.idf.il/mai n/ sachar/ pni asubmtt edsuccessf ul | y. aspx
80. 246. 138. 136 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
66.249.78.109 |[Israel 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ scri pt resour ce. axd B ock 15
2.54.43.122 | srael 147.237.72.166|aka. i df . i | Ut raceabl e SSL Sessi ons: Qpen Mde None 15
119. 130. 40. 106 |Chi na 147.237.77.216|dover.idf .il Ml ti pl e Unhaut horized URL Access from 119. 130. 40. 106 B ock 15
66. 249. 67. 77 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147. 237. 77. 216/ styl e/ shar ed/ nav. css B ock 15
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
81. 218. 226. 208 |l srael 147.237.72.166|aka. i df . i | wh aka. i df . i | / i n/ sachar / mai | box. aspx None 15
. - Unaut hori zed URL Access to
66.249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ rmi n/ smal i nd showbi g. aspx B ock 15
212.199. 154. 194l srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wan idf.il/sip storagel/files/3/1473.png |B ock 15
. - D stributed Lhaut horized URL Access on
5.29. 153. 179 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ aj ax/ updat est at us. php B ock 15
182.112.73. 195 |chi na 147. 237.77. 216 |dover . i df . i | thaut hori zed LR. Access to Bl ock 15
wwy i df . i | / shar ed/ user cont r ol s/ header upper/
68.180.228.112 [lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df.il/1283-18863-en/ dover.aspx. |B ock 15
. . Unaut hori zed URL Access to
176.12.139.58 |l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p. st or agel {1 | es/ 8/ 1668. doc B ock 15
- . Unaut hori zed URL Access to
66.249.69.32  |Israel 147.237.77. 176 |nat pash. i df . i | 147. 237.77. 176/ 901- 7677- en/ cogat . aspx Bl ock 15
66.249.64.195 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter cat_id in ww aka. idf.il/iturinfasp/results. asp None 15
. . Unknown Paraneter wbh48617274 in
213.8.71.26 I srael 147.237.72.166 [aka. i df . i | waw aka. i df . i |/ mai n/ kapat z/ r esour ces/ i nages/ nai npage/ r ed- i con2. gi f None 15
104.171.124. 84 |Wited Sates |147.237.77.170|naar achot . i df .i | Enail collector robots 14 B ock 15
81.218.33.77 | srael 147.237.77.233|atal .idf.il Mil tiple Unaut hori zed URL Access from 81.218. 33. 77 B ock 15
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
207.232.27.5 I srael 147.237.72. 166 |aka. i df . i | aka. i i |/ mai 1V sachar/  equest . aspx None 15
66.249.78.173 |l srael 147.237.77.216|dover . i df . i O stribut ed Suspicious Response Gode B ock 15
176. 13. 6. 250 | srael 147.237.77.243|mobi l e. i df . i | Dstributed Unhaut horized URL Access on nobil e.idf.il/sachar/index B ock 15
. . . Unaut hori zed URL Access to
119. 130. 40. 106 |Chi na 147.237.77. 216 |dover.idf.i vow i df i |/ shar ed/ user cont rol s/ header upper/ B ock 15
. . Unaut hori zed URL Access to
66.249.67.134  |Israel 147.237.77. 170 |m@ar achot . idf . i1 | o o 20 7071691 he/ maar achot . aspx Bl ock 15
82.80.198.164 |[Israel 147.237.72. 166 [aka. i df . i | O stributed PHP At tenpt B ock 15
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Gode_Cust om Tenpor ary B ock 15
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