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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
66. 249. 67. 27 Lhited Sates 147.237.77.170 naar achot . i df . i || TGP handshake vi ol ation, first packet not syn |drop 1221
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . i || TGP handshake vi ol ation, first packet not syn |drop 1033
66. 249. 67. 25 Lhited Sates 147.237.77.170 naar achot . i df . i ||TAP handshake vi ol ation, first packet not syn|drop 155
173.176.51. 108 Canada 147.237.77. 216 dover.idf.il SYNHood full table drop 15
95. 86. 100. 27 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 6

66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 6

82. 145. 222. 97 Eur ope 147.237.76. 86 navy.idf.il Bl ock | p_V¢b In dr op 5
185. 32. 179. 13 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

82. 145. 222. 97 Eur ope 147.237.77. 216 dover.idf.il SYNHood full table drop 4
178. 214. 94. 230 Pal estinian Territory, Qcupi eq147.237.77.216 dover.idf.il SYNHood full table drop 4

71. 228. 48. 203 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4

62. 219. 254. 22 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 3
206. 248. 161. 146 Canada 147.237.77.216 dover.idf.il SWNHood full table dr op 3

66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 2
222.73.119. 253 Chi na 147. 237.76. 30 hinush.idf.il |JLM Under Attack Con Tcp drop 2
124. 24, 252. 228 Japan 147. 237.76. 44 e.refuah.idf.il |Block Udp Al Nets drop 1
185. 32. 179. 13 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
71.6.135.131 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il|B ock Wdp All _Nets drop 1
71.6.167. 142 Lhited Sates 147.237.76. 31 nakchal .idf.il |Block Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249. 67. 73 147.237.77.74 |Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 2
66.249. 67.224 |147.237.72.166 |Uhited Sates  |aka idf.il SERVER APAO_E Apac.he mod_ssl non-SS. connection to SS. 1
port denial of service attenpt
46.162.116.98 |147.237.77.74 [Sweden lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
119. 90. 139. 50  |147. 237. 76. 197 [Chi na e hinush.idf.il ET SCAN NVAP -sS wi ndow 3072 1
5. 8. 66. 210 147.237.0.15 ?;Z:;;”im kosher - kravi . i df .i ET SCAN NVAP -sS wi ndow 1024 1
119. 90. 138. 60  |147.237. 77. 179 |Chi na e mazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
119.90. 138.60 |147.237.77. 179 |Chi na e.mazi.idf.il ET SCAN NVAP -f -sS 1
111. 204. 219. 197|147. 237. 72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
222.73.119. 253 |147. 237. 76. 202 |Chi na e halag idf.il ET SCAN Potential SSH Scan 1
104. 238. 158. 208|147. 237. 76. 34 yohal an. i df . i ET SCAN NVAP -sS w ndow 1024 1
222.73.119. 253 |147.237.0.35 |China akavs. i df .il ET SCAN Potential SSH Scan 1
94.102.49.7 147.237.76. 34 |Net her| ands yohal an. i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
222.73.119. 253 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
94.102.48.194 |147.237.0.15 |Netherlands kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
197. 45.38. 75 147.237.8.50 |Egypt e tikshuv.idf.il ET SDAN Behavi oral Lh usual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
122. 233. 205. 119|147. 237.76. 39 |Chi na nobi | e. nei tav. i df il ET SCAN NMAP -sS wi ndow 1024 1
119. 90. 139. 50  |147. 237. 76. 197 |Chi na e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
119. 90. 138. 60  |147. 237. 77. 179 |Chi na e nazi.idf.il ET SCAN NVAP -sS wi ndow 2048 1
111. 204. 219. 197|147. 237. 72. 167 [Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
111. 204. 219. 197|147. 237. 72. 14 |Chi na dover.idf.il(old) ET SCAN Potential SSH Scan 1
222.73.119. 253 |[147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
94.102.49.7 147.237.76. 42 |Netherl ands refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
222.73.119. 253 |[147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
94.102.48.194 [147.237.0.33 |Netherlands idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 89.137. 3 147. 237. 76. 148 [Chi na gacenter. aka.idf . il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘S’te ‘Signature Action ‘Count
206. 248. 161. 146|Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 104
66.249.78.173 |uited Sates [147. 237, 77. 216 |dover i a1 |2 €2M NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 58
Ret r ansm ssi on Packet dr opped.
66.249.78.150 |United Sares [147. 237, 77. 216 |dover iar.i1 |2} €2M NG Engi ne: TCP Invalid I nvalid segnent retransmssi on. drop 50
Ret r ansni ssi on Packet dr opped.
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 49
71.228.48.203 |Lhited Sates |147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 44
66.249.78.166 |United Sares [147. 237, 77. 216 |dover a1 |2} @M NG Engi ne: TCP Invalid Ivalid segnent retransnssion. drop 44
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [drop SAMrul e drop 26
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 18
52. 16. 5. 197 Lhited Sates |147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 17
107.77.85.31 Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 16
46.19.86.7 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 14
176. 12. 150. 241 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 14
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 13
50.87.144.145 |lLhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 12
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 12
84.228.166. 172 |Israel 147. 237, 72. 166 |akaicr.i1 |" €@M NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
109. 66.26. 141 | srael 147237, 72. 166 |aka i i1 | SAM NG Engine: TCP Inval i d Ivalid segnent retransnission. drop 12
Ret r ansni ssi on Packet dr opped.
173.176. 51. 108 |Canada 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 11
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 10
5.22.129. 203 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 9
37.142.152. 207 [israel 147.237.72.166 |aka.idf.il |Bad TOP sequence mﬁsg reansm't wehdifferent | onitor |8
68.180.228. 112 |Wited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 8
76.169.99.159 |lLhited States |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 8
205. 178. 105. 228|lhited Sates |147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 8
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
151.80.31.112 (italy 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 7
106. 77.0. 172 I ndi a 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 7
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op drop 6
109. 200. 30. 154 Eiqir:gegom 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 6
108. 161. 116. 49 |Canada 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
66. 249. 69. 8 Lited Sates |147.237.77.234|hal ag.idf.il Streaning Engine: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
185. 32. 179. 13 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
66.240.70.77  |uited Sates [147. 237. 77, 216 |oover i a1 [ €2M NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
27.32.192.225 |Australia 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 6
46. 19. 86. 77 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 5
79.177.185. 200 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 4
87.69. 61. 187 | srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 4
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
87.69. 106. 146 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 4
66.240.79.75  |united Sares [147. 237. 77. 216 |dover iar.i1 2} @M N9 Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
128. 232. 110. 28 zi;g’gom 147.237.76.202 |e.hal ag.i df . i|Geo- | ocat i on enf or cenent Geo-location i nbound enforcenent  |drop 4
66.249.60.16  |Wnited Sates |147.237.77.234|hal ag.idf.il Streaning Engi ne: TCP Invalid I nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
128. 232. 110. 28 zi;g’gom 147.237.77.212|e. dover.idf.i|Geo- | ocat i on enf or cenent Geo-location i nbound enforcenent  |drop 4
66.240.67.34  |Wnited Sares [147. 237, 77. 243 |noti e, or g[S @M NG Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 3
46.120. 169. 142 |l srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 3
82.145.222.97 |Europe 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3
99.237.141.6 Canada 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 3
109. 65. 159. 172 | srael 147237, 72. 166 |aka i 11 | €AM NG Engine: TCP Inval i d nvalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |Site Sgnature Acti on ‘Count
46.151.52.64 |Wkraine 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 90
46.151.52.64 |Wkraine 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 46. 151. 52. 64 B ock 60
66.249. 67. 122 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 67. 122 B ock 60
. . Ml tiple Whaut horized Method for Known URL from
46.121.214.39 |Israel 147.237.72. 166 |aka. i df . i | 46. 121 214. 39 Bl ock 45
) . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates (147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
66. 249. 78. 159 |l srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 30
. . Unaut hori zed URL Access to
66.249. 67. 143 |lIsrael 147.237.77. 170 |maar achot . i df . i | 147. 237, 77, 170/ peff /111 es/ 8/ 112198, pdf Bl ock 15
208. 80. 194. 126 [Lnited Sates [147.237.72.167|i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 15
107.150.55.53 |lLhited Sates [147.237.77.74 [lawidf.il Lhaut hori zed URL Access to www cl oud. ph/ B ock 15
. . Unaut hori zed URL Access to
66.249. 78. 109 |l srael 147.237.77. 216 (dover. i df . il 147, 237. 77. 216/ 1283- 14255- en/ dover . aspx Bl ock 15
66.249.67.65 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 67. 65 B ock 15
176. 12. 150. 241 |l srael 147.237.77. 216 |dover . i df .i | Suspi ci ous Response Code B ock 15
m ny- kosher - kravi . i d _
41.38.174. 185 |Egypt 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0. 17/ Bl ock 15
. . Unknown Paraneter _ LASTFOOUS in
79.183.24.82 I'srael 147.237.72. 166 |aka. i df .11 wwy aka. i df . i |/ mai n/ sachar/i dkunpr at i ni shi yi m aspx None 15
. . S Uhtraceabl e Gonnection - Protocol violation
66. 249. 67. 224 |Israel 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 15
217.12. 204. 134 |krai ne 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to v idf.il/newsite/english/main asp [B ock 15
109. 226. 16. 33 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Uhaut hori zed LRL Access on nobil e.idf.il/sachar/index |B ock 15
. . Unhaut hori zed URL Access to
66.249.67.71 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ rmi n/ smal i nd showbi g. aspx Bl ock 15
. . Unaut hori zed URL Access to
45.35.71.179 147.237.77. 176 |mat pash. i df . i | v cogat . i df .1 1/ shar edl user cont r ol s/ header upper / Bl ock 15
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il thaut hori zed URL Access to B ock 15

147. 237. 76. 42/ 994- 9703- he/ r ef uah. aspx

. . Unhaut hori zed Met hod PCST for
85.250.96.52 |Israel 147.237.72. 166 |aka. i df . i | vown aka. i df i 1/ mai n/ sachar / f aq, aspx B ock 15

Unhaut hori zed URL Access to

66. 249. 67. 234 [lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 15
63.141.228.66 [Lhited Sates [147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to ww cl oud. ph/ B ock 15
122.224.8.111 |China 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wan i df . il/ckfinder B ock 15
66. 249. 78. 159 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 159 B ock 15
. . - . Paraneter Type Molation catld in
207.46.13.64 |lhited Sates [147.237.0.34 |tikshuv.idf.il vw i kshuv. i df i /i t e/ cont act us. aspx B ock 15
85. 250. 107. 178 |1 srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/sachar/index B ock 15
66. 249. 67. 250 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Uhauthorized URL Access from 66.249. 67. 250 B ock 15
66. 249. 67. 6 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/mluim B ock 15
142.54.172.102 |United Sates [147.237.0.19 |madimatal .idf.il D stributed Waut hori zed URL Access on ww cl oud. ph/ B ock 15
. . D stributed Uhaut hori zed URL Access on
66. 249. 79. 107 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
66. 249. 67. 122 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il/giyus/index/ B ock 15
46.121.214.39 |lsrael 147.237.72.166 |aka. i df . i | Unhaut hori zed Met hod HEAD for www aka. i df.il/mai n/ sachar/ B ock 15
wwy, chamat z. aka. i df . i
207.46.13.182 |United Sates |147.237.77.226| Whaut hori zed LRL Access to B ock 15
il ww chanat z. aka. i df . i | /tenpl at es/ news/
P . Uhaut hori zed URL Access to
87.69.247.27 |Israel 147.237.0.15  |kosher-kravi .idf.il kosher-kravi i df .1/l p.storagel il es/ 3/ si ze338x0/ 1613, pg Bl ock 15
66. 249. 67. 251 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/mlui m/nai n35cc. ht m B ock 15
. . . Uhaut hori zed URL Access to
66.249.67.41 |[Israel 147.237.77.243|nobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1709 B ock 15
142.54.187.43 |Wited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to www cl oud. ph/ B ock 15
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