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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 1033
66. 249. 67. 27 Lhited Sates 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 624
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 623
66. 249. 75. 52 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 263
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 261
64.233.172. 163 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 224
66. 249. 69. 77 Lhited Sates 147.237.77.176 nat pash.idf.il |TAP handshake viol ation, first packet not syn |drop 10
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 6
77.125. 4,122 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
104. 175. 231. 24 Lhited Sates 147. 237. 76. 201 eatal.idf.il Block Udp All Nets drop 4
64.233.172.171 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3

62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 3
177.72.62.130 Brazil 147.237.72. 156 anan.idf.il Frk_Under Attack Con_Tcp drop 2
64.233.172. 155 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 75. 60 147.237.77.233|Wnited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW wth fake user agent 2
46.183.219.66 |147.237.77.216|Latvia dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 179. 217. 245(147. 237.8.45 |india e.eitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.162.116.98 |147.237.76. 176 [Sweden test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 77. 233 [Chi na atal.idf.il ET SCAN Potential SSH Scan 1
14.141.156. 27 [147.237.72. 156 |Indi a anan. i df il ET SCAN NMAP -sS wi ndow 3072 1
59. 45. 79. 117 147. 237.77. 179 |Chi na e mazi.idf.il ET SCAN Potential SSH Scan 1
1.235.195.234 |147.237.0.33 okfrea’ Republic; o ) ET SCAN NVAP -sS wi ndow 3072 1
59. 45. 79. 117 147. 237. 76. 202 [Chi na e haag.idf.il ET SCAN Potential SSH Scan 1
1.235.195.234 [147.237.0.33 Okfrea’ Republicl; o i ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237. 76. 148 |Chi na gqcenter. aka. i df . il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.38 |China eeneitav.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72.14 |China dover.idf.il(old) ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 200 |China . i df il ET SCAN Potential SSH Scan 1
186. 214. 240. 146(147. 237. 77. 226 |Brazi | win chanat z. aka. i df . i | ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
46.183.219.66 |147.237.77.170|Latvia naar achot . i df .i | ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.77. 212 |Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
14.141.156. 27 |147.237.72. 156 |India anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.77. 176 |Chi na nat pash. i df i | ET SCAN Potential SSH Scan 1
1.235.195.234 |147.237.0.33 Okfrea Republicl; o || ET SCAN NVAP -sS wi ndow 2048 1
59. 45. 79. 117 147. 237. 76. 200 [Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 147 |Chi na chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.31 |China nakchal . i df.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.14 |[China e orchot.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘S|gnature
208.115.113.89 |Lhited States [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 217
Sreaming Engine: TGP Invalid i i ssi
66.249.78.159 |United Sates |147.237.77. 216 |dover.idf.il 9 =9 Inval i d segnent retransnission. drop 90
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
66.249.78.166 |lited Sates |147.237.77.216[dover.idf.il 9 =g Invalid segment retransmission. drop 86
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
66.249.78.173 |United Sates |147.237.77. 216 |dover.idf.il 9 =9 Inval i d segnent retransnission. drop 78
Ret ransni ssi on Packet dr opped.
191.197. 10. 200 |Brazil 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 66
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 62
99. 231.167.88 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 38
109. 66. 119.46 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 35
106. 77.0.172 India 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 31
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 31
37.26.149.242 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 29
79.182.180. 212 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 27
98.230.135.70 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 25
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 25
68.180.228.112 |Lhited States [147.237.77.216|dover.idf.il |[drop Frst packet isn't SN drop 21
1.39.32. 225 I ndi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
98.236.247.12 |Lhited States [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 19
s SYNFACK retransmit with different .
37.142.102.93 |lsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence i ndow scal e noni t or 17
82.80.159.197 |[lIsrael 147.237.77. 176 |matpash.i df .il|Bad TCP sequence Invalid sequence nunber noni t or 15
Sreaning Engine: TGP Invalid i i ssi
109. 64. 215. 119 i srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
82.80.159. 197 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
76.18.163.153 |Lhited States [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 10
202.45.119.33 |Australia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
157.55.39. 167 |[lnited Sates [147.237.77.216 |dover.idf.il |dr op First packet isn't SYN drop 9
108.35.169.92 |[nited Sates [147.237.77.216 |dover.idf.il |dr op Frst packet isn't SN drop 9
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
Sreaning Engine: TGP Invalid i i ssi
66.249.69. 128 |Uhited Sates |147.237.77.234|halag.idf. il 9 =g Invalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
Sreaming Engine: TCP Invalid i i ssi
66.249.79.75 |wited Sates |147.237.77.216|dover.idf.il 9 =g Invalid segment retransmission. drop 8
Ret r ansni ssi on Packet dr opped.
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
52. 16. 5. 197 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 8
66.249.78.159 |Lhited States [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 7
157.55. 39. 41 Lhited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 7
27.32.192.225 |Australia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi
2.54.145. 36 I'srael 147.237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
66.102.8.238  |lnited Sates |147.237.77. 216 |dover.idf.il 9 =9 Inval i d segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
84.228.254.24 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
157.55.39.212 [nited States [147.237.77.216 |dover.idf.il |dr op Frst packet isn't SYN drop
64.233.172.155 |Lhited States [147.237.77.216|dover.idf.il |[drop Frst packet isn't SYN drop 5
128. 232. 110. 28 LKJ?Ir:;gom 147.237.77.61 |e.cogat.idf.il|Geo-| ocati on enf or cenment Geo-1 ocation inbound enforcenent |drop 4
151.80.31. 112 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 4
66. 249. 79. 75 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
66.249.78. 159 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
96. 224. 6. 115 Lhited Sates |147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 4
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
50.87.144.145 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 4
66.249. 78. 173  |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
198.58.103. 160 |[Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Addr ess Sgnature Acti on ‘Count
208.115.113.88 [Uited Sates [147.237.76.86 |navy.idf.il thaut hori zed LR Access to Bl ock 75
navy. i df .il/giyus/forun asp/ showf or um asp
208.115.113.88 |lhited Sates |147.237.76.86 [navy.idf.il Mil tipl e Unauthorized URL Access from 208. 115. 113. 88 B ock 45
. . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
. . Uhaut hori zed URL Access to
66.249. 67.250 |[lIsrael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp Bl ock 15
63.141.228.69 |lnited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to www cl oud. ph/ B ock 15
141.212. 122. 128|Uhited Sates [147.237.76.39 |nobile.neitav.idf.il |Milformed URL proxytest.zmap.io: 80 B ock 15
: . . Uhaut hori zed URL Access to
68.180.230. 167 |lLhited Sates [147.237.76.31 |nakchal .idf.il nakhal i df i1/ consol e/ cor e/ doc_myr / doc._myr . asp Bl ock 15
. . Uhaut hori zed URL Access to
66.249.75.209 |Israel 147.237.76.86 [navy.idf.il navy. i df .i 1/ti znoret/ gal | eyl showpi ct ure. asp B ock 15
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
176.12.139. 45 |l srael 147.237.72. 166 [aka. i df . i | v aka. i o . i |/ mai v sachar / vi ewpni of . asp None 15
. . Uhaut hori zed URL Access to
66.249.67.73  |Israel 147.237.77.74 |lawidf.il vwwc | aw i df i 1/ 163- 6958- en/ pat zar . aspx. 194 Bl ock 15
98.139.204.18 |lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-admn/ B ock 15
66.249.78.173 |[Israel 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew text.asp B ock 15
. . Uhaut hori zed URL Access to
66. 249. 69. 69 I srael 147.237.77. 176 |nat pash. i df . i | ww cogat i df i 1/ ar abi o/ pages/ def aul t . aspx B ock 15
Uhaut hori zed URL Access to
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | wwe aka. i df .i | /rights/asp/info. asp?nodul ei d=2&cat i d=22703&doci d |B ock 15
=22721
141. 212.122. 128|Uhited Sates [147.237.76.200|eitan. aka.idf.il Mal formed URL proxytest . zmap. i o: 80 B ock 15
66.249.75.217  |lIsrael 147.237.76.86 |navy.idf.il Uhaut hor i zed URL Access to navy.idf.il/tiznoret/ nevs/ B ock 15
178. 255. 215. 87 |France 147.237.77.216|dover.idf . il Mil ti pl e Unaut hori zed LRL Access from 178. 255, 215. 87 B ock 15
. . Uhaut hori zed URL Access to
66.249. 67.190 |Israel 147.237.77.74 |lawidf.il 147.237. 77. 74/ tenpl at es/ get i e/ get fi | e. aspx B ock 15
2.54. 145, 36 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Qode B ock 15
107.150.55.54 |uhited Sates [147.237.76. 147 |chi nuch. aka. i df.i | Unaut hori zed LRL Access to www cl oud. ph/ B ock 15
66. 249. 79. 79 I srael 147.237.77.216|dover.idf .i | Unaut hori zed LRL Access to wawidf.il/mvtza Bl ock 15
66. 249. 75. 16 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1638- he/ ref uah. aspx |8 ock 15
: . . Uhaut hori zed URL Access to
208.115.113.89 |Lhited Sates [147.237.72.166|aka.idf.il aka. i of . i 1/ portal nil ui it enpl at es/ v behazdaa. org || Bl ock 15
] . ] Uhaut hori zed URL Access to
66. 249. 67. 27 I srael 147.237.77. 243 |nobi | e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1879 Bl ock 15
_ m ny- kosher - kravi . i _
142.54.172.108 |lhited Sates |147.237.0.17 df il Unaut hori zed URL Access to waww cl oud. ph/ B ock 15
Czech . ] . . . )
81.91.86.5 Repub i ¢ 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/wp-admin/ B ock 15
66.249.78.102 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx |B ock 15
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df . i | www i df . i |/ engli sh/ announcement s/ 2003/ j une/ kkkkkkk=d17291db |B ock 15
kkkkkkk d17291db
. . Uhaut hori zed URL Access to
66.249. 67.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 15
62.210. 203. 5 France 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 15
119.122. 247. 74 |Chi na 147.237.77. 176 |nat pash. i df . i | thaut hori zed LRL Access Lo Bl ock 15
v cogat . i df . i |/ shared/ user cont r ol s/ header upper/
. . Uhaut hori zed URL Access to
66.249.79.119 |Israel 147.237.77. 216 |dover . i df . il 147. 237. 77. 216/ 1133- 11039- he/ dover . aspx Bl ock 15
. . Uhaut hori zed URL Access to
66.249.75.120 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_st or age/ fi | es/ 7/ 2317. png Bl ock 15
: . . Uhaut hori zed URL Access to
208.115.113.89 |lLhited Sates [147.237.77.216|dover.idf.il v dff. i |/ newsi t ef engl i sh/ docunent s. asp Bl ock 15
151.80.31.112 |italy 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to waw i df . i|/banmahane Bl ock 15
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Unhaut hori zed LRL Access from 66. 249. 67. 65 B ock 15
. . Mil tiple Fullwdth/Hal fwdth Ui code Encodi ng on URY Par anet er (+)
84.228.254.24 |Israel 147.237.72. 166 |aka. i df . i | from 84. 228. 254. 24 Bl ock 15
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df .i | Mil tipl e Lhaut hori zed UR. Access from 66.249. 78. 159 B ock 15
184. 105. 247. 195|Wnited Sates [147.237.77.243|nobil e.idf.il Uhaut hori zed URL Access to 147.237.77. 243/ B ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 242 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ 11 znor et/ gal | ery/ showpi ct ur e. asp B ock 15
62.210.203. 5 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/wp-1ogin. php B ock 15
140. 110. 221. 53 |Tai wan 147.237.77. 216 |dover . i df . i | Distributed Unauthorized URL Access on 147.237.77. 216/ B ock 15
67.212.234.44 |Wited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua.atal .idf.il/wp-admn/ B ock 15
66.249.75.209 |Israel 147.237.76.86 |[navy.idf.il Mil tipl e Wauthorized LR Access from 66. 249. 75. 209 B ock 15
173.46.82.100 |Uhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wordpress/wo-admin/ |B ock 15
. . Uhaut hori zed URL Access to
66.249. 67. 71 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ i n/ smal i nd showbi g. aspx Bl ock 15
88. 208. 252. 224 Ei"";gegom 147.237.76.42 |refuah.idf.il Wnaut hori zed URL Access to refua. atal.idf.il/ol d/wp-adnn/ B ock 15
66.249.78.159 |[lsrael 147.237.77.216|dover.idf .i | Unaut hori zed LRL Access to waw idf.il/atal 1/izkor/ view text.asp Bl ock 15
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